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Unsettled Topics Concerning

Airport Cybersecurity

Standards and Regulation

Abstract

A large international airport is a microcosm of the entire aviatic. st <tor, hosting hundreds of different
types of aviation and non-aviation stakeholders: aircr¢ /t, r assengers, airlines, travel agencies, air
traffic management and air traffic control, retail shops rui .ay s stems, building management, ground
transportation, and much, much more. Their assc tiat. 1 intormation technology and cyber-physical
systems—along with an exponentially resultant nun. »er o, interconnections—present a massive cyber-
security challenge.

Unlike the airport physical security ¢ 1al' .nge, which was treated in earnest throughout the last
decades (to the point where physical in’rus. asa’ 2 now extremely rare), cyber-attacks on airports keep
coming “fast and furious.” This migh. ~ome as a surprise, as most airports, nowadays, employ very
capable chief information securit* . “icer. ‘CISOs) and state-of-the-art tools. However, deeper analyses
reveal that most airport CISOs . ck so 1e of the most essential means to confront such cyber-attacks.

These missing means are nc *2chnical tools, but rather holistic regulatory directives, technical
and process standards. _ 'ides, and . ~st practices for airports’ cybersecurity—even airport cyberse-
curity concepts And k = sic a. finitions are missing in certain cases.

Similar to t! = pr. vious SAE EDGE™ Research Report on “Unsettled Topics Concerning
Airworthiness Cybei =curity Regulation,” [1] this present report offers a deeper analysis of these
issues and the ‘r causes, focusing on four main unsettled domains: the unique characteristics of airports
in gener?' the specific cybersecurity challenges posed by airport, and the missing definitions and
concey. “ual ..~ structure for the standardization and regulation of airports cybersecurity. This last
ite,  Inclu ‘es the gaps and challenges in the existing guides, best practices, standards, and regula-
tions , 2rtaining to airport cybersecurity.

Finally, practical solution-seeking processes are proposed, and some specific potential frame-
works and solutions are pointed out whenever applicable. It is the intention of this report, with its
ir..ights and observations, to assist regulators, applicants, and standard-makers throughout the 2020s
with the development of airport cybersecurity guides, best practices, standards, and regulation—which,
in turn, will enhance airport cybersecurity.

NOTE: SAE EDGE™ Research Reports are intended to identify and illuminate key issues in
emerging, but still unsettled, technologies of interest to the mobility industry. The goal of SAE EDGE™
Research Reports is to stimulate discussion and work in the hope of promoting and speeding resolution
of identified issues. SAE EDGE™ Research Reports are not intended to resolve the challenges they
identify or close any topic to further scrutiny.
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