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Unsettled Legal Issues Faciny
Data in Autonomous, Coniiected,
Electric, and Shared Vetiicles

Abstract

This SAE EDGE™ Research Report explores the worla € ¢'ata in automated, connected,
electric, and shared vehicles. Modern automobi’ 3s ~.ollect around 25 gigabytes of data
per hour, and autonomous vehicles are expec “ed .~ =~ znerate more than 100 times that
number. In comparison, the Apollo Guidanc > Co mputer assisting in the moon launches
had only a 32-kilobtye hard disk. Witho.* au 3stion, the breadth of in-vehicle data has
opened new possibilities and new ch.ienges. The potential for accessing this data
has led many entrepreneurs to c'air. cha'. data is more valuable than even the vehicle
itself. These intrepid data miner. seek to explore business opportunities in predictive
maintenance, pay-as-you-c.riv. fea.ures, and infrastructure services. But at the same
time, the use of data come ~ wit.1 inherent challenges including accessibility, owner-
ship, security, and privacy.

This report wil ex ‘mine some of the pressing questions on the minds of both
industry and ccnsui.ers. Who owns the data and how can it be used? What are the
regulatory regime - that impact vehicular data use? Is the US close to harmonizing
with other \ ations in the automotive data privacy? And will the risks of hackers lead
to ti » “.omuie car apocalypse” (feared by those watching movies like The Fate of
th~ “wi.2us) o to another avenue for ransomware? As vehicles continue to generate
data. lawinakers and companies are racing to understand the legal parameters and
to ~daress the risks posed by collection, processing, and storage issues.

NOTE: SAE EDGE™ Research Reports are intended to identify and illuminate key
issues in emerging, but still unsettled, technologies of interest to the mobility industry.
The goal of SAE EDGE™ Research Reports is to stimulate discussion and work in the
hope of promoting and speeding resolution of identified issues. These reports are not
intended to resolve the challenges they identify or close any topic to further scrutiny.
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