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FOREWORD

This document was prepared jointly by Special Committee 216 (SC-216) and EUROCAE Working Group
72 (WG-72). It was approved by the RTCA Program Management Committee (PMC) on June 21, 2018
and by the EUROCAE Council on June 19, 2018.

RTCA, Incorporated is a not-for-profit corporation formed to advance the art and science of aviati>n and
aviation electronic systems for the benefit of the public. The organization develops consensus-besed
recommendations on contemporary aviation issues. RTCA’s objectives include but are not limited to.

e coalescing aviation system user and provider technical requirements in a mani.2r tnat helps
government and industry meet their mutual objectives and responsibilities;

e analyzing and recommending solutions to the system technical issues thiot aviation faces as it
continues to pursue increased safety, system capacity and efficiency:

e developing consensus on the application of pertinent technology o fulfill user and provider
requirements, including development of minimum operation.! f erformance standards for electronic
systems and equipment that support aviation; and

e assisting in developing the appropriate technical ma.~ria: upon which positions for the International
Civil Aviation Organization and the Internationa’ velecommunication Union and other appropriate
international organizations can be based.

The organization’s recommendations are often use\' as the basis for government and private sector decisions
as well as the foundation for many Federal Avia:'u» Administration Technical Standard Orders and several
advisory circulars.

Since RTCA is not an official agenc;' 0, the United States Government, its recommendations may not be
regarded as statements of officic'. government policy unless so enunciated by the U.S. government
organization or agency having ¢ itory jurisdiction over any matters to which the recommendations relate.

DISCLAIMER

This publication is vased orn material submitted by various participants during the SC approval process.
Neither the S nur R'T CA has made any determination whether these materials could be subject to valid
claims of pateny, copyright or other proprietary rights by third parties, and no representation or warranty,
expressed or implied is made in this regard. Any use of or reliance on this document shall constitute an
acceptance hereof “as is” and be subject to this disclaimer.
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1 INTRODUCTION

This document is the joint product of two industry committees: the EUROCAE Working
Group WG-72, titled “Aeronautical Systems Security” and the RTCA Special Committee
SC-216, also titled “Aeronautical Systems Security”. WG-72 was formed to address
information security for the overall Aeronautical Information System Security (AISS) of
airborne systems with related ground systems and environment, while SC-216 was formed
more specifically to address information security for certification of aircraft and its systems.

1.1 Purpose

This document provides a set of methods and guidelines that may be used within the
airworthiness security process defined in RTCA DO-326A / EUROCAE ED-202A,
Airworthiness Security Process Specification. It is recognized that alternative methods to
the processes described or referenced in this document may be available to an organization
desiring to obtain certification.

This document does not provide guidelines concerning the structure of an individual
organization or how the responsibilities for certification activities are divided. No such
guidance should be inferred from the descriptions provided.

1.2 Scope

Airworthiness security is the protection of the airworthiness of an aircraft from intentional
unauthorized electronic interaction. Existing safety processes have not had to consider
intentional disruption.

Intentional unauthorized electronic interaction (also known as "unauthorized interaction”
within the scope of this document) is defined as a circumstance or event with the potential
to affect the aircraft due to human action resulting from unauthorized access, use,
disclosure, denial, disruption, modification, or destruction of information and/or aircraft
system interfaces. This includes the consequences of malware and forged data and the
effects of external systems on aircraft systems but does not include physical attacks or
electromagnetic disturbance.

This document provides methods and considerations for showing compliance for
airworthiness security during the aircraft design and development life cycle. It was
developed as a companion document to DO-326A / ED-202A which addresses security
process aspects of aircraft certification. Guidance for airworthiness security during the
complete aircraft life cycle is provided through the additional companion document RTCA
DO-355 / EUROCAE ED-204, Information Security Guidance for Continuing
Airworthiness, which addresses the airworthiness security for the continued airworthiness
outside of design and development.

This document assumes that its readers are knowledgeable of applicable guidance material.
The guidelines in this document were developed in the context of 14 CFR Part 25 and EASA
CS-25. It may be applicable to other regulations, such as Parts 23, 27, 29, 33, and 35 (CS-
23, CS-27, CS-29, CS-E, CS-P). It does not assume that applicants are in compliance with
the guidance materials referenced in this document but does assume that the applicant has
in place a comprehensive flight safety program as part of development and continued
airworthiness which is compliant with regulation, and an applicant may tailor this guidance
appropriately in negotiation with regulatory authorities.

The methods and considerations of this document provide guidance for accomplishing the
airworthiness security process activities identified in DO-326A / ED-202A. See section 1.3
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