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Foreword

This report was prepared by Special Committee177 (SC-177) and approved by the RTCA Technical
Management Committee (TMC) on August 20, 1996.

RTCA, Incorporated is a not-for-profit corporation formed to advance the art and science of aviation
and aviation electronic systems for the benefit of the public. The organization functions as a Federal
Advisory Committee and develops consensus based recommendations on contemporary aviation
issues. RTCA’s objectives include but are not limited to:

. coalescing aviation system user and provider technical requirements in a manner that helps
government and industry meet their mutual objectives and responsibilities;

. analyzing and recommending solutions to the system technical issues that aviation faces as
it continues to pursue increased safety, system capacity and efficiency;

. developing consensus on the application of pertinent technology to fulfill user and provider
requirements, including development of minimum operational performance standards for
electronic systems and equipment that support aviation; and

. assisting in developing the appropriate technical material upon which positions for the
International Civil Aviation Organization and the International Telecommunication Union
and other appropriate international organizations can be based.

The organization’s recommendations are often used as the basis for government and private sector
decisions as well as the foundation for many Federal Aviation Administration Technical Standard
Orders.

Since RTCA is not an official agency of the United States Government, its recommendations may
not be regarded as statements of official government policy unless so enunciated by the U.S.
government organization or agency having statutory jurisdiction over any matters to which the
recommendations relate.


https://www.stdhive.com/standards/rtca-do-233-pdf/

This page intentionally left blank.


https://www.stdhive.com/standards/rtca-do-233-pdf/

Table of Contents
EXECULIVE SUMIMATY ....ocoveiririeiieeiieeierrrersereeeee et este st etes e eeesesesaeserenreesssneseberst s st asobtsssssrnessessnsans 1
1. 0 INEPOQUCLION. ...c..eeiiririieericere st rrr et sb b e e b n et bb e bbb e b b s e e sn s s as 3
1.1 Establishment Of SC-177—Terms Of Reference..........c.ccocevvvivvrviniiiiiniiniiiiiiiciciceenn, 3
1.2 Media INtErest ........c.voeeereierereireieseerrec ettt e e 4
1.3 Statement of the Problem.........c..ccoveerrreniicnnciinierns 5
1.4 Background to INVEStigation...........cceccveiecricicnenincininiinrcrre st 5
1.4.1 Type of AIrCTaft.......oovviieeiee ettt et sar s s an b nas 5
1.4.1.1 Aircraft Types/Characteristics...........coccevnivininrenininiinrisnee e 5
1.4.2 Portable Device Types/Characteristics.........ceccecrernreririrerrennsreessiinsensenssesnissie s 6
1.4.3 REPOILES ....eieiiierierieteitesre st esn et se e e sne s resean e beeste s s e s b e e sreeasee s ne s nbsebssabasnbssabassrsesanens 8
1.4.3.1 Reports to Previous RTCA Committee SC-156 ........ccccoerevnnieinrinncriirienennn. 8
1.4.3.2 Reports From NASA’s Aviation Safety Reporting System .........cccocovurviivininiinne 8
1.4.3.3 Reports From TIATA ...ttt 9
1.4.3.4 Reports t0 SC-177 ...ttt se st s st s sa s s b st 10
1.4.3.5 Summary of Incident RepOrts.........ccccoeviviiinininiiincniniencnc e 11
1.4.4 Susceptible SYSIEMS ....cccooeeiiiriiieciricecereec ettt sra et sr s sb s b s 14
1.4.5 Governing Regulations and Advisory Materials .........c..cccoenvnnennininnncninniicnen, 15
1.4.5.1 Federal Communications Commission (FCC) Regulations ........ccccocevreeiniicnennn. 15
1.4.5.2 Federal Aviation Regulations (FAR)......c.ccccoccveimiernnciniininennnireienns 16
1.4.5.3 Federal Aviation Administration Advisory Circular (AC) 91.21-1 ........c.cocenne 16
1.4.5.4 Transport Canada..........cococeeeeiinieienrecr ittt sar s sse s b 17
1.4.5.5 International Civil Aviation Organization (ICAO) .......c.ccoccervernininiineniinennn 17
1.4.5.6 Joint Aviation Authority Regulations (JAR)....c..cccevevivininiiinininicicni 18
2.0 Test MEthOdS ......cooeeieiieeee ettt ettt ettt et sre e s r s e s aesae s ab s et s b e a s et s 19
2.1 ODJECHIVES ....ecvevieereeieiereeeeresees s sreses e sesesseestessnesse st eame e e e me et etesae st esstasaressansesnesesesaesereeses 19
2.2 Development of Test Methodology ........c.coveeriiniiniicnininiiinie e 19
2.2.1 Test PhilOSOPHY ...coovemrrererinreeciriercr ettt sas s b e 19
2.2.2 Limitations to the Use of Actual PEDs for Repeatable Tests ............ccoeveererenrcnunncne. 21
23 PED TSN ... coeeirieieieriinenienerstereteee st estestsssstereseesnserassesesesessensesassssenessersessersessessessossins 21
2.3.1 GONETAL.......eoiiiiiieeteetetrt ettt ettt et st st e e n e st et b a e srb oo b s 21
2.3.2 Test RAtional......c..cocieiiiierieieninenerree ettt bt b st sanesassanssassen s 22
2.3.2.1 Differing Electromagnetic Environments and Test Methods..........ccccoccvencnne 23
2.3.2.2 Coupling MechaniSm...........cccccerrereninneniiiniienencne et 23
2.3.2.3 Intentional & Non-Intentional Radiators..........coceccevereeienircncnenicnccinennecnenes 24
2.3.2.4 Repeatability of Testing vs. Real Life Simulation ............cccccovcverviicnniiinninniennnn 24
2.4 Aircraft Path Loss Measurements............cccoreerrcnieinieenneneeeneeseseeeestsessssenssesesessesesnes 24
2.4.1 Direct Functional APproach ...........cceeevveeeveeniencninneerenenicrneeenensrseseessessessessesnessenns 24
2.4.1.1 Test Method PrinCiple........c.ccoveeeirieinniiiniciicncinsrecrceenceeneneasieas 24
2.4.1.2 Test Method ASSESSMENE ........cceviireririreririetee e reriesretsreree s ssen s sesans 24
2.4.2 Swept Frequency ApProach.........coeceecerieircieninenieninenceeneeeresrererenesesesesesesssassessessenne 25
2.4.2.1 Multipath Considerations ............cccceevereieriiienininiernreceseses e sssssens 25
2.4.2.2 Closed Loop Swept Frequency Measurements...........cccoceeeerrceeenteeerinicseesessecnencene 25
2.4.2.3 Disadvantages of Closed Loop Swept Frequency Measurement ................c......... 26
2.4.2.4 Advantages of Closed Loop Swept Frequency Measurement...........c..cccocevurnnee 26
2.4.2.5 Indirect Multi-Frequency Measurements ............cceevereerrereenrenrerersemsersesssesessessesses 26
2.4.2.6 Cable Coupled INterference.............covrerenrninniecneneniecnenneneeteee e sesenes 27

© 1996, RTCA, Inc.


https://www.stdhive.com/standards/rtca-do-233-pdf/

ii

2.4.3 Test Plans and ProCedures ..........cccevieviiireeiienieitceee e ettt s 27
2.4.3.1 In-Service Aircraft COnStraints..........coccecveveriesiereniinse s eseesr e e rressesenenes 27
2.4.3.2 ANtENNA SEIECLION .....evviveceiieerienienteret ettt st s et et e srenrenesseseneneeseneenes 27
2.4.3.3 Test LOCAIONS. ....cccieiiieietentereeie ettt st s ese e sn e s abesan e nesanenes 28
2.4.3.4 Measurement Bandwidth ............c.ccoiiriiiiiiiiiiicc e 28
2.4.3.5 Path Loss Calculations............cccooeeririeniorenenieiennne e eserececssenteinse e sseeens 29

2.4.4 ATTCraft TESHING.....ccoeeriinieieireere ettt sttt 29
2.4.4.1 Aircraft Description and Preparation............ccceoeeveveeveeeneneeseneneecceeee e 29
2.4.4.2 ANrcraft TeSted ......e ettt st st e e 30
2.4.4.3 Comparative AIrcraft TEst .......cccevriereriircrr et 31
2.4.4.4 Discussion of Comparative Path Loss Measurements............ccoeveeeerenienenevrrenenee 31

3.0 Analysis of Measurement Data..........ccccovieiiiienienineeic s cre e 33
T8 O 513 o 11107 4 To ¢ T OO UR YU U U PTPRU PO 33
3.1.1 MaJOr Variables ....c..cocuiiiiiieieieree ettt et st e se e e s n e e nen e 33
3.1.2 Safety Considerations .........cececeieirermenreirrente et rreeeeree st e sbe e e e e s 34

3.2 PED EmisSion ANALYSIS c..oovvircviiviieirerereiniereisersseestesesseearssesseessnesasesssnesassessesssesnesessessserssns 34

3.2.1 PEDIS TESLEA. ... i ettt sve et sre e et et e e et e b e eaeesnenmeneas 34

3.2.2 Preliminary ODSErvations ..........coceerroieririirstereeie s cetesiesseeiesreesetsesesen e nesreeseesseessneneas 35

3.2.3 Scanning Mode PEDS .......c.ooii ettt st e 36

3.2.4 Spectral EMISSIONS...c..cccooiitiriiirieieneesiereree et raesne e sae s saeest e sasenne e 36

3.2.5 Composite Emissions Due to Multiple PEDS........c..cccccovrnniinieinincnceceneneereeccene 36

3.2.6 Distribution of Emission Levels.......c.ccoooiiiiiiiiieneeee et 36

3.3 Aircraft Path LosS ANALYSIS ....ccccoccerieiirinrsereeee ettt esie s sre e e s basaessennenee 40

3.3.1 Antenna COUPME .....oooieiuiriirierieie sttt ettt et s e sre e e e se s e anesmesesesaeeamenenes 40
3.3.1.1 General ObServations.......c..cceviveeiieriirieeeitreie et eetesseae e s st eesesbeseneesbessraesaresas 40
3.3.1.2 Data Pre-ProCessing.........ccocueuerrrreicriniecrenresereresenrsenesstsssssestsse s sressessssssssessens 40
3.3.1.3 Path Loss Data ANalysis .......ccceceiiriiinirieenie ettt 44
3.3.1.4 SoUrCES OF EITOT ... oottt sttt s e nas 46

3.4 Avionics SUSCEPIDIIILY ...cvocrireiiiiieiiee e 47

3.4.1 Antenna Coupled Interference............cccvvevririnrrenrnncniiiee e 47
3.4.1.1 Susceptibility REQUITEMENTS.......cccevvveiiierrinieriierrerressreeees e s sesaeseeesareseeesraens 47
3.4.1.2 Measured SUSCEPtibIlity .....c.ccciviiiiriieciercirer e e st srae s 48
3.4.1.3 Sources Of INTErference..........ccciveviiiiiciiireereiec et see s s sresestevsvessarerenens 49

3.4.2 Cable Coupled Interference Thresholds. ..........coooeiiieiiiiniiiie e, 53

3.5 Desired Signal ENVIrONMENt........ccooeeviirieiiinieineeceerenseeneerete e ssceseseresse e e ess e sressresnesenenes 53

3.5.1 Minimum [CAO ReqUITEIMENES ......cceitruieeiiierirree et eeeeie e e e st et sse e eseesneanes 53

3.5.2 Signal Strength Variation ..........c.ccoceriirineniniecrre et se e e 56

3.5.3 Antenna ShadOWINE.......ccceouerieiriririiieene ettt sae b ne e 57

3.6 Computer Simulation/Modeling .........cc.ooeviviiiiinniicc 57

S R 58
4. 0 Analysis of Interference Risk ..........ccccoviriiiiiiiiieiee et 59
4.1 APPrOACH ... e e 59
41,1 WOTSE CASE...uvernieererieterrecierie et et et et e st st et sreeseasst e e e st ens e sasaeresesanenasesacesseenesonenaes 59
4.1.2 Operational ANALYSIS .....c..cccevvereereeriereeninierineneneeenessesseesesessessessessessesreseesesssseressessens 59

4.2 Antenna Coupled INterference........c.ccooviveriiiiriienieereeee ettt s 60

4.2.1 Worst-Case Analysis of Antenna Coupled Interference ..........c.cccocevcveiininienrnccnnnene 60
4.2.1.1 MethOOIOZY ...covvvviriiiiiiieeiiniiniee it ssteesieeerere e ssressersstaessreseseesnsesseessnsesaseesasesessnnnes 60

© 1996, RTCA, Inc.


https://www.stdhive.com/standards/rtca-do-233-pdf/

iii

4.2.1.2 Results of Worst-Case ANalysis .......c.cocoeriiiiniirniieniniiencreeis e 62
4.2.1.3 Discussion of Worst-Case Analysis Results..........ccooeiiiiiininiiiiinnieiicecnnens 63
4.2.2 Interference Probability Analysis........coccovvvieeiiieiiiiiiiiieice e 64
4.2.2.1 ASSUIMPLIONS «.veiveeeieecereeiueeeteetescestestarnaesee e eeesaesse st essessesaeeasesseaanesaseeseeasesmeensesnneane 64
4.2.2.2 Frequency Independent Interference Probability Analysis .......c.ccccovvuiiinincnnn 65
4.2.2.3 Spectral Interference at the Modulation Frequency .........cccccvvvvininnininennennn ...69
4.2.2.4 Conclusions to Antenna Coupled Interference Probability Analysis.................... 70
4.3 Cable Coupled INterference ..........oooveeeverienieceeriereeeeniree et ee s sr e sessaens 70
4.3.1 Cable COUPLING ....orvivreririiieriieiree ettt e b et eeen e s et seennene 70
4.3.2 Cable Coupled Interference Analysis .........ccooeirrmrreiioreinicnenniieree s 71
4.3.3 Discussion of Results of Cable Coupled Interference...........cccooeoeniviinnininininiicninnnn 71
4.4 Intentional RAQIALOTS. ........ceiirierieiieee ettt e ereee e s sreecne st 71
4.4.1 INErOAUCTION ..coviiiiiiiieiir ettt sttt et s e e s s e sne e nneoas 71
4.4.2 Field Strength Levels.........cccooviviiiiiniiiiiieiisc e 72
4.4.3 Discussion of Analysis of Interference due to Intentional Radiators in the Cabin...... 72
4.5 Operational FaCtors........coceieiieiiereee e et e 73
4.5.1 BaCKGIOUNG.....c..oiiiieeee ettt et e e ss s st e s enesas 73
4.5.2 Operational CriteTia .........oeceeviirieiirrr ettt reee et eses o e s s ssas e s s s s etes 73
4.5.3 Operational Interference Criteria..........cccvveciirienrererinere et eee s 75
4.5.4 Conclusions to Operational Analysis .........c.ccccoceiiiniincniii s 76
5. 0 Conclusions and Recommendations .........c.ccuecveieiriecrieenieneieereeneseesteereseserenesasssesseseesennes 77
Appendices

Appendix A Portable Electronic Device Testing
Appendix B Aircraft Path Loss Test Plan
Appendix C  Aircraft Path Loss Test Procedures
Appendix D PED Interference Reporting Form
Appendix E  Probability of Path Loss Measurement
Appendix F Susceptibility Testing

Table of Figures
Figure 3-1 Example PED Emission SPectrum .........c..ccoevcrciienninirncnnnieineenseess s 38
Figure 3-2a Composite Emission Spectrum 6 PEDS ..........ccccocvviiiiiiiciniinncnecsens 39
Figure 3-2b Composite Emission 26 Non-Scanning PEDs ...........cccoeveccnniinniicnneinnieiinenns 39
Figure 3-3 Emission Level DiStribUtion .........cccoveeiiiiioieceeinircreceeecreneeeseseeoseseseeeneseeenosenses 41
Figure 3-4 Aircraft Path Loss Measurements (VOR Antenna) .........coo.ocuveeeeneecennuncnnseessenseenaens 42
Figure 3-5 Typical Cumulative Distribution of Aircraft Path Losses......c..cccooeveevniniiincnnnnn. 43
Figure 3-6 Rayleigh Distribution of Signal Level in a Multipath Environment .............c.......... 50
Figure 3-7 Aircraft Cable Interference Thresholds ..........ocooveeieeinenninncninicreerec e 54
Figure 3-8 Signal Strength Distribution within Coverage Volume..........ccccoovverernniirenencnenen. 57

Table of Tables
Table 2-1 Antenna Factors of Dipole Antenna used for Aircraft Path Loss Measurements......... 29
Table 2-2 Aircraft Path Loss Measurement, Systems Measured ..............cccovevevverureeiescnccesennnnenes 30
Table 2-3 Comparison of In-Aircraft Path Loss Measurements ............ccccocecnennencncninccncnnan, 31
Table 3-1 List of PEDs used in the Emission Analysis........cocueoereeeeiennninncnimnerenernieneeieeeeens 35
Table 3-2 Summary of Aircraft Path Loss Measurements ..........c.ccvceeveeernereneresresiessessesenseneresees 46
Table 3-3 Navigation Systems Interference Specifications...........c.ccccveveveniiiininiciinininicnniene 48

© 1996, RTCA, Inc.


https://www.stdhive.com/standards/rtca-do-233-pdf/

Table 3-4 Minimum Signal Strengths and Coverage Volumes..........cccoceeveeeinineneannicieninernnnnn 56
Table 4-1 Example Spreadsheet Showing Parameters Used For The Worst-Case Analysis ........ 63
Table 4-2 Results of Worst-Case Interference Analysis Interference............cocccveeenvevcnnccnnnenn. 63
Table 4-3 Summary Table Interference Probability Analysis For Frequency Independent

INtErfErence SOUICES ..ottt et st r et st b bbb 67
Table 4-4 Results of Probability Analysis of Frequency Independent Interference ..................... 68
Table 4-5 Results of Probability Analysis of Frequency Dependent Interference....................... 69
Table 4-6 Cable Coupling...........cccoviiiiiriiiiiiiiiccii et 70
Table 4-7 Cable Coupled Interference Analysis.........c.ccocveeveerrrierereieninneesseenneenieessssnseesesennans 71
Table 4-8 Cable Coupled Interference Analysis Intentional Radiators.........cccovvcnennnvncerinnnnnne 72
Table 4-9 Sample Interference Probabilities Versus Operational Conditions ............c..cceeeenenene. 76

© 1996, RTCA, Inc.


https://www.stdhive.com/standards/rtca-do-233-pdf/

Executive Summary

In response to an FAA request, RTCA Special Committee 177 (SC-177) was
formed in 1992 to investigate and determine the causes of the potential
interference to installed aircraft electrical and electronic systems from portable
electronic devices (PEDs) carried aboard aircraft by passengers. While a small
list of suspected incidents of such interference from PEDs had been generated
over time, interference from a PED could not be duplicated under controlled
conditions.

Government and industry personnel contributed their efforts to defining the
potential interference phenomena, devising test procedures for both PEDs and
aircraft and attempting to assess the risk potential from such interference events.
A variety of common consumer PEDs were tested for spectral emissions in
commonly used modes. This test procedure was specially devised to reflect the
unique PED/aircraft interface, using test methods from FCC, CISPR, MIL
Standard 462 and RTCA DO-160C test procedures. Similarly, test methods were
devised to determine the path loss factors of low level signals radiated within
aircraft cabins. These procedures were then used in determining the potentially
interfering signal’s path loss in a variety of transport category aircraft. Finally,
the susceptibility to interference of installed avionics systems was tested and
threshold levels determined. After analysis, the above activity yielded the
information necessary to determine the probability of interference to aircraft
systems from PEDs.

The intent of these activities was to provide government agencies and aircraft
operators with the test methods needed to determine whether a potential for
interference exists for certain PEDs, aircraft, and combinations thereof.

This work of the special committee was not to test exhaustively combinations of
PEDs and aircraft systems for interference. However, sufficient data was
obtained to make provisional inferences regarding the probability of interference
from PEDs not designed to intentionally radiate electromagnetic energy. Test
facilities available to the committee were inadequate for purposes of testing
intentional radiators. However, since the intended emissions are well
characterized in terms of frequency and power level, the radiated signal levels
were easily derived and were used for purposes of assessing the risk of
interference.

Those findings indicated that the probability of interference to installed aircraft
systems from PEDs, singly or in multiples, is low at this time. However, the
possibility of interference to aircraft navigation and information systems during
critical phases of flight, e.g., takeoff and landing, should be viewed as
potentially hazardous and an unacceptable risk for aircraft involved in
passenger-carrying operations. Therefore, the committee recommends that the
use of PEDs be restricted during certain critical phases of flight.

Another important factor to be taken into account is the recognition that new

civil aviation system elements include satellite system capabilities. Aircraft
receivers for these systems, such as those of the GPS, necessarily operate at a
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