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FOREWORD

This report was prepared by the Future Flight Data Collection Committee and approved by the RTCA
Policy Board on December 4, 2001.

RTCA, Incorporated, is a not-for-profit corporation formed to advance the art and science of aviation and
aviation electronic systems for the benefit of the public. The organization functions as a Federal Advisory
Committee and develops consensus-based recommendations on contemporary aviation issues. RTCA's
objectives include but are not limited to:

e coadescing aviation system user and provider technical requirements in a manner that helps
government and industry meet their mutual objectives and responsibilities;

» analyzing and recommending solutions to the system technical issuesthat aviation faces asit.cor.:inues
to pursue increased safety, system capacity and efficiency;

» developing consensus on the application of pertinent technology to fulfill user end | rovider
requirements, including development of minimum operational performance standarce for Ziectronic
systems and equipment that support aviation; and

e assisting in developing the appropriate technical material upon which positioris £ai the International
Civil Aviation Organization and the International Telecommunication Union and ¢ther appropriate
international organizations can be based.

The organization’s recommendations are often used as the basis for go ermiment and private sector
decisions as well as the foundation for many Federal Aviation Adminis ration Technical Standard Orders.

Since RTCA is not an official agency of the United States Goveriwner.:. its recommendations may not be
regarded as statements of official government policy uniess 00 eaunciated by the U.S. government
organization or agency having statutory jurisdiction over any: maters to which the recommendations rel ate.
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EXECUTIVE SUMMARY

New communication, navigation, and surveillance technologies currently being devel oped, along with new
cockpit-interface systems, give evidence that new and better concepts for flight data collection are
possible. Concurrently, the operating environment of the National Airspace System is undergoing
renovation made possible by these new technologies. It is an ideal time to take a step back and look to the
future to see what is possible in the area of on-board flight data collection. Methods and concepts for flight
data collection and analysis will need to keep pace with the advanced space-based technology for
navigation and data-link communications.

Flight data information technology needs to focus on quickly and accurately determining the factors that
cause accidents/incidents and, more importantly, providing a means to avoid those accidents/incidents. The
continued use of programs similar to the Flight Operations Quality Assurance (FOQA) and Mante .ance
Operations Quality Assurance (MOQA) initiatives will permit daily data analysis to address fliyht
operations and maintenance issues proactively.

To organize this effort, the RTCA was selected as the most appropriate venue and under theii auidance the
Future Flight Data Collection Committee (FFDCC) was established. The committee s objective was to
define operational concepts for acquiring, storing, and managing data concerning.the - te of the aircraft,
operation of the aircraft, and air/ground and air/air communications. The committee exan ined “out of the
box” solutions and established a concept that would fit into an evolving onerz:ianc! 2nvironment and build
on the principles established in current FOQA programs. This approach wili servi» to identify recorded data
requirements to the industry in advance so the technology can be ircorporaied early in a new design,
minimizing event-driven rulemaking.

In addition to the original chartered activities, the FAA requastec that as part of the Committee work they
evaluate the merits of the NTSB recommendations regardii a1 tr.» use of imagery in the cockpit.

Data and voice recording were first implemented as /ccidet investigation tools designed to provide
permanent account of the facts, conditions, and circunstances leading to an accident. Traditionally,
information recorded on the aircraft was limited to the mandatory requirements recommended by
investigative authorities and enforced by the reaulatory authorities; the type and amount of data recorded
were considerably restrained by cost and teckialhgical feasibility. Asindividual investigations highlighted
deficiencies in the data and the need for mure detailed information, additional parameter requirements
were mandated. This reactive approech ~<ulted in a piecemea development, forcing air carriers to
continually retrofit their aircraft to act omi rodate the rule changes. This process continues to be inefficient,
time-consuming, and costly to th=aviaon industry.

The following five primar g auns of data users were identified: accident investigation authorities,
manufacturers, operators. and labor, Air Traffic Control (ATC), and regulators. The Committee also
identified three categcries of data needs. Data Content; Data Design, Maintenance & Access; and
Regulatory-Based. The nu=ds under Data Content include the ability to: record “all available data;” record
aircraft environnier.:.incluaing cockpit, cabin, cargo hold, and external; and record all messages to and
from the aircraft vhat affect the operation of the aircraft. The Data Design, Maintenance and Access needs
include: a flexiL!e, efficient, economic way to record both mandatory and voluntary data sets in a crash-
protected « vstem; a method to assure prompt deciphering of data and continued maintenance of data map;
optinizatie.: of access to stored data; and minimizing and documenting data latency for mandatory
pes "mevic ata. The Regulatory-Based needs include: an abbreviated means to certify modification of
recorued flight data; a greater regulatory flexibility with respect to the MEL for the FDR; a means to
~ompare and share recorded data and information among users for safety, FOQA, and trending; a method
of validating recorded data and algorithms for use in design improvements, continued airworthiness, and
operationa decisions; and proactive periodic review of data needs.

Advancesin recording technology have made it possible to easily record large amounts of data at areduced
cost. If identified and applied in the early stages of aircraft design, they can be implemented in the
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development stage with minor impact on aircraft systems. More complex sensors can provide information
relative to the environment surrounding the aircraft. In the future, most if not all, recorder systems will use
digital recording techniques that essentially store the recorded data in an encoded form. A total recording
system that may include ground, air and ancillary equipment and an integrated systems approach is

appropriate.

Recording devices were originally placed on airplanes to aid and improve accident investigation and
safety. Historically, air carriers and labor understood that resultant data/information would not be used for
any other purpose. However, it isthe view of labor and operators that numerous examples exist of abuse by
the legal community, media, and regulatory authorities who gain access to supposedly protected recorded
data. Labor and operators believe that the use of this information in criminal prosecution and civil
litigation worldwide is inappropriate and a misuse. In a similar manner, misuse is perceived when CVk
recordings are obtained by the media and played for the public, or dramatic reenactments are resnted
based on transcripts.

There were differing views on the value of imaging among members of the Committee. - may= re_ording
was identified as a technologically feasible method for collecting information not otherwiso recorded. In
the view of labor and operators, the advantages of image recording have not been sho.vn to outweigh the
disadvantages. Accident investigators strongly believe in the value of image reconling for accident
investigation purposes. Discussions focused on image recording security, priva. anl confidentiality
protections that must be in place prior to any regulatory action mandating.im=2e 1ocerding.

The final report contains seven recommendations that summarize the impctar.c issues and changes that
need to be considered in the area of flight data collection over the ne:t 15 years. Additionally the report
contains a timeline of relevant airborne recorder legislation actions, v uidomestic and international, and
recommendati ons concerning suggested recorder changes.

This report was drafted prior to the tragic events of Septemi=r 1. 2001. It is noted that some of the issues
currently being considered as a result of those tragic events, are similar to issues discussed within this
report. The work of this committee did not focus on the <ol.ection of data related to intentional criminal
acts, however the technical content of this report may be an aid in resolving some of these issues.
Catastrophic crimina actions were considered heyond whe Terms of Reference; if consideration were given
to convening a group, a separate new «cherte. would be appropriate. Action on some of the
recommendations may be accel erated con0-.iiny the events of September 111,

RECOMMENDATIONS

1. Rather than continuing the nistorical practice of re-writing DFDR parameter requirements, the
Committee recommencs thet-Zarrent requirements and additional information, present on digital data
buses and used in th= oporation of future aircraft and their systems, be recorded in a crash-survivable
system.

2. Since 1992, ' S. laws vrotecting CVR recording release in the case of domestic accidents have been
effective. Lnfoiiunately, the same is not true internationally. The Committee recommends that
effective ‘ntenational protections against misuse of CVR recordings from U.S. operators be
deve oped.

3. ‘'may2 recording was identified as a technologically feasible method for collecting information not
otr ywise recorded. The Committee recommends that issues regarding security, privacy and
vonfidentiality be resolved, and acceptable protections be put in place prior to any action mandating
image recording.

4. Several data design, maintenance, access, and validity issues have been identified that impact the
ability to quickly and accurately use recorder information for accident investigation and prevention
purposes. The Committee recommends that methods be developed to dynamically store data map
information in the recorder, to cost effectively transfer data from the recorder media to analysis
systems, and to reduce and document data latency for all systems.
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The Committee identified several existing conditions that hamper the use of a single set of recorded
data for both voluntary programs and accident investigation. Although policy exists that would allow
an applicant to develop user modifiable software, this is not widely understood and/or applied in the
community. Similarly, MEL repair windows as presently applied discourage frequent validation of the
DFDR functionality. The Committee recommends that regul ators and the aviation community address
these issues, as appropriate, to develop guidance material and provide regulatory relief.

There is no standard to be used in exchanging recorded data and aggregate information (trends,
events, Meta-Data, etc.) that have been collected. The Committee recommends that common naming
conventions and standard definitions be developed for data exchange.

The Committee recommends that a group should convene periodically to determine if additional
recording needs exist.
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BACKGROUND

Data and voice recording were first implemented on aircraft to provide investigators with
a permanent account of the facts, conditions, and circumstances leading to an accident.
The information recorded on the aircraft was limited to the mandatory requirements
recommended by investigative authorities and enforced by the regulatory authorities; the
type and amount of data recorded were considerably restrained by cost and technological
feasibility. Since the data was used infrequently, problems with the recording system were
not always identified until after an event, when the data had become essential. With more
advanced aircraft, investigations became more complex and investigators relied heavily
on the data. As individual investigations highlighted deficiencies in the data and the need
for more detailed information, additional parameter requirements were mandated. This
reactive approach resulted in a piecemeal development, forcing air carriers to continually
retrofit their aircraft to accommodate the rule changes. This process continues to be
inefficient, time-consuming, and costly to the aviation industry.

Over the years, the methods and uses of data recording on aircraft have changed
dramatically. Advancesin technology have madeit possible to easily record large amounts
of data at a reduced cost. These changes have made it feasible for operators and
manufacturers to now use and benefit from the recorded data. Many new aircraft are
currently recording hundreds of parameters more than the minimum required. These
reasons made it important to determine the needs that would satisfy not only the accident
investigation community but also other consumers of the data. By identifying the
recording needs of al involved parties as early as possible, these needs can be met by
future system designs to benefit the entire aviation community.

This report was drafted prior to the tragic events of September 11, 2001. It is noted that
some of the issues currently being considered as a result of those tragic events, are similar
to issues discussed within this report. The work of this committee did not focus on the
collection of datarelated to intentional criminal acts, however the technical content of this
report may be an aid in resolving some of these issues. Catastrophic criminal actions were
considered beyond the Terms of Reference; if consideration were given to convening a
group, a separate new charter would be appropriate. Action on some of the
recommendations may be accel erated considering the events of September 11.
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