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NOTICE AND DISCLAIMER

The information in this publication was considered technically sound by the consensus of persons engaged
in the development and approval of the document at the time it was developed. Consensus does not
necessarily mean that there is unanimous agreement among every person participating in the development
of this document.

The National Electrical Manufacturers Association (NEMA) standards and guideline publications, of which
the document contained herein is one, are developed through a voluntary consensus standards
development process. This process brings together volunteers and/or seeks out the views of persons whu
have an interest in the topic covered by this publication. While NEMA administers the proces: and
establishes rules to promote fairness in the development of consensus, it does not write the docun.2nt ond
it does not independently test, evaluate, or verify the accuracy or completeness of any informauon v the
soundness of any judgments contained in its standards and guideline publications.

NEMA disclaims liability for any personal injury, property, or other damages of any nature whatsoever,
whether special, indirect, consequential, or compensatory, directly or indirect'v rosulting from the
publication, use of, application, or reliance on this document. NEMA disclaims ani' man.s no guaranty or
warranty, express or implied, as to the accuracy or completeness of any informetion .ublished herein, and
disclaims and makes no warranty that the information in this document wii “ulti.i“any of your particular
purposes or needs. NEMA does not undertake to guarantee the performance of ai y individual manufacturer
or seller’'s products or services by virtue of this standard or guide.

In publishing and making this document available, NEMA is not up<'artc king to render professional or other
services for or on behalf of any person or entity, nor is NEMA:unc 2rtaling to perform any duty owed by any
person or entity to someone else. Anyone using this docuixen. shouid rely on his or her own independent
judgment or, as appropriate, seek the advice of a competer.: prcfessional in determining the exercise of
reasonable care in any given circumstances. Informatiol. and owher standards on the topic covered by this
publication may be available from other sources, which the.t*ser may wish to consult for additional views or
information not covered by this publication.

NEMA has no power, nor does it undertak= to - lice or enforce compliance with the contents of this
document. NEMA does not certify, test, o7 i.>spe st products, designs, or installations for safety or health
purposes. Any certification or other siater.»znt >f compliance with any health or safety—-related information
in this document shall not be attributabic to WNEMA and is solely the responsibility of the certifier or maker
of the statement.
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Foreword

This NEMA technical publication, TS 40008-2023 Cyber and Physical Security for Intelligent
Transportation Systems (ITS), was developed to meet the needs for security in the traffic control and ITS
industries.

In the preparation of NEMA TS 40008-2023, input of users and other interested parties has been sought
and evaluated. Inquiries, comments, and proposed or recommended revisions should be submitted to the
concerned NEMA product subdivision by contacting:

NEMA Technical Operations Department
National Electrical Manufacturers Association
1300 North 17th Street, Suite 900

Rosslyn, Virginia 22209

The NEMA 3TS Cybersecurity Working Group developed NEMA TS 40008-2023 under the auspices of
the NEMA Transportation Management Systems and Associated Control Devices Sectin (3TS), of which
it is a part. The following companies and their representatives were members of the v.21 ing group:

ASSA ABLOY Guerry Bruner (Chair)

Applied Information, Inc. Walt Townsend

Daktronics Steve Bostrom

Eberle Design, Inc. Ethan Coxsey

Parsons Russ Brookshire

Qualcomm Drew Van Duren, William Whyte

Skyline Products James Bernhort Pat Cochran

Ver-Mac Inc. Serge Lraulry

Yunex Traffic Jonzuian Crant, Dave Miller, Andrew Valdez

3TS section approval of NEMA TS 40008-2023 does not necessarily imply that all 3TS section members
voted for its approval or participated in its develop ment. When NEMA TS 40008-2023 was approved, the
Transportation Management Systems and Assciai2d Control Devices Section was composed of the
following members:

ASSA ABLOY www.assaabloy.com/group/en
Applied Information, Inc. appinfoinc.com
Daktronics, Inc. www.daktronics.com/en-us
Eberle Design, Inc. www.editraffic.com

John Thomas, Inc. www.jtitraffic.com

Parsons Corporatior, delcantechnologies.com
Qualcomm www.gualcomm.com/home
Skyline Products Ir.c. www.skylineproducts.com
Sunrise SZSA Teci nologies, Inc sesa.sunrisesesatech.com
Ten.ple, 'nc. temple-inc.com

Ver-Mc< Inz. Www.ver-mac.com
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Section 1
General

1.1 Summary

NEMA TS 40008 (previously known as TS 8), this standard, is designed to allow agencies and other
transportation infrastructure owners to implement security of surface transportation electronic systems.
The goal is to allow, using NEMA TS 40008, security to be implemented on both existing legacy systems,
as well as new and planned future systems.

The security requirements proposed are designed to be practical to implement, and not place an
excessive burden on agencies and implementers of transportation systems.

No security measures can ever be perfect and provide 100% security. The measures and reqcirements of
NEMA TS 40008 provide a reasonable balance between the security needs and the reasonchle i1ieeds to
have transportation systems continue to function without requiring wholesale changes *o the ejuipment,
processes, and practices of the transportation community.

1.2 Scope

NEMA TS 40008 defines functional cybersecurity attributes along with minn.:um erformance baselines
that owners and operators of critical infrastructure transportation systems can use for procurement
purposes. NEMA TS 40008 addresses the following products:

a) Signal display and signal elements, e.g., signal heacs, p.xdes rian displays, and dynamic
message signs (DMS).

b) Fixed, configurable, and programmable traffic controi.2rs and associated cabinet devices,
including traffic controllers, conflict monitors (e.¢., MMU, CMU), ramp meters, and auxiliary
devices.

¢) Communications interface devices and systems, e.g., National Transportation Communications
for Intelligent Transportation System Prato ~ol (.!TCIP) interface units, and other communication
interface devices.

d) Software and firmware modules, €.y. ay,.lication system software, and Transportation
Management Center (TMC) softw »e.

e) Mounting, protection, power cuply, and fastening equipment, e.g., cabinets and enclosures.

f) Computing assemblies for.trai sportation management systems, e.g., incident monitoring and
reporting stations and t=i ~olc.tion and management stations.

g) Associated devices for trang portation system management control devices, e.g., automatic
vehicle location dev ' -es, weigh-in-motion systems, and detection devices such as loop detectors,
traffic cameras, a1 u.'rasonic sensors.

The security of other eleniants of a complete Intelligent Transportation System (ITS), such as
communications ne. vorks, 1s outside the scope of NEMA TS 40008.

NEMA TS 4000 addresses the following areas of concern: physical security, local access security,
communications security (between field and central system), and central system security.

Fereach of ihese areas, NEMA TS 40008 identifies potential threat areas and the severity of their

concauences, prevention and mitigation techniques that manufacturers can use to minimize their
impacts, and methods to effectively rate security performance.
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