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Executive Summary 

 

 

This guideline document addresses cybersecurity protection of electrical infrastructure when network 
connected within the context of a commercial, industrial, or residential building. With an emphasis on 
safety implications, it describes methods to protect the various systems and products within the 
infrastructure through best practices, industry standards, or the utilization of compensating controls.  

As cybersecurity requirements are appearing in building electrical safety codes, this guide provides a 
reference point for installers of electrical infrastructure systems and officials and authorities having 
jurisdiction that inspect for code compliance who are not familiar with cybersecurity compliance aspects. 
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1 Scope 

This guideline document addresses cybersecurity protection of electrical infrastructure when network 
connected within the context of a commercial, industrial, or residential building. It does not address cloud-
based or other systems outside the scope of the building infrastructure. It describes methods to protect 
the various systems and products within the infrastructure through best practices, industry standards, or 
the utilization of compensating controls. An assessment of the network connected system and its 
components is discussed along with the various solutions to providing cybersecurity across multiple 
security levels. Emphasis will be placed on network connected electrical infrastructure that has safety 
implications. 

2  Document Audience 

The audience for this document is installers of electrical infrastructure systems and officials and 
authorities having jurisdiction that inspect for code compliance. This guide provides a reference point for 
those personnel who are not familiar with the cybersecurity compliance aspects.  

3 Definitions 

Key terms used in the context of this document: 

Active Directory: Microsoft’s trademarked directory service, which is a centralized and standardized 
system that automates network management of user data, security, and distributed resources, and 
enables interoperation with other directories.  

Allow Listing: A process used to identify a list of discrete entities, such as hosts or applications that are 
allowed to be present or active on a system or network according to a well-defined baseline.  

Asymmetric Keys: Generated by a cryptography algorithm that results in a public/private key pair for 
encryption and decryption.  

Authentication: The process of verifying who a user or other entity is. 

Authorization: The process of verifying what a user or other entity has access to. 

Building Access Control: The process of selectively restricting access to a building or to a specific 
space within it.  

Compensating Controls: A mechanism that is employed to satisfy the requirement to meet a target 
security level when using products with a lower security level capability in a system (also known as 
“compensating countermeasures”). 

Critical Operations Power Systems: Critical operations power systems as defined in Article 708 of 
NFPA 70 National Electrical Code® (NEC) are those systems so classed by municipal, state, federal, or 
other codes, by any governmental agency having jurisdiction or by facility engineering documentation 
establishing the necessity for such a system. These systems include but are not limited to power systems, 
HVAC, fire alarm, security, communications, and signaling for designated critical operations areas.  

Cyber Hygiene: A reference to the practices and steps for users of computers and other devices to take 
to maintain system health and improve online security. 

Cybersecurity Security Levels: Technical requirements for systems and products as defined in the IEC 
62443 series of standards that indicate the resistance against different classes of attackers.  

• SL1—Security Level 1: Protection against unintentional or accidental misuse. 

• SL2—Security Level 2: Protection against intentional misuse by simple means with few 
resources, general skills, and low motivation. 

• SL3—Security Level 3: Protection against intentional misuse by sophisticated means with 
moderate resources. 

Curre
ntly

 in
 p

re
vie

w, c
lic

k b
uy f

ull v
er

sio
n

https://www.stdhive.com/standards/nema-cy-70001-2023-pdf/

