
IPC-HERMES-9852 
Version 1.5

2022 - November

The Global Standard for 
Machine-to-Machine 

Communication in 
SMT Assembly  

Supersedes IPC-HERMES-9852, Version 1.4 
February 2022

Developed by The Hermes Standard Initiative and 
approved by IPC

Curre
ntly

 in
 p

re
vie

w, c
lic

k b
uy f

ull v
er

sio
n

https://www.stdhive.com/standards/ipc-hermes-9852-2022-pdf/


©Copyright 2022. IPC International, Bannockburn, Illinois. All rights reserved under both international and Pan-American 
copyright conventions. Any copying, scanning or other reproduction of these materials without the prior written consent of 
the copyright holder is strictly prohibited and constitutes infringement under the Copyright Law of the United States.

IPC Mission

About IPC 
Standards

IPC Position 
Statement on 
Specification 
Revision Change

Standards 
Improvement 
Recommendations

IPC is a global trade association dedicated to furthering the competitive excellence and financial 
success of its members, who are participants in the electronics industry. 

In pursuit of these objectives, IPC will devote resources to management improvement and 
technology enhancement programs, the creation of relevant standards, protection of the 
environment, and pertinent government relations. 

IPC encourages the active participation of all its members in these activities and commits to full 
cooperation with all related organizations. 

IPC standards and publications are designed to serve the public interest through eliminating 
misunderstandings between manufacturers and purchasers, facilitating interchangeability and 
improvement of products, and assisting the purchaser in selecting and obtaining with minimum 
delay the proper product for their particular need. Existence of such IPC standards and publications 
shall not in any respect preclude any entity from manufacturing or selling products not conforming 
to such IPC standards and publication, nor shall the existence of such IPC standards and 
publications preclude their voluntary use.

IPC standards and publications are approved by IPC committees without regard to whether the 
IPC standards or publications may involve patents on articles, materials or processes. By such 
action, IPC does not assume any liability to any patent owner, nor does IPC assume any obligation 
whatsoever to parties adopting an IPC standard or publication. Users are wholly responsible for 
protecting themselves against all claims of liabilities for patent infringement.

The use and implementation of IPC standards and publications are voluntary and part of a 
relationship entered into by customer and supplier. When an IPC standard or publication is revised 
or amended, the use of the latest revision or amendment as part of an existing relationship is 
not automatic unless required by the contract. IPC recommends the use of the latest revision or 
amendment. 

IPC welcomes comments for improvements to any standard in its library. All comments will be 
provided to the appropriate committee.

If a change to technical content is requested, data to support the request is recommended. Technical 
comments to include new technologies or make changes to published requirements should be 
accompanied by technical data to support the request. This information will be used by the 
committee to resolve the comment.

To submit your comments, visit the IPC Status of Standardization page at www.ipc.org/status. 

Curre
ntly

 in
 p

re
vie

w, c
lic

k b
uy f

ull v
er

sio
n

https://www.stdhive.com/standards/ipc-hermes-9852-2022-pdf/


IPC-HERMES-9852 
Version 1.5

Developed by The Hermes Standard Initiative and approved by IPC

The Global Standard 
for Machine-to-Machine 
Communication in 
SMT Assembly

Supersedes:
IPC-HERMES-9852, Version 1.4 –       
	 February 2022
IPC-HERMES-9852, Version 1.3 –       
	 May 2021
IPC-HERMES-9852, Version 1.2 – 	
	 June 2019

Users of this publication are encouraged to participate in the
development of future revisions. 

Contact: 

IPC 
3000 Lakeside Drive, Suite 105 N 
Bannockburn, Illinois 
60015-1249 
Tel 847 615.7100 
Fax 847 615.7105

Association Connecting Electronics Industries

®

Curre
ntly

 in
 p

re
vie

w, c
lic

k b
uy f

ull v
er

sio
n

https://www.stdhive.com/standards/ipc-hermes-9852-2022-pdf/


This Page Intentionally Left Blank

Curre
ntly

 in
 p

re
vie

w, c
lic

k b
uy f

ull v
er

sio
n

https://www.stdhive.com/standards/ipc-hermes-9852-2022-pdf/


IPC-HERMES-9852 V1.5November 2022

iii

&*+

Acknowledgment
Any document involving a complex technology draws material from a vast number of sources across many continents. While the 
principal members of The Hermes Standard Initiative are shown below, it is not possible to include all of those who assisted in the 
evolution of this standard. To each of them, the members of IPC extend their gratitude.

The Hermes Standard Initiative
Chair 
Håkan Sandell 

Mycronic AB

IPC-HERMES-9852, Version 1.5 IPC Ballot Group

Tim Burke 
Arch Systems

Michael Ford 
Aegis Software UK

Alexis Fouquet 
Europlacer

Thomas Marktscheffel 
ASM (Assembly Systems)  
GmbH & Co. KG

Colas Peyrelier 
Lacroix Electronics Beaupréau

Jarrod Webb 
Lockheed Martin Missiles &  
Fire Control

Technical Liaisons of the  
IPC Board of Directors 
Bob Neves 

Microtek (Changzhou) Laboratories

The Hermes Standard Initiative
4IR.UK

6TL Engineering

Achat Engineering GmbH

allSMT

ASM Assembly Systems GmbH

Asscon

ASYS Automatisierungssysteme GmbH

BESI

Bright Machines

BTU

CKD

CTI Systems

CTS

CYBEROPTICS

Digitaltest

ECD

Essemtec

EUNIL

Exelsius

Famecs

FlexLink

GKG

GÖPEL electronic GmbH

Hanwha

Heller Industries

Innomelt

IPTE

IBL-Löttechnik GmbH 

ITW EAE

JAPAN UNIX Co. Ldt.

JOT Automation Kft.

Keysight Technologies

KIC

KOH YOUNG Technology Inc.

kolb Cleaning Technology GmbH

Kulicke & Soffa

Kurtz Ersa

Magic Ray Technology

MIRTEC

MYCRONIC

Nordson ASYMTEK & MATRIX

Nutek Europe B.V.

OMRON Corporation

OSAI

PARMI

Pemtron

Rehm Thermal Systems GmbH

Rejoint

RG Elektrotechnologie

SEICA SpA & SEICA Automation

SAKI Corp

Scheid IT

SEHO Systems

SICK AG

SMT-Wertheim

SolderStar

Sonic Technology

SPEA S.p.A.

SYNEO

Test Research, Inc. (TRI)

Takaya

Universal Instruments

VISCOM AG

ViTrox

YJ Link Co., Ltd.

YXLON

Curre
ntly

 in
 p

re
vie

w, c
lic

k b
uy f

ull v
er

sio
n

https://www.stdhive.com/standards/ipc-hermes-9852-2022-pdf/


IPC-HERMES-9852 V1.5 November 2022

iv

&*+

This Page Intentionally Left Blank

Curre
ntly

 in
 p

re
vie

w, c
lic

k b
uy f

ull v
er

sio
n

https://www.stdhive.com/standards/ipc-hermes-9852-2022-pdf/


IPC-HERMES-9852 V1.5November 2022

v

&*+

Table of Contents
1 	 SCOPE . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                    1

2 	 TECHNICAL CONCEPT . . . . . . . . . . . . . . . . . . . . . . .                       2

2.1 	 Prerequisites . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                              2

2.2 	 Board IDs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                2

2.3 	 Machine-to-Machine Communication  . . . . . . . . . . .           
(Horizontal Channel)  . . . . . . . . . . . . . . . . . . . . . . .                       3

2.3.1 	 Topology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                3

2.3.2 	 Connecting, Handshake and Detection of  
Connection Loss . . . . . . . . . . . . . . . . . . . . . . . . . . .                           4

2.3.3 	 Normal Operation . . . . . . . . . . . . . . . . . . . . . . . . . .                          6

2.3.4 	 Transport Error Handling . . . . . . . . . . . . . . . . . . . .                    7

2.3.5 	 Handling of BoardForecast . . . . . . . . . . . . . . . . . .                 14

2.3.6 	 Protocol States and Protocol Error Handling . . . .    17

2.3.7	 Handling of Attribute ‘Route’  . . . . . . . . . . . . . . .               18

2.3.8	 Handling of Attribute ‘Action’ . . . . . . . . . . . . . . .               18

2.4 	 Remote Configuration  . . . . . . . . . . . . . . . . . . . . .                     18

2.4.1 	 Topology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                               18

2.4.2 	 Remote configuration . . . . . . . . . . . . . . . . . . . . . .                      18

2.5 	 Communication With Supervisory System  
(Vertical Channel)  . . . . . . . . . . . . . . . . . . . . . . . .                        18

2.5.1 	 Topology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                               18

2.5.2 	 Connecting, Handshake and Detection  
of Connection Loss . . . . . . . . . . . . . . . . . . . . . . . .                       19

2.5.3 	 Protocol States and Protocol Error Handling . . . .    21

3 	 MESSAGE DEFINITION  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 22

3.1 	 Message Format . . . . . . . . . . . . . . . . . . . . . . . . . .                          22

3.2 	 Root Element  . . . . . . . . . . . . . . . . . . . . . . . . . . . .                            22

3.3 	 CheckAlive . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                              22

3.4 	 ServiceDescription . . . . . . . . . . . . . . . . . . . . . . . .                        23

3.5 	 Notification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                             24

3.6	 BoardAvailable . . . . . . . . . . . . . . . . . . . . . . . . . . .                          25

3.7 	 RevokeBoardAvailable . . . . . . . . . . . . . . . . . . . . .                    27

3.8 	 MachineReady . . . . . . . . . . . . . . . . . . . . . . . . . . .                           27

3.9 	 RevokeMachineReady . . . . . . . . . . . . . . . . . . . . .                     28

3.10	 StartTransport . . . . . . . . . . . . . . . . . . . . . . . . . . . .                            28

3.11 	 StopTransport . . . . . . . . . . . . . . . . . . . . . . . . . . . .                            28

3.12 	 TransportFinished . . . . . . . . . . . . . . . . . . . . . . . . .                        28

3.13 	 BoardForecast . . . . . . . . . . . . . . . . . . . . . . . . . . . .                           29

3.14 	 QueryBoardInfo . . . . . . . . . . . . . . . . . . . . . . . . . .                          30

3.15 	 SendBoardInfo . . . . . . . . . . . . . . . . . . . . . . . . . . .                           30

3.16 	 SetConfiguration . . . . . . . . . . . . . . . . . . . . . . . . . .                         32

3.17 	 GetConfiguration . . . . . . . . . . . . . . . . . . . . . . . . .                         33

3.18 	 CurrentConfiguration . . . . . . . . . . . . . . . . . . . . . .                      33

3.19 	 SupervisoryServiceDescription  . . . . . . . . . . . . . .              33

3.20 	 BoardArrived . . . . . . . . . . . . . . . . . . . . . . . . . . . .                            33

3.21 	 BoardDeparted . . . . . . . . . . . . . . . . . . . . . . . . . . .                           36

3.22 	 QueryWorkOrderInfo . . . . . . . . . . . . . . . . . . . . . .                      38

3.23 	 SendWorkOrderInfo . . . . . . . . . . . . . . . . . . . . . . .                       39

3.24 	 ReplyWorkOrderInfo . . . . . . . . . . . . . . . . . . . . . .                      41

3.25 	 Command . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                               41

4	 APPENDIX . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                 43

4.1 	 Special Scenarios . . . . . . . . . . . . . . . . . . . . . . . . .                         43

4.1.1 	 Board Tracking When Board Is Torn Out  
From the Line . . . . . . . . . . . . . . . . . . . . . . . . . . . .                            43

4.1.2 	 Board Tracking When Board Is Temporarily 
Removed From the Line . . . . . . . . . . . . . . . . . . . .                    44

4.1.3 	 Board Tracking When Board Was  
Transferred Without Data . . . . . . . . . . . . . . . . . . .                  44

4.1.4 	 Oven Error Loop . . . . . . . . . . . . . . . . . . . . . . . . . .                         45

4.1.5 	 Request Pause / Confirm Pause and  
Resume Operation  . . . . . . . . . . . . . . . . . . . . . . . .                        46

4.1.6 	 Board Removal at Downstream Conveyor . . . . . .     47

4.1.7 	 Reversal Transportation to a Flipping Unit  
located Downstream a Process Machine  . . . . . . .       47

4.1.8 	 Reversal Transportation to a Flipping Unit  
Located Upstream a Process Machine . . . . . . . . .         48

4.1.9 	 Board Routing Within a Production  
Line by Predefined Routes . . . . . . . . . . . . . . . . . .                  49

4.1.10 	 Board Routing Within a Production Line  
towards Target Locations . . . . . . . . . . . . . . . . . . .                   50

4.2 	 Glossary / Abbreviations  . . . . . . . . . . . . . . . . . . .                   51

4.3 	 References  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                              51

4.4 	 History  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                 52

Figures

Figure 1 	 Generation of Board IDs . . . . . . . . . . . . . . . .                 2

Figure 2 	 TCP Connections in a Line . . . . . . . . . . . . . .               3

Figure 3	 Upstream and Downstream From the  
Perspective of the Machine . . . . . . . . . . . . . .               3

Figure 4 	 Connection, Handshake and Connection  
Loss Detection on Horizontal Channel . . . . .      4

Figure 5 	 Example for Connection Loss Detection  
With FeatureCheckAliveResponse on  
Horizontal Channel . . . . . . . . . . . . . . . . . . . .                     5

Figure 6 	 Communication Sequence for  
Board Transport . . . . . . . . . . . . . . . . . . . . . . .                        6Curre

ntly
 in

 p
re

vie
w, c

lic
k b

uy f
ull v

er
sio

n

https://www.stdhive.com/standards/ipc-hermes-9852-2022-pdf/


IPC-HERMES-9852 V1.5 November 2022

vi

&*+

Figure 7 	 Communication Sequence in  
Scenario U1a . . . . . . . . . . . . . . . . . . . . . . . . .                          7

Figure 8 	 Communication Sequence in  
Scenario U1b . . . . . . . . . . . . . . . . . . . . . . . . .                          8

Figure 9 	 Communication Sequence in  
Scenario U2 . . . . . . . . . . . . . . . . . . . . . . . . . .                           9

Figure 10 	 Communication Sequence in  
Scenario U3 . . . . . . . . . . . . . . . . . . . . . . . . .                          10

Figure 11 	 Communication Sequence in  
Scenario D1 . . . . . . . . . . . . . . . . . . . . . . . . .                          11

Figure 12 	 Communication Sequence in  
Scenario D2 . . . . . . . . . . . . . . . . . . . . . . . . .                          12

Figure 13 	 Communication Sequence in  
Scenario D3 . . . . . . . . . . . . . . . . . . . . . . . . .                          13

Figure 14 	 Example of Communication Sequence  
for BoardForecast  . . . . . . . . . . . . . . . . . . . .                     14

Figure 15 	 Example of Communication Sequence  
for Boardforecast With  
RevokeMachineReady . . . . . . . . . . . . . . . . .                  14

Figure 16 	 Example of Communication Sequence  
With Several BoardForecast  . . . . . . . . . . . .             15

Figure 17 	 Example of Communication Sequence  
in Case With Error Handling . . . . . . . . . . . .             16

Figure 18 	 Example of Communication Sequence 
BoardForecast Without Product Change . . .    16

Figure 19 	 Hermes Interface States on  
Horizontal Channel . . . . . . . . . . . . . . . . . . .                    17

Figure 20 	 Connection, Handshake and Connection  
Loss Detection on Vertical Channel . . . . . . . 19

Figure 21 	 Example for Connection Loss Detection  
With Featurecheckaliveresponse on  
Vertical Channel . . . . . . . . . . . . . . . . . . . . . .                       20

Figure 22 	 Hermes Interface States on  
Vertical Channel . . . . . . . . . . . . . . . . . . . . . .                       21

Figure 23 	 Explanation for Top and Bottom  
Clearance Height . . . . . . . . . . . . . . . . . . . . .                      26

Figure 24 	 Line Setup With Barcode Readers and  
Repair Station  . . . . . . . . . . . . . . . . . . . . . . .                        43

Figure 25 	 Line Setup With Fixed and Mobile  
Barcode Readers  . . . . . . . . . . . . . . . . . . . . .                      44

Figure 26 	 SMT Subline That Is Involved in  
Oven Error Loop . . . . . . . . . . . . . . . . . . . . .                      45

Figure 27 	 Example Subline Showing Use Case  
Request Pause / Confirm Pause and  
Resume Operation . . . . . . . . . . . . . . . . . . . .                     46

Figure 28 	 Board Removal at Downstream  
Conveyor  . . . . . . . . . . . . . . . . . . . . . . . . . . .                            47

Figure 29  	 Reversal Transportation, Downstream  
Flipping Unit . . . . . . . . . . . . . . . . . . . . . . . .                         47

Figure 30	 Reversal Transportation, Upstream  
Flipping Unit  . . . . . . . . . . . . . . . . . . . . . . . .                         48

Figure 31 	 Board Routing, Predefined Routes  . . . . . . .        49

Figure 32 	 Board Routing, Multiple Target Locations  .  50

Curre
ntly

 in
 p

re
vie

w, c
lic

k b
uy f

ull v
er

sio
n

https://www.stdhive.com/standards/ipc-hermes-9852-2022-pdf/


IPC-HERMES-9852 V1.5November 2022

1

&*+

The Global Standard for Machine-to-Machine
Communication in SMT Assembly

 

1 SCOPE

The aim of this specification is to create a state-of-the-art communication protocol for handling board transfers and associated 
data at surface-mount technology (SMT) production lines. Therefore, this new communication protocol has to cope with the 
following: &*+

•	 Replace the electrical SMEMA interface as specified in IPC-SMEMA-9851 

•	 Extend the interface to communicate:

	– Unique identifiers for the handled printed circuit boards (PCBs) 
	– Equipment identifiers of the first machine noticing a PCB 
	– Barcodes 
	– Conveyor speed and intended board route 
	– A lightweight digital twin of the product containing, e.g.,

	▪ Product type identifier
	▪ Length 
	▪ Width 
	▪ Thickness 
	▪ Board state

With respect to version numbers The Hermes Standard adheres to the rules of Semantic Versioning 2.0.0 [SemVer_2.0.0].

Hints on naming:

•	 Wherever a feature is described by the word “shall” it is mandatory.

•	 The word “machine” is used for any equipment which can be found in a SMT production line (e.g., printers, placement 
machines, ovens, AOIs, transport modules, shuttles, stackers).

•	 The term “PCB” may also refer to carriers transporting PCBs.

•	 The word “Hermes” is used as abbreviation for “The Hermes Standard”.

•	 “The Hermes Standard” and IPC-HERMES-9852 are synonyms for the standard specified in this document and might be 
used interchangeably.
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