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Trusted Electronic Designer,
Fabricator and Assembler Requirements

1 SCOPE

This standard provides minimum requirements, policies and procedures for printed board design, fabrication, assembly, and
cable and wire harness assembly organizations and/or companies to become trusted sources for markets requiring high levels
of confidence in the integrity of delivered products. These trusted sources shall ensure quality, supply chain risk manageraer .
(SCRM), security and chain of custody (ChoC).

Trusted source certification of non-U.S. printed board design, fabrication, assembly, and cable and wire harness «s¢ mbly
organizations requires a sponsor and to meet the requirements in Section 6, in licu of section 3.3 and Section 4.

Cybersecurity Maturity Model Certification (CMMC) is scheduled to be fully implemented by the end of Figcai Vea. 2025. The
rollout starts gradually, accelerating in Fiscal Year 2023. During this period there will be instances in which & 'J.S. Department
of Defense (DoD) supplier may not be required to meet CMMC but may be required to meet NIST 5P ¢20-171 compliance.
Therefore, this revision of IPC-1791 contains reference to CMMC, and Section 5 provides clarificati n on the relationship
between CMMC and NIST SP 800-171.

Demonstration of the ability to meet and maintain the requirements of this standard as trusted des.g ), fabrication, assembly, or
cable and wire harness assembly organizations benefits customers that provide end-produc*s fo1 marl ets desiring a high level of
integrity assurance (e.g.,commercial, industrial, military, acrospace, automotive ard riclica.).

In the context of this standard, the terms trust and trusted are used to reflect a comu itrient to product and process integrity
assurance by printed board designers, fabricators, assemblers, and cable and wire harness assemblers. The user should not
confuse this certification with defense-microelectronics-specific “Trusted Sup» woi™accreditation administered by the Defense
Microelectronics Activity (DMEA) Trusted Access Program Office. 17 C-179. certification does not include DoD facility
clearance unless compelled by customer-specific requirements and pussucd.irdependent of this standard.

1.1 Purpose and Background

1.1.1 Source Technology and Capability Design, fabrication, «c2Cmbly, and cable and wire harness assembly organizations
have different levels of capability in terms of technology: materials, product complexity, capacity and lead times. This standard
assumes the customer has certified the capability of thair ¢hosea supplier.

1.1.2 Interpretation of Requirements for the Puruc~es ¢ ! this Standard  This standard covers requirements for quality, SCRM,
security and ChoC:

* Quality and performance requirements \>.g., [PC-2200 series, IPC-6010 series, IPC-A-600, IPC-A-610, MIL-PRF-31032,
AS9100, National Aerospace and Deic..=e Contractors Accreditation Program Nadcap) shall be as defined in this standard for
the type of organization.

* Requirements for SCRM shai’ be as uefined in this standard for the type of organization.

* Security requirements skl b the same for all types of organizations.

 The requirements for ChoC “nall be the same for all types of organizations.

1.1.3 Benefits of Lsing Organizations Certified to this Standard By using designers, printed board fabricators, printed

board assemblers, ana cable and wire harness assemblers that are certified to this standard, customers will be assured that
their supplie (s):

* Mau fains =~ quality system
* Mu'ntan.s a SCRM system to ensure any threats related to disruption in supply are understood and managed

< Munages a security system to protect products and services from unauthorized access, particularly in support of
xport control

¢ Provides an ensured ChoC system for electronic and physical materials

1.1.4 Additional Detail See Appendix A for additional explanatory material.
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