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Grateful acknowledgements: Thanks to International Electrotechnical Commission (IEC), for permission 
to use Figure 32 and Figure 33 in this guide. 

 
 
 
 
 
Abstract: Guidance for the power system user in applying, installing and operating digital 
communication channels for the purpose of protective relaying is provided in this guide. 
Keywords: ac pilot wire, alarm, asynchronous, audio Tone, channel, current differential, data 
communication equipment, data terminal equipment, DCE, DDS, digital data service, direct 
under-reaching transfer trip, DTE, DUTT, Ethernet, FC connector, fiber optic, GOOSE, Ground 
Potential Rise, IEEE C37.94™, IEEE C37.236™, jitter, LC connector, loopback, microwave, MT-
RJ connector, multiplexer, phase comparison, radio frequency interference, RFI, RS-232, RS-
422, RS-449, RS-530, signal attenuation, SONET, TDM, telecommunication, teleprotection, time 
division multiplex, transfer trip, tunneling, V.35, zone 
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Notice and Disclaimer of Liability Concerning the Use of IEEE Documents: IEEE Standards documents are developed 
within the IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (IEEE-SA) 
Standards Board. IEEE develops its standards through a consensus development process, approved by the American National 
Standards Institute, which brings together volunteers representing varied viewpoints and interests to achieve the final product. 
Volunteers are not necessarily members of the Institute and serve without compensation. While IEEE administers the process 
and establishes rules to promote fairness in the consensus development process, IEEE does not independently evaluate, test, or 
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Use of an IEEE Standard is wholly voluntary. IEEE disclaims liability for any personal injury, property or other damage, of 
any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting from the 
publication, use of, or reliance upon any IEEE Standard document. 

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly disclaims 
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that 
the use of the material contained in its standards is free from patent infringement. IEEE Standards documents are supplied "AS 
IS." 

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market, or 
provide other goods and services related to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a 
standard is approved and issued is subject to change brought about through developments in the state of the art and comments 
received from users of the standard. Every IEEE standard is subjected to review at least every ten years. When a document is 
more than ten years old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of 
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the 
latest edition of any IEEE standard. 

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for, or on 
behalf of, any person or entity. Nor is IEEE undertaking to perform any duty owed by any other person or entity to another. 
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Notice to users 

Laws and regulations 

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with 
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory 
requirements. Implementers of the standard are responsible for observing or referring to the applicable 
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not 
in compliance with applicable laws, and these documents may not be construed as doing so. 

Copyrights 

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and 
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this 
document available for use and adoption by public authorities and private users, the IEEE does not waive 
any rights in copyright to this document. 

Updating of IEEE documents 

Users of IEEE Standards documents should be aware that these documents may be superseded at any time 
by the issuance of new editions or may be amended from time to time through the issuance of amendments, 
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the 
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether 
a given document is the current edition and whether it has been amended through the issuance of 
amendments, corrigenda, or errata, visit the IEEE-SA Website at http://standards.ieee.org/index.html or 
contact the IEEE at the address listed previously. For more information about the IEEE Standards 
Association or the IEEE standards development process, visit IEEE-SA Website at 
http://standards.ieee.org/index.html. 

Errata 

Errata, if any, for this and all other standards can be accessed at the following URL: 
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata 
periodically. 

Patents 

Attention is called to the possibility that implementation of this standard may require use of subject matter 
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to 
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant 
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the 
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may 
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without 
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of 
any unfair discrimination to applicants desiring to obtain such licenses. 
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Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not 
responsible for identifying Essential Patent Claims for which a license may be required, for conducting 
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or 
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing 
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that 
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely 
their own responsibility. Further information may be obtained from the IEEE Standards Association. 
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Introduction 

This introduction is not part of IEEE Std C37.236-2013, IEEE Guide for Power System Protective Relay Applications 
Over Digital Communication Channels. 

This is a guide for the application of digital communication for protective relaying systems and schemes. 
This document is intended to guide the power system user in applying, installing and operating digital 
communication channels for the purpose of protective relaying. This guide covers the topics including 
transmitting and receiving equipment, digital channels, application principals, performance, installation, 
troubleshooting, testing and maintenance.  

There are several standards, environmental and otherwise, while not mandatory for the use of this 
document, are highly recommended and are listed in the bibliography. 
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IEEE Guide for Power System 
Protective Relay Applications Over 
Digital Communication Channels 

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, health, or 
environmental protection, or ensure against interference with or from other devices or networks. 
Implementers of IEEE Standards documents are responsible for determining and complying with all 
appropriate safety, security, environmental, health, and interference protection practices and all 
applicable laws and regulations. 

This IEEE document is made available for use subject to important notices and legal disclaimers.  
These notices and disclaimers appear in all publications containing this document and may  
be found under the heading “Important Notice” or “Important Notices and Disclaimers  
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at 
http://standards.ieee.org/IPR/disclaimers.html. 

1. Overview 

1.1 Scope 

This is a guide for the application of digital communication for protective relaying systems and schemes, 
including transmitting and receiving equipment, digital channels, application principals, performance, 
installation, troubleshooting, testing and maintenance. Reflected in this guide are the knowledge and 
experience of equipment manufacturers and power utility users. This guide is not intended to supplant 
specific or general instructions contained in manufacturers’ books nor any contractual agreements. 

1.2 Purpose 

The primary purpose of this document is to guide the power system user in applying, installing and 
operating digital communication channels for the purpose of protective relaying. The guide is prepared not 
only for those considering digital communication relaying for the first time, but also as a reference for the 
experienced user. 
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