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Abstract: The requirements for SCADA and automation systems in substations are defined. This
standard defines the process of substation integration as the design process that is the
foundation for substation automation. Functional and environmental requirements are provided
for all IEDs located in the system. Tutorial material is included in the annexes to address common
issues with systems without introducing requirements. Information is also presented in the
annexes regarding SCADA masters.
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Introduction

| This introduction is not part of IEEE Std C37.1-2007, IEEE Standard for SCADA and Automation Systems.

This standard applies to systems used for monitoring, switching, and controlling electric apparatus in
unattended or attended stations, generating stations, and power utilization and conversion facilities. It does
not apply to equipment designed for the automatic protection of power system apparatus or for switching of
communication circuits. The requirements of this standard are in addition to those contained in standards
related to the individual devices (e.g., switchgear).

This document is a significant revision of IEEE Std C37.1-1994. This revision reflects current techiolo.v
that is generally being provided to meet the requirements of utilities. Originally, this standard was a sec.ion
of ANSI C37.2-1970, which also contained device function numbers. ANSI C37.2-1970 was .=viscZ into
two standards: IEEE Std C37.1-1979, IEEE Standard Definition, Specification, and Analysis o1 Manual,
Automatic, and Supervisory Station Control and Data Acquisition, and IEEE Std C37..™-1979, IEEE
Electric Power System Device Numbers. Previous editions were approved by the JEEC 1 1962, 1956,
1945, and 1937. The original work on this subject was done by the Americen In.‘itute of Electrical
Engineers (now the Institute of Electrical and Electronic Engineers) and publiskad i1, 1©28 as AIEE No 26.
The latest revision of the standard on Electrical Power System Device Fu. ctior. Numbers is IEEE Std
C37.2-1996 (Reaff 2001) [B11].*

This standard applies to rapidly changing technology. It is anticipa. a wiat frequent revision may be
desirable. This revision was prepared by the Electric Network Contrel Standards Working Group of the
Data Acquisition, Processing, and Control Systems Subcor:mii.ce ¢<*ie IEEE Power Engineering Society
Substations Committee. The revision is an attempt to bring ti.= steadard up to date and further broaden its

applicability with respect to control, supervisory, and tele netry.

IEEE Tutorial Course Text EHO 337-6 PWR referenced in the previous revision of this standard is no
longer available from the IEEE service center. In addi‘ion, the corresponding Tutorial Video Tape HVO
245-1-POT referenced in the previous revision ¢£ his standard has been discontinued by the IEEE. The
following special publications and tutorial #~xts 2= available from the IEEE service center:

a) IEEE Tutorial “Substation Autc.iation Tutorial” [B17] is recommended for those not familiar
with substation automatio  sys:ems

b) IEEE Tutorial “Th< r otecuve Relay IED in the Automation World” [B18§]

¢) IEEE Tutorial Aduizg New Life to Legacy SCADA Systems” [B16]

Notice to users

Laws ana regulations

Users « these documents should consult all applicable laws and regulations. Compliance with the
pro.isiors of this standard does not imply compliance to any applicable regulatory requirements.
Loplementers of the standard are responsible for observing or referring to the applicable regulatory
vequirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

? The numbers in brackets correspond to those of the bibliography in Annex 1.

iv
Copyright © 2008 IEEE. All rights reserved.


https://www.stdhive.com/standards/ieee-c371-2007-pdf/

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any- tire by the
issuance of new editions or may be amended from time to time through the issuance of :.mendints,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edit.on of the
document together with any amendments, corrigenda, or errata then in effect. In order to de ermine whether
a given document is the current edition and whether it has been amended throug. # ¢ issuance of
amendments, corrigenda, or errata, visit the IEEE Standards Associction & website at
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed | ev.ously.

For more information about the IEEE Standards Association or the IEEE stand~zus development process,
visit the IEEE-SA website at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards-can be accessed at the following URL:
http://standards.ieee.org/reading/ieee/updates/errata/indes htm . Users are encouraged to check this URL
for errata periodically.

Interpretations

Current interpretations can be accessed a. «he [ollowing URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to 2o no.nibility that implementation of this standard may require use of subject matter
covered by patent rig ts. ) 'y publication of this standard, no position is taken with respect to the existence
or validity of any patcat rights in connection therewith. The IEEE is not responsible for identifying
Essential Pateat Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of atents Claims or determining whether any licensing terms or conditions provided in
connection w’th submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable
or non discriminatory. Users of this guide are expressly advised that determination of the validity of any
atent 1 ghts, and the risk of infringement of such rights, is entirely their own responsibility. Further
inirmati>n may be obtained from the IEEE Standards Association.

v
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IEEE Standard for SCADA and
Automation Systems

IMPORTANT NOTICE: This standard is not intended to assure safety, security, health, or environmental
protection in all circumstances. Implementers of the standard are responsible for determining appropriate
safety, security, environmental, and health practices or regulatory requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers. These
notices and disclaimers appear in all publications containing this document and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.” They can
also be obtained on request from IEEE or viewed at http://standards.ieee.org/IPR/disclaimers.htmi.

1. Overview

1.1 Scope

This standard applies to, and provides the basis for, the definition, specification, performance analysis, and
application of SCADA and automation systems in electric substations, including those associated with
generating stations and power utilization and conversion facilities.

1.2 Purpose

The purpose of this standard is to provide guidance to the engineer responsible for the design and
specification of SCADA and automation systems.

1.3 Use

The designer/specifier may use this standard in the design, procurement, and implementation of all or a
portion of a system. This document is a generic standard for SCADA and Automation Systems. The
designer/specifier shall select those portions of this document that are applicable to a specific system. This
may include the modification of tables and requirements contained herein.

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.
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