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Abstract: This amendment specifies protocols, procedures, and managed objects to support
connectivity fault management. These allow discovery and verification of the path, through bridges
and LANSs, taken for frames addressed to and from specified network users. Connectivity faults can
be detected and isolated to an individual bridge or LAN.
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Introduction

This introduction is not part of IEEE Std 802.1ag-2007, IEEE Standard for Local and Metropolitan Area Networks—
Virtual Bridged Local Area Networks—Amendment 5: Connectivity Fault Management.

The MAC Bridge standardization activities that resulted in the development of IEEE Std 802.1D™
introduced the concept of Filtering Services in Bridged Local Area Networks, mechanisms whereby filtering
information in such LANs can be acquired and held in a Filtering Database, as well as support for expedited
data, dynamic filtering of Group MAC addresses through the GMRP protocol, and the GARP protocol that
supports GMRP and can support other applications.

IEEE Std 802.1Q-2005, a revision of IEEE Std 802.1Q-1998, defines mechanisms that allo\: th>
implementation of Virtual Bridged Local Area Networks, including:

a)
b)

¢)
d)

2
h)

i)
)

Virtual LAN Services;

The operation of the Forwarding Process that is required,;

The structure of the Filtering Database that is required;

The nature of the protocols and procedures that are required in order to »nrov.d< Virtual LAN
services, including the definition of the frame formats used to represent V' AN identification
information, and the procedures used in order to insert and remove-YLAN identifiers and the
headers in which they are carried;

The ability to support end-to-end signaling of priority information regarcess of the intrinsic ability
of the underlying MAC protocols to signal priority informatio.

The GARP VLAN Registration Protocol (GVRP) that allow=.dis. -ibution and registration of VLAN
membership information (the protocol described makes us* of the GARP protocol defined in IEEE
Std 802.1D);

The management services and operations that are regiired in order to configure and administer
networks;

The ability to restrict Dynamic Group and VLAI! registration based on the contents of static
filtering entries;

VLAN classification according to link !.vei protccol type;

Support for VLANSs carried over mui.'nlc Spanning Tree instances.

IEEE Std 802.1ad-2005, an amendment o JZEE Std 802.1Q-2005, defines mechanisms that allow the
implementation of Provider Bridged Net.orks, including:

k)

D

m)

n)
v

p)

Q

The differentiation b itw_en Service VLANs (S-VLANSs), identified by a new S-VLAN tag, and
customer VLANSs (C-v ©.ANs), identified by the IEEE 802.1Q tag;

The encapsulation «f C-VLAN tags within S-VLAN tags, in order to allow a service provider to
carry some ¢+ all «fa customer’s C-VLANSs within a single S-VLAN;

The provision I two levels of drop precedence separate from the priority levels of IEEE Std
802.17, ~nd the .eplacement of the Canonical Format Indicator of the C-VLAN tag by a Drop
Eligib = Incicator in the S-VLAN tag to carry the drop precedence;

The passing of certain of the customers’ control PDUs, including IEEE 802.1AB LLDP PDUs and
IEEE 802.1Q Bridge PDUs, transparently through the Provider Bridged Network as ordinary data;
The reassignment of MAC addresses used for control PDUs, including BPDUs, for use by Provider
E ridges;

The definition of C-VLAN components, added to Provider Bridge Ports to provide the functions
necessary to support the allocation of C-VLANSs to S-VLANS, to map priorities between networks,
and to interact with the customers’ control protocols; and

The managed objects necessary to control these functions.

This standard provides Connectivity Fault Management (CFM) capabilities useful to Virtual Bridged Local
Area Networks for detecting, isolating, and reporting connectivity faults. It is aimed primarily at Provider
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Bridged Networks, but is useful also for C-VLAN networks. The mechanisms defined in this standard
include:

r)  The ability to configure multiple nested Maintenance Domains over a Bridged Network or a
network of Bridged Networks, each potentially managed by a different administrative organization;

s) The ability to configure Maintenance Associations (MAs), each identified with a single
Maintenance Domain, and on any given Bridge, a set of VLANsS;

t)  The protocols, procedures, and CFM Protocol Data Unit (CFM PDU) formats required to detect,
isolate, and report connectivity faults;

u) The ability, within an MA, to configure and manage Maintenance Points (MPs) that generate and
respond to CFM PDUs; and

v)  The ability to command MPs to perform certain fault isolation operations, and to inspect the rc-ulte

CFM is not to be confused with the Ethernet OAM capabilities described in IEEE Std 802.3™, Claus. 57.
IEEE 802.3 OAM is concerned with detecting and reporting faults on a single point-to-poin’ ‘EEi"202.3
LAN. IEEE Std 802.1ag-2007 is concerned with detecting, isolating, and reporting connectiv'ty faults
spanning networks comprising multiple LANs, including LANs other than IEEE 802.3 mea .

This standard contains state-of-the-art material. The area covered by this standard s un.'ergo ng evolution.
Revisions are anticipated within the next few years to clarify existing material, to-zarrc2*possible errors, and
to incorporate new related material. Information on the current revision statc of t, is and other IEEE 802
standards can be obtained from

Secretary, IEEE-SA Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331

USA

Notice to users

Errata

Errata, if any, for this and »!l cther standards can be accessed at the following URL: http:/
standards.ieee.org/reading/iee< u. datco/errata/index.html. Users are encouraged to check this URL for
errata periodically.

Interpretations

Current intervretaions can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.htm!

Paians

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. A patent holder or patent applicant has filed a statement
of assurance that it will grant licenses under these rights without compensation or under reasonable rates,
with reasonable terms and conditions that are demonstrably free of any unfair discrimination to applicants
desiring to obtain such licenses. Other Essential Patent Claims may exist for which a statement of assurance
has not been received. The IEEE is not responsible for identifying Essential Patent Claims for which a
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license may be required, for conducting inquiries into the legal validity or scope of Patents Claims, or
determining whether any licensing terms or conditions are reasonable or non-discriminatory. Further
information may be obtained from the IEEE Standards Association.
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IEEE Standard for
Local and metropolitan area networks —

Virtual Bridged Local Area Networks

Amendment 5:
Connectivity Fault Management

NOTE—The editing instructions contained in this amendment define how to merge the material contained therein into
the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, and replace.
Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the change
and describes what is being changed by using strieethrerigh (to remove old material) or underscore (to add new mate-
rial). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions may
require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is used to make
changes in figures or equations by removing the existing figure or equation and replacing it with a new one. Editing
instructions, change markings, and this NOTE will not be carried over into future editions because the changes will be
incorporated into the base standard.

1. Overview
Insert the following paragraph after the initial paragraphs in Clause 1:

This standard specifies protocols and protocol entities within the architecture of VLAN-aware Bridges that
provide capabilities for detecting, verifying, and isolating connectivity failures in Virtual Bridged Local
Area Networks. These capabilities can be used in networks operated by multiple independent organizations,
each with restricted management access to each other’s equipment.

1.1 Scope

Insert the following at end of 1.1, renumbering the list items so that they follow in order from those in the
existing text.

This standard specifies protocols, procedures, and managed objects to support connectivity fault
management. These allow discovery and verification of the path, through bridges and LANs, taken for
frames addressed to and from specified network users, and support detection and isolation of a connectivity
fault to a specific bridge or LAN. To this end it:

a) Defines Maintenance Domains, Maintenance Associations, their constituent Maintenance Points,
and the managed objects required to create and administer them;

b) Describes the protocols and procedures used by Maintenance Points to detect and diagnose
connectivity faults within a Maintenance Domain.
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