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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which brings
together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers are not
necessarily members of the Institute and serve without compensation. While the IEEE administers the process
and establishes rules to promote fairness in the consensus development process, the IEEE does not independently
evaluate, test, or verify the accuracy of any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or
other damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or
indirectly resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a sp« -
cific purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards
documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, 1. 2asui.,
purchase, market, or provide other goods and services related to the scope of the IEEE Standard. Furthermor.; the
viewpoint expressed at the time a standard is approved and issued is subject to change brought a»out through
developments in the state of the art and comments received from users of the standard. Everv 1£..% Standard is
subjected to review at least every five years for revision or reaffirmation. When a document ‘= mor: than five
years old and has not been reaffirmed, it is reasonable to conclude that its contents, althoug . sti ] of some value,
do not wholly reflect the present state of the art. Users are cautioned to check to d:tert. ‘ne that they have the
latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesi. 1g or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE under-king o perform any duty owed by any
other person or entity to another. Any person utilizing this, and ary ott >r IET'E Standards document, should rely
upon the advice of a competent professional in determining the exei.cise of reasonable care in any given
circumstances.

Interpretations: Occasionally questions may arise regarding e m¢aning of portions of standards as they relate to
specific applications. When the need for interpretations is broug... «o the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has a'<o i >ceived the concurrence of a balance of interests. For this
reason, IEEE and the members of its societies.and Stax lards Coordinating Committees are not able to provide an
instant response to interpretation requests f.c ot 1 those cases where the matter has previously received formal
consideration. At lectures, symposia, sem n.s, Or educational courses, an individual presenting information on
IEEE standards shall make it clear that i.’s o1 ..cr views should be considered the personal views of that individual
rather than the formal position, expla. atiov.; or interpretation of the IEEE.

Comments for revision of IE"_E » .andards are welcome from any interested party, regardless of membership affil-
iation with IEEE. Suggestio. = for changes in documents should be in the form of a proposed change of text,
together with appropriatc supporting comments. Comments on standards and requests for interpretations should
be addressed to:

Secretary, IEEE-SA Standards Board

445 Hoes Lane

Piscataway, NJ 08854

USA

Asrthorization to photocopy portions of any individual standard for internal or personal use is granted by the
Ins itute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Cice ance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer
Servi e, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of
any individual standard for educational classroom use can also be obtained through the Copyright Clearance
Center.
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Introduction

This introduction is not part of IEEE Std 802.1AE-2006, IEEE Standard for Local and Metropolitan Area Net-
works: Media Access Control (MAC) Security.

This is the first edition of this standard.

Relationship between IEEE Std 802.1AE and other IEEE 802 standards

Another IEEE standard, IEEE Std 802.1X™-2004, specifies Port-based Network Access Zontrol, and
provides a means of authenticating and authorizing devices attached to a LAN. Use of this stan'ard in
conjunction with architecture and protocols of IEEE Std 802.1X-2004 extends the applicability o. the latter
to publicly accessible LAN/MAN media for which security has not already been defiri>d. A proposed
amendment, IEEE P802.1af", to IEEE Std 802.1X-2004 is being developed to sneciss the additional
protocols and interfaces necessary.

This standard is not intended for use with IEEE Std 802.11™, Wireless LAN | fediim Access Control. An
amendment to that standard, IEEE Std 802.11i"-2004, also makes usc of IEEE Std 802.1X-2004, thus
facilitating the use of a common authentication and authorization fran.>v =+t for LAN media to which this
standard applies and for Wireless LANs.

A previous security standard, IEEE Std 802.10™, IEEE Standad o Interoperable LAN/MAN Security, has
been withdrawn.

Notice to users

Errata

Errata, if any, for this and an o her standards can be accessed at the following URL: http:/
standards.ieee.org/reading/iec >/».pdates/errata/index.html. Users are encouraged to check this URL for
errata periodically.

Interpretations

Current inwrpreations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.\tml.

Pa. nte

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents or patent applications for which a license may be required to implement an IEEE standard or for
conducting inquiries into the legal validity or scope of those patents that are brought to its attention.
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IEEE Standard for
Local and metropolitan area networks:

Media Access Control (MAC) Security

1. Overview

1.1 Introduction

IEEE 802® Local Area Networks (LANSs) are often deployed in networks that support mission-critical
applications. These include corporate networks of considerable extent, and public networks that support
many customers with different economic interests. The protocols that configure, manage, and regulate
access to these networks typically run over the networks themselves. Preventing disruption and data loss
arising from transmission and reception by unauthorized parties is highly desirable, since it is not practical
to secure the entire network against physical access by determined attackers.

MAC Security (MACsec), as defined by this standard, allows authorized systems that attach to and
interconnect LANSs in a network to maintain confidentiality of transmitted data and to take measures against
frames transmitted or modified by unauthorized devices.

MACsec facilitates

a)  Maintenance of correct network connectivity and services

b) Isolation of denial of service attacks

¢) Localization of any source of network communication to the LAN of origin

d) The construction of public networks, offering service to unrelated or possibly mutually suspicious
customers, using shared LAN infrastructures

e) Secure communication between organizations, using a LAN for transmission

f)  Incremental and non-disruptive deployment, protecting the most vulnerable network components.

To deliver these benefits, MACsec has to be used in conjunction with appropriate policies for higher-level
protocol operation in networked systems, an authentication and authorization framework, and network

management. IEEE P802.1af " [B2]! provides authentication and cryptographic key distribution.

MACsec protects communication between trusted components of the network infrastructure, thus protecting
the network operation. MACsec cannot protect against attacks facilitated by the trusted components

IThe numbers in brackets correspond to those of the bibliography in Annex B.
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