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Abstract: The physical layer (PHY) and medium access control (MAC) sublayer specifications for
low-data-rate wireless connectivity with fixed, portable, and moving devices with no battery or very
limited battery consumption requirements are defined in this standard. In addition, the standard
provides modes that allow for precision ranging. PHY's are defined for devices operating in a variety
of geographic regions.
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Important Notices and Disclaimers Concerning IEEE Standards
Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices and
disclaimers, or a reference to this page, appear in all standards and may be found under the heading “Important Notices
and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on request from IEEE or viewed at
https://standards.ieee.org/ipr/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are develoy >d
within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Associatior (“?EEE "A”)
Standards Board. IEEE (“the Institute”) develops its standards through a consensus development proces: app: >ved by
the American National Standards Institute (“ANSI”), which brings together volunteers representing varied riewpoints
and interests to achieve the final product. IEEE Standards are documents developed through scienti ic, academic, and
industry-based technical working groups. Volunteers in IEEE working groups are not necess.*lv. members of the
Institute and participate without compensation from IEEE. While IEEE administers the process . nd est: blishes rules to
promote fairness in the consensus development process, IEEE does not independently ev-luat:, tes., or verify the
accuracy of any of the information or the soundness of any judgments contained in it. stuna. «ds.

IEEE Standards do not guarantee or ensure safety, security, health, or envirornmental protection, or ensure against
interference with or from other devices or networks. Implementers and v-er: of IEEE Standards documents are
responsible for determining and complying with all appropriate safety, seci=ty, « "vironmental, health, and interference
protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the nate.ial contained in its standards, and expressly
disclaims all warranties (express, implied and statutory) not iiciudea in this or any other document relating to the
standard, including, but not limited to, the warranties of: n.>rch: ntability; fitness for a particular purpose; non-
infringement; and quality, accuracy, effectiveness, currency, or completeness of material. In addition, IEEE disclaims
any and all conditions relating to: results; and workman. ke effort. IEEE standards documents are supplied “AS IS” and
“WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary.' thes exisience of an IEEE standard does not imply that there are no other
ways to produce, test, measure, purchase, mar. >t, ¢ provide other goods and services related to the scope of the IEEE
standard. Furthermore, the viewpoint ¢ pre.zed at the time a standard is approved and issued is subject to change
brought about through developments i th : state of the art and comments received from users of the standard.

In publishing and making its star 1-.rds available, IEEE is not suggesting or rendering professional or other services for,
or on behalf of, any person ¢ entity uor is IEEE undertaking to perform any duty owed by any other person or entity to
another. Any person util’.i»q a. 7 IEEE Standards document, should rely upon his or her own independent judgment in
the exercise of reasoi. ble are in any given circumstances or, as appropriate, seek the advice of a competent
professional in determinin, the appropriateness of a given IEEE standard.

IN NO EVE!I T SiIALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLAKY, G CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWE ER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
L7ABIL:.Y, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
PUL™ICATION, USE OF, OR RELIANCE UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY
C7SUCH DAMAGE AND REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that an IEEE
standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations Manual
shall not be considered or inferred to be the official position of IEEE or any of its committees and shall not be considered
to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of member.ip
affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining to IEEE Stai.dara.
documents. Suggestions for changes in documents should be in the form of a proposed change of text, togetk=r w'th
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is-imyortan  that
any responses to comments and questions also receive the concurrence of a balance of interests. For this easc> "EEE
and the members of its societies and Standards Coordinating Committees are not able to provide an instant . >sponse to
comments or questions except in those cases where the matter has previously been addressed. For the . ame reason, IEEE
does not respond to interpretation requests. Any person who would like to participate in revisionswc-an 'EEE standard is
welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicabi - lav s and regulations. Compliance with the provisions
of any IEEE Standards document does not imply compliance to any applicable regulatory requirements. Implementers of
the standard are responsible for observing or referring t. the »oplicable regulatory requirements. IEEE does not, by the
publication of its standards, intend to urge action thcr i< . ot in compliance with applicable laws, and these documents
may not be construed as doing so.

Copyrights

IEEE draft and approved standarc’s a» - copyrighted by IEEE under U.S. and international copyright laws. They are made
available by IEEE and are alop ‘d fir a wide variety of both public and private uses. These include both use, by
reference, in laws and regula. ons, and use in private self-regulation, standardization, and the promotion of engineering
practices and methods. ‘8y mak.ag these documents available for use and adoption by public authorities and private
users, IEEE does not wa ve a'.y rights in copyright to the documents.

Photocooics

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy portions
»f anr i dividual standard for company or organizational internal use or individual, non-commercial use only. To
an.nge fc - payment of licensing fees, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
eaucational classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments, corrigenda, or
errata. A current IEEE document at any point in time consists of the current edition of the document together with any
amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years old and has
not undergone a revision process, it is reasonable to conclude that its contents, although still of some value, do not
wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of
any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended throvsh w2
issuance of amendments, corrigenda, or errata, visit the [EEE SA Website at https://ieeexplore.ieee.org or contact 1."EE
at the address listed previously. For more information about the IEEE SA or IEEE’s standards development p.~ces.
visit the IEEE SA Website at https://standards.ieee.org.

Errata

Errata, if any, for IEEE standards can be accessed via https://standards.icee.org/standard/index.htt, . Sea' ch for standard
number and year of approval to access the web page of the published standard. Errat= lir.s ~re located under the
Additional Resources Details section. Errata are also available in IEEE Xplore: 1."*ps://i eexplore.ieee.org/browse/
standards/collection/ieee/. Users are encouraged to periodically check for errata.

Patents

Attention is called to the possibility that implementation of this sta darc may require use of subject matter covered by
patent rights. By publication of this standard, no position is taken.»y tho [EEE with respect to the existence or validity of
any patent rights in connection therewith. If a patent holder or 1 atent-applicant has filed a statement of assurance via an
Accepted Letter of Assurance, then the statement is listed on thc "2cE SA Website at https://standards.ieee.org/about/
sasb/patcom/patents.html. Letters of Assurance may indicate whether the Submitter is willing or unwilling to grant
licenses under patent rights without compensation or unJ'er reasonable rates, with reasonable terms and conditions that
are demonstrably free of any unfair discriminatior.to «opi: ants desiring to obtain such licenses.

Essential Patent Claims may exist for which a' .e’.er;of Assurance has not been received. The IEEE is not responsible for
identifying Essential Patent Claims for wh. h a I’zCnse may be required, for conducting inquiries into the legal validity
or scope of Patents Claims, or determii ing ‘hether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance. 1. >0 . or in any licensing agreements are reasonable or non-discriminatory. Users
of this standard are expressly ady ise~. that determination of the validity of any patent rights, and the risk of infringement
of such rights, is entirely thiir ¢ vn .esponsibility. Further information may be obtained from the IEEE Standards
Association.
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Participants

At the time this standard was sent to ballot, the IEEE P802.15 Working Group had the following voting

members:
Robert F. Heile, Chair
Rick Alfvin, Co-Vice Chair
Patrick W. Kinney, Co-Vice Chair
James P. K. Gilb, Working Group Technical Editor
Patrick W. Kinney, Secretary
Gary Stuebing, 802.15.4md Task Group Chair
Don Sturek, 802.15.4md Task Group Vice Chair
Kunal P. Shah, 802.15.4md Technical Editor
Hendrik Ahlendorf Christopher Hett Michac. Mcln iis
Koorosh Akhavan Jay Holcomb Apu va lviody
Bernd Baer Oliver Holland A_man Naguib
David Barras Iwao Hosako Jar jslaw Niewczas
Tuncer Baykas Brima Ibrahim 1 aul Nikolich
Philip Beecher Tetsushi Ikegami Philip Orlik
Friedbert Berens Yeong Min Jang Aditya Padaki
Lennert Bober Seongah Jeong Glenn Parsons
Monique Brown Seong-Soon Jon Charles Perkins
Chris Calvert Volker Jungnickc® Albert Petrick
Radhakrishna Canchi Paul Kettle Joe Polland
Jaesang Cha Shoichi Kita -awa Clinton Powell
Matthew Chang Tero Kivinen Demir Rakanovic
Soo-Young Chang Daniel Knobloch Ivan Reede
Clint Chaplin Rvuji Kohr o Joerg Robert
Sangsung Choi Funihide Kojima Benjamin Rolfe
Boris Danev /ot Krieger Ren Sakata
Luc Darmon Thomas Kuerner Ruben E. Salazar Cardozo
Hendricus De Ruijter Tack Lee lIoannis Sarris
Brandon Dewberry Mingyu Lee Peter Sauer
Anthony Fagan Frank Leong Nikola Serafimovski
Matthew Gillmore Huan-Bang Li Tushar Shah
Tim Godfrey Zheda Li Stephen Shellhammer
Jianlin Guo Sang-Kyu Lim Karthik Srinivasagopalan
Joachim Hammerschrn. idt Thomas Lorbach Billy Verso
Shinsuke Hara Masood Magbool Johannes Wechsler
Hiroshi Harada Vinayagam Mariappan Brian Weis
Timothy Harringto. Alejandro Marquez Peter Yee
Chris Earti. an Shaun Yu

Major ~ontributions in the revision process were received from the following individuals:

Ha ry Bims Tero Kivinen Kunal P. Shah
Hcndricus De Ruijter Clint Powell Gary Stuebing
Chris Hett R. K. Rannow Don Sturek
Roger Hislop George Robert Billy Verso
Klaus Hueske Benjamin Rolfe Lisa Ward
Shoichi Kitazawa Ruben E. Salazar Cardozo Hidetoshi Yokota
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Philip E. Beecher
Harry Bims

Nancy Bravin

Vern Brethour
Demetrio Bucaneg, Jr
William Byrd

Paul Cardinal

Juan Carreon

Pin Chang

Clint Chaplin
Charles Cook
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Hendricus De Ruijter
Brandon Dewberry
Igor Dotlic

Edward Eckert
Anthony Fagan
Michael Fischer
Avraham Freedman
James Gilb
Matthew Gillmore
Robert Golshan
Randall Groves
Rainer Hach
Joachim Hammerschmidt
Timothy Harrington
Robert Heile
Jerome Henry
Marco Hernandez

Werner Hoelzl
Brima Ibrahim
Raj Jain
SangKwon Jeong
Srinivas Kandala
S. G. Karthik
Stuart Kerry
Yongbum Kim
Patrick Kinney
Tero Kivinen
Jarkko Kneckt
Daniel Knobloch
Jan Kruys
Yasushi Kudoh
Hyeong Ho Lee
Mingyu Lee
Wookbong Lee
Frank Leong
Zheda Li

Yong Liu
Thomas Lorbach
Michael McLaughlin
Michael Mclnnis
Ayman Naguib
Nick S.A. Nikjoo
Tetsu Nishimura
Bansi Patel

Dev Paul
Arumugam P2renti.on
Clinton Pow Il
Maximilian K.>os,
Robert Robinson

The following members of the individual balloting committee voted on this standard. Balloters may have
voted for approval, disapproval, or abstention.

Benjamin Rolfe
Ruben E Salazar Cardozo
Shigenobu Sasaki
Naotaka Sato
Peter Sauer

James Schuessler
Kunal Shah
Tushar Shah
Robert Stacey
Dorothy Stanley
Thomas Starai
Gary Stuebing
Don Sturek

Mark Sturza

Bo Sun

Mark-Rent Uchida
AdityaV. P daki
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Bi'ly Vi so
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L1 a Ward

*arl Weber

Scott Willy
Andreas Wolf

Chi Xu

Shang-Te Yang
Kangjin Yoon

Yu Yuan

Oren Yuen

Sven Zeisberg

When the IEEE SA Standards Board apniced tnis standard on 6 May 2020, it had the following
membership:
Cely Hoffman, Chair
Ton Walter Rosdahl, Vice Chair
\ ‘an-Philippe Faure, Past Chair
Konstantinos Karachalios, Secretary

Ted Burse David J. Law Mehmet Ulema
J. Travis Griffitb Howard Li Lei Wang
Grace Gu Dong Liu Sha Wei
Guido R. Hiertz Kevin Lu Philip B. Winston
Joseph L" 17 nepfinger * Paul Nikolich Daidi Zhong
Jolin D. Xulic': Damir Novosel Jingyi Zhou
Dorothy Stanley
* Jember Emeritus
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Historical participants

Many individuals have participated in the IEEE P802.15 Working Group during various stages of the
standard’s development. Since the initial publication, many amendments have added functionality or
updated material in this standard, and now three revisions have been published. Here is a historical list of the
working group participants who dedicated their valuable time, energy, and knowledge to the advancement of
this standard at the time of its original publication and for its revisions. Many of these members also worked
on amendments.

The following members of the IEEE P802.15 Working Group participated in the development of the original
standard, IEEE Std 802.15.4-2003:
Robert F. Heile, Chair
James D. Allen, Vice Chair
Patrick W. Kinney, Secretary
Michael D. Mclnnis, 4ssistant Secretary and Editor

Ian C. Gifford, Task Group 1 Chair
Stephen J. Shellhammer, Task Group 2 Chair
John R. Barr, Task Group 3 Chair

Patrick W. Kinney, Task Group 4 Chair
Phil Jamieson, Task Group 4 Vice Cha.r
José A. Gutierrez, Task Group 4 Editor-in. _nicf
Marco Naeve, Task Group 4 Se retary

Monique Bourgeois, MAC Tec"nic:l Editor
Said Moridi, PHY T¢ chnical Editor
Phil Jamieson, Layer Managen.==.t Technical Editor
Greg Breen, Low-Band PHY Technical Editing
Ed Callaway, Metworking Technical Editing
Paul Gorday, /. °2h Band PHY Technical Editing
Marco Naeve: Gr.ierai Description Technical Editing
David ©yp.er, PICs/SDLs Technical Editing
Rober. D. Roor, Coexistence Technical Editing
Fai.~v Dacus, Regulatory Technical Editing

Roberto Aiello Craig Conkling Jeyhan Karaoguz
Masaaki Akahane Anand Dabak Masami Katagiri
Richard Alfvin Kai Dombrowski Joy H. Kelly
Arun Arunacha \m Mary DuVal Stuart J. Kerry
Naiel Askar Michael Dydyk Yongsuk Kim
Venkat 7. Jahl Jason L. Ellis Young Hwan Kim
Dunier Raile; Mark W. Fidler Giinter Kleindl

Jay lain

James . aker

Taiganesh Balakrishnan
+ nuj Batra

T1i nothy Blaney
Kenneth Boehike

Stan Bottoms

Mark V. Bowles
Chuck Brabenac
Soo-Young Chang
Francois Po_Shin Chin
Aik Chindapol

Jeff R. Foerster
David S. Furuno
Pierre Gandolfo
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James Gilb
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Barry Herold
Robert Y. Huang
Eran Igler
Katsumi Ishii
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Major contributions were received from the following individuals:
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Stephen Korthage
Charles Luebke
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Ian Marsden
Chris Marshall
Paul Marshall
Fred Martin
Ralph Mason
Rod Miller

Phil Rudland

Rebeit o Heile, Chair
J2iaes Lo Allen, Vice Chair
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Tawes v. K. Gilb, Editor-in-Chief
Patrick W. Kinney, Secretary
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Introduction

This introduction is not part of IEEE Std 802.15.4-2020, IEEE Standard for Low-Rate Wireless Networks.

This is the fourth revision of IEEE Std 802.15.4. From the beginning, the goal of the IEEE P802.15 Working
Group was to produce a standard that enabled very low-cost, low-power communications. The initial
standard, IEEE Std 802.15.4-2003, defined two optional physical layers (PHYs), operating in different
frequency bands with a simple and effective medium access control (MAC).

In 2006, the standard was revised and added two more PHY options. The MAC remained backward
compatible, but the revision added MAC frames with an increased version number and a variety of MAC
enhancements, including the following:

—  Support for a shared time base with a data timestamping mechanism
— Support for beacon scheduling
— Synchronization of broadcast messages in beacon-enabled personal area networks (PANs)

— Improved MAC layer security

In 2011, the standard was revised to include the three amendments approved subsequent to the 2006
revision. This effort added four more PHY options along with the MAC capability to support ranging.
Additionally, the organization of the standard was changed so that each PHY would have a separate clause,
and the MAC clause was split into functional description, interface specification, and security specification.

The 2015 revision of the standard was created to roll in the amendments approved subsequent to the 2011
revision: six PHY amendments and one MAC amendment, with corrigenda and clarifications. The features
added by the amendments include the following:

— Enhanced frame formats maintaining backward compatibility

— Information Elements (IEs)

—  Channel agility

— Extended superframe options

— Low-energy mechanisms

— An enhanced acknowledgment frame that can carry data and can be secured
— Prioritized channel access

— A variety of new PHY modulation, coding, and band options to support a wide variety of application
needs including radio frequency identification (RFID), smart utility networks (SUNSs), television
white space (TVWS) operation, low-energy critical infrastructure monitoring (LECIM), and rail
communications and control (RCC)

Much of the corrigenda and clarifications were collected from requests from individuals after the revision in
2011. Major corrigenda items included changes to the security text to correct errors and clarify the text,
removal of the encrypt only mode, addition of security policy checks for the IEs, corrections regarding
personal area network identifier (PAN ID) compression behavior to eliminate ambiguous specification, and
changes to the IEs subclauses to include more information necessary for users of this standard.

The Project Authorization Request (PAR) for IEEE Std 802.15.4-2015 was first proposed in July 2013 and
was approved in October 2013 by IEEE’s New Standards Committee (NesCom). After three working group
ballots and two IEEE SA Committee ballots, the final standard was approved in December 2015, just over
two years from start to finish.
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The current revision of the standard was revised to include six approved amendments subsequent to the 2015
revision. This effort added two more PHY amendments and one MAC amendment, with corrigenda and
clarifications. The features added by the amendments include the following:

A variety of new PHY modulation, coding, and band options to support a wide variety of application
needs including smart utility networks (SUNs), china medical band (CMB), ternary amplitude shift
keying (TASK) and rate switch Gaussian frequency shift keying (RS-GFSK)

Much of the corrigenda and clarifications were collected from requests from individuals after the revision in
2015. Major corrigenda items included changes to the transmission order of the address field.
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IEEE Standard for Low-Rate
Wireless Networks

1. Overview

1.1 Scope

This standard defines the physical layer (PHY) and medium access control (MAC) sublayer specifications
for low-data-rate wireless connectivity with fixed, portable, and moving devices with no battery or very
limited battery consumption requirements. In addition, the standard provides modes that allow for precision
ranging. PHYs are defined for devices operating in a variety of geographic regions.

1.2 Purpose

The standard provides for ultra low complexity, ultra low cost, ultra low power consumption, and low data
rate wireless connectivity among inexpensive devices, especially targeting the communications
requirements of what is now commonly referred to as the Internet of Things. In addition, some of the
alternate PHY's provide precision ranging capability that is accurate to one meter. Multiple PHYs are
defined to support a variety of frequency bands.
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