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Abstract: The protocol and compatible interconnection for data communication devices using low-
data-rate, low-power, and low-complexity short-range radio frequency (RF) transmissions in a
wireless personal area network (WPAN) are defined in this standard. A variety of physical layers
(PHYs) have been defined that cover a wide variety of frequency bands.
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Important Notices and Disclaimers Concerning IEEE Standards
Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notice” or “Important Notices and Disclaimers Concerning IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards Docu-
ments

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-usc. arc
developed within IEEE Societies and the Standards Coordinating Committees of the IEL™ Swndards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute) develops its standards .>rough a
consensus development process, approved by the American National Standards Institute ( ‘ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve u.> final product.
Volunteers are not necessarily members of the Institute and participate without compe.satic 1 from IEEE.
While IEEE administers the process and establishes rules to promote fairness ir-the cunsensus development
process, IEEE does not independently evaluate, test, or verify the accuracy ot ny ¢  the information or the
soundness of any judgments contained in its standards.

IEEE does not warrant or represent the accuracy or content of th¢ material contained in its standards, and
expressly disclaims all warranties (express, implied and. stacitor < not included in this or any other
document relating to the standard, including, but not limited .2, ti.2 warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, ¢ ccuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all cond1.’~=s relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly volunta=v. Th~ existence of an IEEE standard does not imply that there
are no other ways to produce, test, mzasu ¢ purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthei norc, the viewpoint expressed at the time a standard is approved and
issued is subject to change bronght about through developments in the state of the art and comments
received from users of the stapdad.

In publishing and making 1.~ standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf f, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity 1 another. Any person utilizing any IEEE Standards document, should rely upon his
or her own irde, endent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, sc ok the advice of a competent professional in determining the appropriateness of a given IEEE
standard.

Ii" NO . VENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lec‘ure.
symposia, seminars, or educational courses, an individual presenting information on IEEE standards si.all
make it clear that his or her views should be considered the personal views of that individual rather tha. the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any inferes ~d »Darty, regardless of
membership affiliation with IEEE. However, IEEE does not provide con.: lting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in document: should be in the form of a
proposed change of text, together with appropriate supporting communts: Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to cu anents and questions also receive
the concurrence of a balance of interests. For this reason, 1EE!. and the members of its societies and
Standards Coordinating Committees are not able to provid» an ‘nsiw.= response to comments or questions
except in those cases where the matter has previously been acres.2d. For the same reason, IEEE does not
respond to interpretation requests. Any person who whuld like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working gr¢ :n

Comments on standards should be submitted to*he ‘ollovsing address:

Secretary, IEEE-SA Strnd-.cds soard
445 Hoes Lane
Piscataway, NJ 08¢ 54 USA

Laws and regulation

Users of IEEE Stand. ~ds ¢ >cuments should consult all applicable laws and regulations. Compliance with the
provisions of any IEE™ Standards document does not imply compliance to any applicable regulatory
requirements. tn.plementers of the standard are responsible for observing or referring to the applicable
regulatory.req.irements. IEEE does not, by the publication of its standards, intend to urge action that is not
in complianc > with applicable laws, and these documents may not be construed as doing so.

Capyniyhts

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to
photocopy portions of any individual standard for educational classroom use can also be obtained through
the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at ary tine
by the issuance of new editions or may be amended from time to time through the issuance of amendn. nts,
corrigenda, or errata. An official IEEE document at any point in time consists of the current ¢ ‘itio. .o’ the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document.is nic than ten years
old and has not undergone a revision process, it is reasonable to conclude that its conte. ‘s, al hough still of

some value, do not wholly reflect the present state of the art. Users are cautione*o cieck to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current editicn 'nd whether it has been amended
through the issuance of amendments, corrigenda, or errata, =it xe IEEE-SA Website at http:/
ieeexplore.ieee.org/Xplore/home.jsp or contact IEEE at the addres: listc d previously. For more information
about the IEEE SA or IEEE’s standards development p.oces:. visit the IEEE-SA Website at http://
standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accecsea on the IEEE-SA Website at the following URL: http://
standards.icee.org/findstds/errata/index.h‘ml- Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the p.ssibility that implementation of this standard may require use of subject matter
covered by patent riglts. .y publication of this standard, no position is taken by the IEEE with respect to the
existence or validity o 2ny patent rights in connection therewith. If a patent holder or patent applicant has
filed a statemer.. of assuraace via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Webdite « http //standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Sub.aitter is willing or unwilling to grant licenses under patent rights without compensation or
underreasonaole rates, with reasonable terms and conditions that are demonstrably free of any unfair
dis¢=im.nation to applicants desiring to obtain such licenses.

Tssential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.
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At the time this standard was sent to sponsor ballot, the IEEE P802.15 Working Group had the following
voting members:

Robert F. Heile, Chair
Rick Alfvin, Co-Vice Chair
Patrick W. Kinney, Co-Vice Chair

James P. K. Gilb, Working Group Technical Editor

Patrick W. Kinney, Secretary

Patrick W. Kinney, 802.15 Maintenance Committee Chair
Benjamin A. Rolfe, 8§02.15 Maintenance Committee Vice Chair

Mounir Achir Shinsuke Hara Robert Mo kowitz
Keiji Akiyama Timothy Harrington Jineth P. INna v

Arthur Astrin James Hartman Chiu N o

Philip Beecher Marco Hernandez Pau’ Nikolich
Frederik Beer Ken Hiraga Juhn Notor
Chandrashekhar P. S. Bhat Iwao Hosako H.royo Ogawa

Kiran Bynam Yeong Min Jang Taejoon Park

Edgar Callaway Seong-Soon Joo Glenn Parsons

Chris Calvert Akifumi Kasamatsu Charles Perkins
Radhakrishna Canchi Shuzo Kato Albert Petrick
Kapseok Chang Toyoyuki Kato Clinton C. Powell
Soo-Young Chang Jeritt Kent Verotiana Rabarijaona
Clint Chaplin Jaehwan Kim Ivan Reede

Stephen Chasko Youngsoo Kin Richard Roberts

Paul Chilton Shoichi Kitazawa Ruben E. Salazar Cardozo
Sangsung Choi Tero Kivinen Noriyuki Sato

Hendricus de Ruijter

James P. K. Gilb, Technical Editor

Ryvii Kohno

Norihiko Sekine

Guido Dolmans Fum’'hils Kojima Kunal Shah

Igor Dotlic Thomes Kuerner Stephen Shellhammer

Stefan Drude Bynng-Jae Kwak Shusaku Shimada

Dietmar Eggert 1>_ Seung Lee Gary Stuebing

Shahriar Emami Myung Lee Don Sturek

Andrew Estrada Sangjae Lee Mineo Takai

David Evans Huan-Bang Li Kou Togashi

George Flammer Liang Li Billy Verso

Kiyoshi Fukui Qing Li Gabriel Villardi

Matthew Gillmore Michael Lynch Brian Weis

Tim Godfrey Itaru Maekawa Makoto Yaita

Elad Gottlib Hiroyuki Matsumura Peter Yee

Jussi Haap~la Michael McLaughlin Yu Zeng

Rainer Frich Michael McInnis Chunhui (Allan) Zhu
Kenichi Mori

1 Tajor ¢ utributions in the revision process were received from the following individuals:

Philip Beecher Jeritt Kent Benjamin A. Rolfe
Monique Brown Patrick W. Kinney Ruben E. Salazar Cardozo
Edgar Callaway Tero Kivinen Cristina Seibert
Soo-Young Chang Amarjeet Kumar Kunal Shal

James P. K. Gilb Michael Mclnnis Shusakh Shimada

Tim Godfrey Robert Moskowitz Chin-Sean Sum

Jussi Haapola Clinton C. Powell Larry Taylor

Timothy Harrington Verotiana Rabarijaona Billy Verso
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When the IEEE-SA Stanac+ds Board approved this standard on 5 December 2015, it had the following

membership:
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Stephen Dukes
Jean-Phillippe Faure
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Gary Hoffman
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*Member Emeritus
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Historical participants

Many individuals have participated in the IEEE P802.15 Working Group during various stages of the
standard’s development. Since the initial publication, many amendments have added functionality or
updated material in this standard, and now three revisions have been published. Here is a historical list of the
working group participants who dedicated their valuable time, energy, and knowledge to the advancement of
its original publication and for its revisions. Many of these members also worked

this standard at the time of
on amendments.

The following members of the IEEE P802.15 Working Group participated in the development of the original
4-2003:

standard, IEEE Std 802.15

Roberto Aiello
Masaaki Akahane
Richard Alfvin

Arun Arunachala 2
Naiel Askar

Venkat 1. 5ahl

Dariel b iley

Jay Bu'n
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Ed Callaway, A -‘we rking Technical Editing
Paul Gorday. k.54 Band PHY Technical Editing
Marco Naeve! G- neral Description Technical Editing
David Cvp..»», PICs/SDLs Technical Editing
Rober. D. Joor, Coexistence Technical Editing
Fai.~v Dacus, Regulatory Technical Editing

Craig Conkling Jeyhan Karaoguz
Anand Dabak Masami Katagiri
Kai Dombrowski Joy H. Kelly
Mary DuVal Stuart J. Kerry
Michael Dydyk Yongsuk Kim
Jason L. Ellis Young Hwan Kim
Mark W. Fidler Giinter Kleindl
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Major contributions were received from the following individuals:
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Introduction

This introduction is not part of IEEE Std 802.15.4™-2015, IEEE Standard for Low-Rate Wireless Personal Area
Networks (WPANS).

This is the third revision of IEEE Std 802.15.4. From the beginning, the goal of the IEEE P802.15 Working
Group was to produce a standard that enabled very low-cost, low-power communications. The initial
standard, IEEE Std 802.15.4-2003, defined two optional physical layers (PHYs), operating in different
frequency bands with a simple and effective medium access control (MAC).

In 2006, the standard was revised and added two more PHY options. The MAC remained backward
compatible, but the revision added MAC frames with an increased version number and a variety of MAC
enhancements, including the following:

—  Support for a shared time base with a data time stamping mechanism
—  Support for beacon scheduling
—  Synchronization of broadcast messages in beacon-enabled personal area networks (PANs)

— Improved MAC layer security

In 2011, the standard was revised to include the three amendments approved subsequent to the 2006
revision. This effort added four more PHY options along with the MAC capability to support ranging.
Additionally, the organization of the standard was changed so that each PHY would have a separate clause,
and the MAC clause was split into functional description, interface specification, and security specification.

The current revision of the standard was created to roll in the amendments approved subsequent to the 2011
revision: six PHY amendments and one MAC amendment, with corrigenda and clarifications. The features
added by the amendments include the following:

— Enhanced frame formats maintaining backward compatibility

— Information Elements (IEs)

—  Channel agility

—  Extended superframe options

—  Low-energy mechanisms

— An enhanced acknowledgment frame that can carry data and can be secured
—  Prioritized channel access

— A variety of new PHY modulation, coding, and band options to support a wide variety of application
needs including radio frequency identification (RFID), smart utility networks (SUNs), television
white space (TVWS) operation, low-energy critical infrastructure monitoring (LECIM), and rail
communications and control (RCC).

Much of the corrigenda and clarifications were collected from requests from individuals after the revision in
2011. Major corrigenda items included changes to the security text to correct errors and clarify the text,
removal of the encrypt only mode, addition of security policy checks for the IEs, corrections regarding
personal area network identifier (PAN ID) compression behavior to eliminate ambiguous specification, and
changes to the IEs subclauses to include more information necessary for users of this standard.

The Project Authorization Request (PAR) for IEEE Std 802.15.4-2015 was first proposed in July 2013 and
was approved in October 2013 by IEEE’s New Standards Committee (NesCom). After three working group
ballots and two sponsor ballots, the final standard was approved in December 2015, just over two years from
start to finish.
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IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, security, health,
or environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers. html.

1. Overview

1.1 Scope

This standard defines the physical layer (PHY) and medium access control (MAC) sublayer specifications
for low-data-rate wireless connectivity with fixed, portable, and moving devices with no battery or very
limited battery consumption requirements. In addition, the standard provides modes that allow for precision
ranging. PHYs are defined for devices operating various license-free bands in a variety of geographic
regions.

1.2 Purpose

The standard provides for ultra low complexity, ultra low cost, ultra low power consumption, and low data
rate wireless connectivity among inexpensive devices. In addition, one of the alternate PHY's provides
precision ranging capability that is accurate to one meter. Multiple PHY's are defined to support a variety of
frequency bands.
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