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Abstract: Additional specific requirements to supplement the criteria and requirements of
IEEE Std 603™ are specified for programmable digital devices. Within the context of this
standard, the term programmable digital device is any device that relies on software instructions or
programmable logic to accomplish a function. Examples include a computer, a programmable hard-
ware device, or a device with firmware. Systems using these devices will also be referred to as
digital safety systems in this standard. The criteria contained herein, in conjunction with criteria in
IEEE Std 603, establish minimum functional and design requirements for programmable digital
devices used as components of a safety system.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These
notices and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notice” or “Important Notices and Disclaimers Concerning IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-nise,
are developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Star dar s
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards throug.. a
consensus development process, approved by the American National Standards Institute (“ANSI”),
which brings together volunteers representing varied viewpoints and interests to achieve the , ial | rocuct.
Volunteers are not necessarily members of the Institute and participate without compensation ti >m IEEE.
While IEEE administers the process and establishes rules to promote fairness in the consen. us development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of thc i=fi rmation or the
soundness of any judgments contained in its standards.

IEEE does not warrant or represent the accuracy or content of the material - ntai ed in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included i1, “kis or any other document
relating to the standard, including, but not limited to, the warranties of: me1 hantability; fitness for a particular
purpose; non-infringement; and quality, accuracy, effectiveness, currenc 7, or completeness of material. In
addition, IEEE disclaims any and all conditions relating to: recults; and :vorkmanlike effort. IEEE standards
documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existe'ice of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, mar..2t; or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through dcvelopments in the state of the art and comments received
from users of the standard.

In publishing and making its standards a. ulalle, IEEE is not suggesting or rendering professional or oth-
er services for, or on behalf of, any \yers~n or entity nor is IEEE undertaking to perform any duty owed by
any other person or entity to another. ‘\ny person utilizing any IEEE Standards document, should rely upon
his or her own independent jr.dg aent in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advic: 0.1 ce mpetent professional in determining the appropriateness of a given IEEE
standard.

IN NO EVENT SiiALp IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXZMPLAR L, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREM INT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROF-
ITS; OR BUSIIESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABIL-
ITY, YVHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHEF WISE)ARISINGINANY WAY OUTOF THE PUBLICATION, USEOF, ORRELIANCEUPONANY
STAND: RD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND REGARDLESS OF
WHLTHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event that
an [EEE standard is translated, only the English version published by IEEE should be considered the approved
IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations
Manual shall not be considered or inferred to be the official position of IEEE or any of its committees and shall
not be considered to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, >t
educational courses, an individual presenting information on IEEE standards shall make it clear that his o. her
views should be considered the personal views of that individual rather than the formal position of IEEE

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interestcd pare, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting in»rme fon-<or advice per-
taining to IEEE Standards documents. Suggestions for changes in document: skou’d bein the form of a pro-
posed change of text, together with appropriate supporting comments. Since IEE st .ndards represent a con-
sensus of concerned interests, it is important that any responses to comments and questions also receive the
concurrence of a balance of interests. For this reason, IEEE and the mu hare of its societies and Standards
Coordinating Committees are not able to provide an instant respoise to *omments or questions except in
those cases where the matter has previously been addressed. For th. san.e reason, IEEE does not respond to
interpretation requests. Any person who would like to particip.te 1. revisions to an IEEE standard is welcome
to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Caard
445 Hoes Lane
Piscataway, NJ 08854 1ISA

Laws and regulations

Users of IEEE Standards dscu. ~er.s should consult all applicable laws and regulations. Compliance with the
provisions of any IEEF Stai dards document does not imply compliance to any applicable regulatory require-
ments. Implementer: of ti = standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE doc - 1i0t, by the publication of its standards, intend to urge action that is not in compliance
with applicabl< . ws, and whese documents may not be construed as doing so.

Copyrighws

I EE aic t and approved standards are copyrighted by IEEE under US and international copyright laws. They
are 1..ade available by IEEE and are adopted for a wide variety of both public and private uses. These include
bon use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the pro-
motion of engineering practices and methods. By making these documents available for use and adoption by
public authorities and private users, IEEE does not waive any rights in copyright to the documents.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time by
the issuance of new editions or may be amended from time to time through the issuance of amendments, corri-
genda, or errata. An official IEEE document at any point in time consists of the current edition of the document
together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old
and has not undergone a revision process, it is reasonable to conclude that its contents, although still of some
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have
the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended throw.7h
the issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at http://ieeexplora ieec org/
Xplore/home.jsp or contact IEEE at the address listed previously. For more information about th: (EE €A or
IEEE’s standards development process, visit the [IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Websiu» at ti.> following URL: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this "R for errata periodically.

Patents

Attention is called to the possibility that implementation of »is s.andard may require use of subject matter
covered by patent rights. By publication of this standard, r< pos.ion is taken by the IEEE with respect to the
existence or validity of any patent rights in connection tl.2rew ith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Website at http://standards.ieee.org/about/sast ‘vatcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling tc g=aat licenses under patent rights without compensation or
under reasonable rates, with reasonable terms a..4 ~onditions that are demonstrably free of any unfair discrim-
ination to applicants desiring to obtain suc 1 '.censes.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not re-
sponsible for identifying Essenti~l rai2 1t Claims for which a license may be required, for conducting inquiries
into the legal validity or scop * o1 Patents Claims, or determining whether any licensing terms or conditions
provided in connection with suvuaission of a Letter of Assurance, if any, or in any licensing agreements are
reasonable or non-discsimina ory. Users of this standard are expressly advised that determination of the valid-
ity of any patent righ. . anc the risk of infringement of such rights, is entirely their own responsibility. Further
information may be obta ned from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 7-4.3.2, IEEE Standard Criteria for Programmable Digital Devices in Safety
Systems of Nuclear Power Generating Stations.

This standard evolved from IEEE Std 7-4.3.2-2010. It represents a continued effort by an IEEE working group
to support the specification, design, and implementation of digital programmable devices in safety systems of
nuclear power generating stations.

This standard specifies additional digital system requirements to supplement the criteria and requirements of
IEEE Std 603™-2009.' This standard should be used in conjunction with IEEE Std 603-2009 for completet.~ss
of the safety system design when a programmable digital device is to be used for a safety system functiou.

This standard recognizes that development processes for programmable digital devices contirue 1> evc ve.
As such, the information presented should not be viewed as the only possible solution. This is in's »eping with
the desire to use advances in digital technology, provided the criteria and requirements of IEEE Std ¢93-2009
and this standard are met. For example, while this standard does not address specifically artifi *ial intelligence
systems or fourth generation languages, their use is not precluded.

Subclause 5.1 in IEEE Std 603-2009 defines the single-failure criterion. Gui'arce ‘or e application of this
criterion is provided in IEEE Std 379™-2014 [B15].> The approach stated in .5 o "IEEE Std 379-2014 is
also appropriate for potential common-cause failures associated with programmabie digital systems that have
been developed under the requirements of IEEE Std 603-2009 and ti.'s ~tandard. Additional guidance for
determining the need for design diversity in safety-related digital sysicms 1. provided in 5.16 of this standard.

In summary, the following major changes were implemented 1> thi. version of IEEE Std 7-4.3.2:

— The references were updated to include current IEE st7 ndards.

— Changed title from computer to programmahle digital devices to encompass technologies such as Field
Programmable Gate Arrays (FPGAs).

— Enhanced draft standard to define v::iauc >quirements for programmable digital devices that are not
computers.

— Provided more specific criteri. on ‘he use of software tools used for digital devices and development of
hardware, software, firmwa:2. «nd programmable logic (see 5.3.2).

— Updated 5.9 to define 1 1< cri.eria for a secure development environment.
— Moved simplicitv di.cussion from 5.6 to 5.18.

— Updated Annc.- D, Jy restructuring the format so that it will be more useful also added an entire section
to describe a proc=ss of performing hazard analysis activities in conjunction with software develop-
ment< roce ses.

— Addcd several clauses in areas where guidance was lacking and deleting portions considered un-useful
or unproductive.

— 1 aplemented editorial clarification changes throughout the standard.

'Information on references can be found in Clause 2.
“Numbers in brackets correspond with those of the bibliography in Annex H.
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IEEE Standard Criteria for Programmable
Digital Devices in Safety Systems of
Nuclear Power Generating Stations

IMPORTANT NOTICE: IEEE Standards documents are not intended to e:. -ure safety, security, health,
or environmental protection, or ensure against interference with or from o.uer devices or networks.
Implementers of IEEE Standards documents are responsible for .'etirmining and complying with all
appropriate safety, security, environmental, health, and interferenc-pro. >ction practices and all applicable
laws and regulations.

This IEEE document is made available for use subject to.imy ~rtant notices and legal disclaimers. These
notices and disclaimers appear in all publications conta ning this document and may be found under the
heading “Important Notice” or “Important Notices and Di.c.aimers Concerning IEEE Documents.” They
can also be obtained on request from IEEE or vieved at http://standards.ieee.org/IPR/disclaimers. html.

1. Scope

This standard serves to amplify crii>ria in IEEE Std 603™-2009, to address the use of programmable
digital devices as part of safety-cizstei s in nuclear power generating stations.’ The criteria contained herein,
in conjunction with criteria in 'F2E Std 603-2009, establish minimum functional and design requirements for
programmable digital devi es uscu as components of a safety system.

2. Normative rexciences

The follcwing refeienced documents are indispensable for the application of this document (i.e., they must
be understocd ai.d used, so each referenced document is cited in text and its relationship to this document is
explaii:ed). For dated references, only the edition cited applies. For undated references, the latest edition of the
refirenc 2d document (including any amendments or corrigenda) applies.

"EEL Sta 323™-2003 (Reaff 2008), IEEE Standard for Qualifying Class 1E Equipment for Nuclear Power
Generating Stations.*?

3Information on footnotes can be found in Clause 2.

“IEEE publications are available from The Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854, USA
(http://standardsieee.org/).

SThe IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.

9
Copyright © 2016 IEEE. All rights reserved.


http://standards.ieee.org/IPR/disclaimers.html
http://standardsieee.org/
https://www.stdhive.com/standards/ieee-7-432-2016-pdf/



