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Abstract: Criteria are provided for the design of an integrated security system for nuclear power
generating stations. Requirements are included for the overall system, interfaces, subsystems, and
individual electrical and electronic equipment. This standard addresses equipment for security-related
detection, surveillance, access control, communication, data acquisition, and threat assessment.
Keywords: access control, central alarm station (CAS), cyber security, duress alarms, integrated
security system, intrusion detection, line supervision, perimeter intrusion alarm, portal security
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Introduction

This introduction is not part of IEEE Std 692-2010, IEEE Standard Criteria for Security Systems for Nuclear Power
Generating Stations.

The physical protection and security of nuclear power generating stations concerns utilities, manufacturers,
the general public, and those who are responsible for licensing and regulating nuclear power generating
stations and other nuclear facilities. This standard is intended to establish both guidance and minimum
requirements for acceptable security system design for nuclear power generating stations. This standard
focuses on the design, operation, and maintenance of various security-related electrical and electro.ic
equipment, including integration to achieve an acceptable security system. As described in this standai.! to
be effective, the electrical and electronic aspects of such an integrated security system need to incivde 1!
essential elements:

—  Perimeter intrusion alarms

—  Security lighting

—  Video surveillance

—  Access control

— Interior intrusion detection

— Data acquisition, processing, and display
— Voice communications

— Line supervision

—  Duress alarms

—  Power supplies

— Maintenance and testing

The integrated security system and.eacl c. these 11 elements are addressed in separate clauses of this
standard.

The development of these criteria wra: initially undertaken in January 1978. The standard was originally
issued in 1986 and then updztec 1» 1997 and later reaffirmed in early 2005. In September 2005, Working
Group 3.2 (Nuclear Secviity) ~f/Nuclear Power Engineering Committee’s Subcommittee 3 (Operations,
Maintenance, Aging, Tastir., and Reliability) was directed to undertake another update of the standard.

This new revision inco. rurates the following improvements and updates:

— Upda.> of xe Introduction

— _ Development of high-level design basis requirements for the integrated security system and each of
its 11 elements

— 1 e-format and revision of each clause to achieve improved consistency, clarity, usability, and level
of detail

— Update of definitions to reflect current security term usage

— Update of terminology throughout the standard to reflect current industry usage

— Update of each of the four figures to reflect current industry approaches

— Deletion of several overly prescriptive requirements in favor of performance-based approaches

iv
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— Deletion of references to obsolete technology and replacement with current state-of-the-art usage

— Update and validation of guidance and requirements in Clause 4, Clause 5, Clause 6, and Clause 7
on threat assessment

— Update of Clause 6 to address IESNA comments on the 1997 version, to reflect current approaches,
and to provide guidance on maintaining minimum illumination levels throughout the life of the
plant

— Addition of guidance in Clause 4 and Clause 10 on addressing cyber security issues

— Addition of new requirement to consider duress alarms in badging areas that are located outside the
Protected Area

— Update of bibliography
This revision is intended primarily to assist development of security systems at new nclew: pcwer
generating stations but may also be helpful for design modification efforts at older plants a.d at other
nuclear facilities. The working group attempted to stay abreast of and consistent with the zapidly changing

security requirements evolving after the September 11, 2001 terrorist event in the U.S., hut ¢ f the same time
avoided the level of detail that could compromise any safeguard aspects of such chang s.

Note that this standard is not intended to cover all security-related topics.«Ar u.deicianding of the goals
and objectives of the security system with an appreciation for the financ. |, o)erational, testing, and
maintenance functionality of the site will enhance the compatibility of the various plant systems, features,
and operator actions required to mitigate events such as radiological, €ir>. loss of site power, and security
events. The plant layout shall be compatible with the need to conirol «~cess and maintain separation of
areas due to pipe break accident, missiles, fire, radiation exposw >, aril flooding considerations. Physical
protection measures should be incorporated into the desig. pri>r tu the start of construction to enhance
physical protection and non-obtrusive security system installati »n a.id to minimize cost.

Consequently, such features as listed below should be inco. porated in the initial design:

— Embedment of card readers/conduit
— Hardened walls, floors, and ceilings
— Bullet-resistant features

— Minimized utility ports

— Utility port barriers

—  Security door hard vare

This standard is not i tena :d to cover the following security-related topics:

—  Develip.rent of tureat and response criteria

—  Seuurity force composition, deployment, or weaponry

—  Classitication of vital equipment or vital areas

— _ontingency plans

— Security requirements during the plant construction stage
—  Personnel screening

— Physical, civil, and structural aspects of security boundaries

—  Controls on safeguards information
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Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public .nd
private uses. These include both use, by reference, in laws and regulations, and use in private seh-
regulation, standardization, and the promotion of engineering practices and methods. By riak'ng tnis
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be su, erse led at any time by the
issuance of new editions or may be amended from time to time throvgh the .ssuance of amendments,
corrigenda, or errata. An official IEEE document at any point in tu.>e ~onsists of the current edition of
the document together with any amendments, corrigenda, or errathe 2 in effect. In order to determine
whether a given document is the current edition and whethcr it © as b'*en amended through the issuance
of amendments, corrigenda, or errata, visit the IEE  Staudards Association Web site at
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEL at tue address listed previously.

For more information about the IEEE Standards Associat.cz or the IEEE standards development process,
visit the IEEE-SA Web site at http://standards.iece.org.

Errata

Errata, if any, for this and 2ll othc standards can be accessed at the following URL:
http://standards.ieee.org/reading/ieee; 1pdaies/errata/index.html. Users are encouraged to check this URL
for errata periodically.

Interpretations

Current interpretations « i be accessed at this URL: http://standards.ieee.org/reading/ieee/interp/index.html.

Patents

Atfenticn is called to the possibility that implementation of this standard may require use of subject matter
coverea Oy patent rights. By publication of this standard, no position is taken with respect to the existence
or validily of any patent rights in connection therewith. The IEEE is not responsible for identifying
E.zential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims or determining whether any licensing terms or conditions provided in
connection with submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable
or non-discriminatory. Users of this standard are expressly advised that determination of the validity of any
patent rights, and the risk of infringement of such rights, is entirely their own responsibility. Further
information may be obtained from the IEEE Standards Association.
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IEEE Standard Criteria for Security
Systems for Nuclear Power Generating
Stations

IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or
environmental protection in all circumstances. Implementers of the standard are responsible for
determining appropriate safety, security, environmental, and health practices or regulatory
requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers. These
notices and disclaimers appear in all publications containing this document and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.”
They can also be obtained on request from IEEE or viewed at http://standards.iece.org/IPR/
disclaimers.html.

1. Overview

1.1 Scope

The standard provides criteria for the design, testing, and maintenance of security system equipment for
nuclear power generating stations. Such equipment includes permanently or temporarily installed systems,
subsystems, and components used by the security force for physical protection of the station against
security threats. It includes equipment for security-related detection, assessment, surveillance, access
control, communication, and data acquisition.

1.2 Purpose

This standard establishes criteria for the design of an integrated security system for nuclear power
generating stations. These criteria assist in the selection and application of equipment to detect, monitor,
display, and record security conditions and events.

2. Normative references

There are no publications normatively referenced in this standard.
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