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Abstract: Abiometric lifeless attackis one of the indispensable issues within biometric authentication.
There are three major components in liveness detection systems: lifeless attack presentation,
liveness detection, and lifeless attack instruments. The lifeless attack presentation is divided into
artifact presentation and human-based presentation. The liveness detection method includes
subject-based and scenario-based solutions, as well as other attributes such as decision elements,
detection patterns, and implementations. The lifeless attack instrument is specified from aspects
such as production elements, production types of artifacts, efficacy, etc. This document establishes
terms and definitions in the field of biometric liveness detection and identifies characterizations
of lifeless attack and liveness detection methods, with analysis on lifeless attack instruments.
In addition, this document specifies the liveness detection process, implementation model, and
metrics.

Keywords: IEEE 2790™, lifeless attack, lifeless attack instrument, liveness detection, presentau.on
attack detection
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on
request from IEEE or viewed at http://standards.ieee.org/ipr/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and tric!-us:

are developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standwds
Association (“IEEE SA”) Standards Board. IEEE (“the Institute”) develops its standards through a conscasus
development process, approved by the American National Standards Institute (“ANSI”), . -uici brings
together volunteers representing varied viewpoints and interests to achieve the final product. IEEE Standards
are documents developed through scientific, academic, and industry-based technical \-orking groups.
Volunteers in IEEE working groups are not necessarily members of the Institute and part cipate without
compensation from IEEE. While IEEE administers the process and establishes rules to pre mote ‘airness in the
consensus development process, IEEE does not independently evaluate, test, or verity the accuracy of any of
the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, ¢~ el vironmental protection, or ensure
against interference with or from other devices or networks. Impleme. ers and users of IEEE Standards
documents are responsible for determining and complying with.all a ypropriate safety, security, environmental,
health, and interference protection practices and all applicabl> lav s ai. ! “egulations.

IEEE does not warrant or represent the accuracy or cont:nt of tiie material contained in its standards, and
expressly disclaims all warranties (express, implied and sta.:t<ry) not included in this or any other document
relating to the standard, including, but not limited to, the warranties of: merchantability; fitness for a particular
purpose; non-infringement; and quality, accura~y, >ffeciveness, currency, or completeness of material. In
addition, IEEE disclaims any and all conditiens i=lal.ng to: results; and workmanlike effort. IEEE standards
documents are supplied “AS IS” and “WITr1 ..LL FAULTS.”

Use of an IEEE standard is wholly olu tary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test; me 'sure, purchase, market, or provide other goods and services related to
the scope of the IEEE standar:.. r urthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change bro. oht about through developments in the state of the art and comments received
from users of the standard.

In publishing and mak ' »¢o/its standards available, IEEE is not suggesting or rendering professional or other
services for, or'un behalt »f, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person ¢ - enti 'y to another. Any person utilizing any IEEE Standards document, should rely upon his or
her own inacnendent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek tl e advice of a competent professional in determining the appropriateness of a given IEEE standard.

I17.NO L VENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
SXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event that
an [EEE standard is translated, only the English version published by IEEE should be considered the approved
IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations
Manual shall not be considered or inferred to be the official position of IEEE or any of its committees and shall
not be considered to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, >t
educational courses, an individual presenting information on IEEE standards shall make it clear that his o her
views should be considered the personal views of that individual rather than the formal position of IEEE

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interc:ted p. ty, regardless
of membership affiliation with IEEE. However, IEEE does not provide consultit,; int.*ma.ion or advice
pertaining to IEEE Standards documents. Suggestions for changes in docun2nis (hou.d be in the form of a
proposed change of text, together with appropriate supporting comments. Sinc. IE} E standards represent a
consensus of concerned interests, it is important that any responses to cornments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the 1,21 ~hers of its societies and Standards
Coordinating Committees are not able to provide an instant respoiise to *omments or questions except in
those cases where the matter has previously been addressed. For th. san.e reason, IEEE does not respond to
interpretation requests. Any person who would like to particip.te 1. revisions to an IEEE standard is welcome
to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Caard
445 Hoes Lane
Piscataway, NJ 08854 1ISA

Laws and regulations

Users of IEEE Standards. socumedts should consult all applicable laws and regulations. Compliance with
the provisions of any TEE\" Standards document does not imply compliance to any applicable regulatory
requirements. Impleientcrs of the standard are responsible for observing or referring to the applicable
regulatory requirement. ‘¢ EE does not, by the publication of its standards, intend to urge action that is not in
compliance wi. ~oplicabie laws, and these documents may not be construed as doing so.

Copyrighws

I EE aic ft and approved standards are copyrighted by IEEE under US and international copyright laws. They
are 1..ade available by IEEE and are adopted for a wide variety of both public and private uses. These include
bon use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the
promotion of engineering practices and methods. By making these documents available for use and adoption
by public authorities and private users, IEEE does not waive any rights in copyright to the documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy
portions of any individual standard for company or organizational internal use or individual, non-commercial
use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer
Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions
of any individual standard for educational classroom use can also be obtained through the Copyright Clearance
Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any .'me
by the issuance of new editions or may be amended from time to time through the issuance of amendi. ents;
corrigenda, or errata. An official IEEE document at any point in time consists of the current " <itica of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is mic»= ti an 10 years old
and has not undergone a revision process, it is reasonable to conclude that its contents, «'thoug still of some
value, do not wholly reflect the present state of the art. Users are cautioned to check to C=teraiine that they have
the latest edition of any IEEE standard.

In order to determine whether a given document is the current edit'on ind whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit IEEE X 1 icut http://ieecexplore.ieee.org/ or
contact IEEE at the address listed previously. For more informatio’ about .he IEEE SA or IEEE’s standards
development process, visit the IEEE SA Website at http://standard's.icre.Org.

Errata

Errata, if any, for IEEE standards can be accessed' 7ia https://standards.ieee.org/standard/index.html. Search
for standard number and year of approval to acc<cs he web page of the published standard. Errata links are
located under the Additional Resources Detaiiz. cection. Errata are also available in IEEE Xplore: https://
ieeexplore.ieee.org/browse/standards/coll >ctior/ieee/. Users are encouraged to periodically check for errata.

Patents

Attention is called to the pos. ikt that implementation of this standard may require use of subject matter
covered by patent rights. v puciication of this standard, no position is taken by the IEEE with respect to the
existence or validity el ony patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of a. sura ce via an Accepted Letter of Assurance, then the statement is listed on the IEEE
SA Website at http://sta dards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Subi.itter is willing or unwilling to grant licenses under patent rights without compensation
or under r>aso. able rates, with reasonable terms and conditions that are demonstrably free of any unfair
discriminatio. to applicants desiring to obtain such licenses.

ssenn’ Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
resy onsit e foridentifying Essential Patent Claims for which a license may be required, for conducting inquiries
1. te the legal validity or scope of Patents Claims, or determining whether any licensing terms or conditions
orovided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are
reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the
validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility.
Further information may be obtained from the IEEE Standards Association.

5
Copyright © 2020 IEEE. All rights reserved.


http://ieeexplore.ieee.org/
http://standards.ieee.org
https://standards.ieee.org/standard/index.html
https://ieeexplore.ieee.org/browse/standards/collection/ieee/
https://ieeexplore.ieee.org/browse/standards/collection/ieee/
http://standards.ieee.org/about/sasb/patcom/patents.html
https://www.stdhive.com/standards/ieee-2790-2020-pdf/

Participants

At the time this standard was completed, the Biometric Liveness Detection Working Group had the following
membership:

Chen Gu, Chair
Wei Guo, Vice Chair
Qi Wang, Secretary

OxSenses Corporation China Academy of Informationand  Irisian Optronics Technology
Alipay (China) Technology Co., Communications Technology SenseTime
Ltd China Electronics Standardization
Institute

The Working Group gratefully acknowledges the contributions of the following participants. % ‘itho.* their
assistance and dedication, this standard would not have been completed.

ChunPei Feng Hui Jiang LiWeiVu

Shan Fu JiaYang Li Yu Muan

YaZhuo Gong WenFeng Wang Chen "hoag
HongWei Luo

The following members of the entity balloting committee voted on this s.at 4ard. Balloters may have voted for
approval, disapproval, or abstention.

OxSenses Corporation China lec. onics Standardization Institute
Alibaba Ser=~Tin »

Alipay (China) Technology Co., Ltd Synops;'s, Inc.

BII Group Holdings Ltd. Xiau.ci Anne Corporation Limited

Chaincomp Technologies Co., Ltd.

China Academy of Information and
Communications Technology
(China Academy of TeleCommunicat:u..
Research, MIIT) CAICT (CATR)

When the IEEE SA Standards Boai~n roved this standard on 5 March 2020, it had the following membership:

Gary Hoffman, Chair
Jon Walter Rosdahl, Vice Chair
Jean-Philippe Faure, Past Chair
Konstantinos Karachalios, Secretary

Tea Burs. David J. Law Mehmet Ulema
J. Trav.: Grudith Howard Li Lei Wang
irace Gu Dong Liu Sha Wei
G rido R. Hiertz Kevin Lu Philip B. Winston
Jos»ph L. Koepfinger* Paul Nikolich Daidi Zhong
Joka D. Kulick Damir Novosel Jingyi Zhou
Dorothy Stanley
*Member Emeritus
6

Copyright © 2020 IEEE. All rights reserved.


https://www.stdhive.com/standards/ieee-2790-2020-pdf/

Introduction

| This introduction is not part of IEEE Std 2790-2020, IEEE Standard for Biometric Liveness Detection.

With the rapid development of mobile device capability in computation and functionality, especially in
consumer intelligent mobile devices, urgent demand for strong identity authentication in cyberspace becomes
increasingly important. Traditional models, such as password, short message, band card verification, security
questions, etc., cannot meet the challenges because they are vulnerable to attacks and are inconvenient to store
or remember.

There are three types of authentication methodologies: what you know, what you have, and who you are.

Biometric-based authentication is a typical who you are methodology. Biometrics are used to recuoni.>
individuals based on biological and behavioral characteristics. More biometric authentication ‘ech. olog .es,
such as fingerprinting, face imaging, and iris imaging, have been adopted by intelligent terminais »nd widely
applied in various scenarios.

Biometric authentication has become more widespread in daily life because of its cow renieu e, portability,
unique, universal, and acceptable characteristics.

Biometric authentication brings users convenient access, however, it presents son. = sr 2cial security challenges
that will result in severe problems if not resolved properly. Notably, the possibility of subversion of the system
has been widely acknowledged, which is called a presentation attack. T!.z.countermeasures to automated
detection of presentation attacks undertaken by biometric capture suojects e collectively called presentation
attack detection (PAD).

Liveness detection is an important part of PAD, indispensavle 1. biometrics. If subverters attack biometric
data by using an artificial subject or some part from a dea.' ver ,on, and the biometric system cannot identify
and handle such an attack, the whole biometric system is vulnerable. A biometric liveness attack presents a
biometric sample to a biometric capture subsyster thraugh an artifact from a deceased person. Biometric
liveness detection determines if a biometric samy tois being captured from a living subject present at the point
of capture. Considering that different lifeless acnck detection (LAD) methods have different characteristics
and act as countermeasures of differeat ki \ds of lifeless attack instruments (LAls), different scenarios require
different LAD methods, and different hiowsctric modalities adopt different LAD methods. This standard
introduces basic concepts, analyses t e LAls and LADs, describes biometric modality-specific LADs, and
specifies metrics.
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IEEE Standard for Biometric
Liveness Detection

1. Overview

1.1 Scope

This document establishes terms and definitions in the field of biometric livelies. dewection and identifies
characteristics of lifeless attacks and liveness detection methods, with analysis « f 1ifcless attack instruments
(LAIs). In addition, this document specifies liveness detection process.and metrics.

The following is outside of the scope of this document:

— Standardization of specific liveness detection methods

— Detailed information about countermeasures, algo. ithm',, or sensors
— Opverall system-level security

—  Security evaluation and vulnerability ass -csu ent

— Integrated implementation of liven<ss dewc tion subsystem within general biometric framework

1.2 Purpose

This document provides a fot n”ation for biometric liveness detection through which lifeless attacks can be
specified, detected, and su* sequeiily categorized and analyzed for biometric system performance.

1.3 Word Usage

The word she I inc’cates mandatory requirements strictly to be followed in order to conform to the standard
and from which »o deviation is permitted (shall equals is required to)."?

The wcrd should indicates that among several possibilities one is recommended as particularly suitable,
wthout nentioning or excluding others; or that a certain course of action is preferred but not necessarily
requ red should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard (may equals
is permitted to).

IThe use of the word must is deprecated and cannot be used when stating mandatory requirements, must is used only to describe
unavoidable situations.
*The use of will is deprecated and cannot be used when stating mandatory requirements, will is only used in statements of fact.
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