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Abstract: Technical principles and processes to build, package, and deploy systems and
applications in a reliable and secure way are specified. Establishing effective compliance and
information technology (IT) controls is the focus. DevOps principles presented include mission
first, customer focus, left-shift, continuous everything, and systems thinking. How stakeholders,
including developers and operations staff, can collaborate and communicate effectively is
described. The process outcomes and activities herein are aligned with the process model
specified in ISO/IEC/IEEE 12207:2017 and ISO/IEC/IEEE 15288:2015.

Keywords: agile, continuous delivery, continuous deployment, continuous integration, DevOps,
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers
Concerning IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordi. ting
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standa. s
through an accredited consensus development process, which brings together volunteers represei ‘ing
varied viewpoints and interests to achieve the final product. IEEE Standards are documents ¢ ‘velc=d by
volunteers with scientific, academic, and industry-based expertise in technical working groups. V ~lunteers
are not necessarily members of IEEE or IEEE SA, and participate without compensation fr. m IEEE. While
IEEE administers the process and establishes rules to promote fairness in the consc..mn: development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of ti.» info; mation or the
soundness of any judgments contained in its standards.

IEEE does not warrant or represent the accuracy or completeness of the materia. contained in its standards,
and expressly disclaims all warranties (express, implied and statuti+y) not included in this or any other
document relating to the standard, including, but not limited to, the wa anues of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditicns ralatiao 20 results and workmanlike effort. In
addition, IEEE does not warrant or represent that the use ot “he i»aterial contained in its standards is free
from patent infringement. IEEE Standards documents are supplicd “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE Standard does not imply that there
are no other ways to produce, test, measure, purci ase, ‘market, or provide other goods and services related
to the scope of the IEEE standard. Furthermore, (b2 viewpoint expressed at the time a standard is approved
and issued is subject to change brought abaui “h-ough developments in the state of the art and comments
received from users of the standard.

In publishing and making its standar.'s available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, anv. oc.2o or entity, nor is [EEE undertaking to perform any duty owed by any
other person or entity to anothe ~. Anv person utilizing any IEEE Standards document, should rely upon his or her
own independent judgment n the ~iercise of reasonable care in any given circumstances or, as appropriate, seek
the advice of a competer* orc “ssional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHAL™ 1{EEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, QR CO1SEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO P1OCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINISS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTI'ERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UON + NY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that
an IEEE standard is translated, only the English version published by IEEE is the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter’s views should be considered the personal views of that individual rather
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretai ons,
consulting information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of te. t, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concuine! interests, it is
important that any responses to comments and questions also receive the concurrc.ce ot a balance of
interests. For this reason, IEEE and the members of its Societies and Standards Ccrdiaating Committees
are not able to provide an instant response to comments, or questions except .2 tho. > cases where the matter
has previously been addressed. For the same reason, IEEE does not respond to ‘nte.pretation requests. Any
person who would like to participate in evaluating comments or«in 'evisions to an IEEE standard is
welcome to join the relevant IEEE working group. You can indicate 1. * .<=*in a working group using the
Interests tab in the Manage Profile & Interests area of the IEEE SA myPrcject system. An IEEE Account is
needed to access the application.

Comments on standards should be submitted using the Ceuuict s form.

Laws and regulations

Users of IEEE Standards documents shou!d ccnult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standard: cdociment does not constitute compliance to any applicable
regulatory requirements. Implementei.. 01 ‘¢ standard are responsible for observing or referring to the
applicable regulatory requirements. 1 EE does not, by the publication of its standards, intend to urge action

that is not in compliance with anniicat'e laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standar. s documents should evaluate the standards for considerations of data privacy and
data ownership 1. the context of assessing and using the standards in compliance with applicable laws and
regulations.

“opr ghts

+“EE draft and approved standards are copyrighted by IEEE under US and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.
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Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license
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Introduction

This introduction is not part of IEEE Std 2675™-2021, IEEE Standard for DevOps: Building Reliable and Secure
Systems Including Application Build, Package, and Deployment.

The complexity of software systems has increased to an unprecedented level. This has led to new
opportunities, but also to increased challenges for the organizations that create and utilize systems. One of
the greatest challenges has been to address the increased rate of change in modern development
methodologies, including agile and even rapid iterative development. These challenges exist throughout the
life cycle of a system and at all levels of architectural detail. This document highlights the manner in which
DevOps can help address the challenges inherent in accelerated development methodologies and achi=ve
end user goals for increased productivity and quality.

DevOps is an interdisciplinary approach and means to enable the realization of successful. sofu vare
systems. It focuses on defining stakeholder needs and required functionality early in the develc “meu.: ¢ cle,
documenting requirements, and performing design synthesis and system validation while consi’'ering the
complete problem. It integrates the disciplines and specialty groups into a team effort forn ing a structured
development process that proceeds from concept to production to operation and mainfceance. It considers
both the business and the technical needs of stakeholders with the goal of providing a qualit - product that
meets the needs of users and other applicable stakeholders. This life cycle spans e conception of ideas
through to the retirement of a system. It provides the processes for acquiurg a.d supplying systems. It
helps improve communication and cooperation among the parties that create, . tili_e, and manage modern
software systems. In addition, this framework provides for the assessrient and improvement of the life
cycle processes.

This document is appropriate both for organizations that ar> u.nsel to applying engineering process
standards, and for those who have used longstanding sta. dards, who have the goal of implementing
effective information technology (IT) controls, embracirg ana managing risk, while enabling more rapid
development (higher velocity). Organizations that are alrcady ' 'mbracing IEEE standards can find IEEE Std
2675 to be essential in helping them to implement the DevUps transformation. Organizations that choose
IEEE Std 2675 as their first industry standard can “ubsequently apply a broader family of IEEE standards.

This document is closely aligned with the ii> cvcle processes in ISO/IEC/IEEE 12207:2017 [B14]! and
ISO/IEC/IEEE 15288:2015. Configuratica r.anagement is the basis of DevOps and hence it is also closely
aligned with IEEE Std 828™ [B3], alcng itk other related standards.

! The numbers in brackets correspond to those of the bibliography in Annex A.
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IEEE Standard for DevOps:

Building Reliable and Secure Systems
Including Application Build, Package,
and Deployment

1. Overview

1.1 Scope

This document provides requirements and guidance on the it nlerientation of DevOps to define, control,
and improve software life cycle processes. It applies wit'iin an organization or a project to build, package,
and deploy software and systems in a secure and reliab!e” way. This document specifies practices to
collaborate and communicate effectively in groups including development, operations, and other key
stakeholders.

This document applies a common fraric voiic for software life cycle processes, with well-defined
terminology. It contains processes, acti\i‘ies’ and tasks that are to be applied to the full life cycle of
software systems, products, and s=rv.ces, mcluding conception, development, production, utilization,
support, and retirement. It alse_applies to the acquisition and supply of software systems, whether
performed internally or exterrxil to ca organization. These life cycle processes are accomplished through
the involvement of stakehola >, vith the ultimate goal of achieving customer satisfaction. The life cycle
processes of this docume. 't can ve applied concurrently, iteratively, and recursively to a software system
and incrementally to i% ¢len.nts.

This document applies 1. software systems, products, and services, and the software portion of any system.
Software include. the software portion of firmware. Those aspects of system definition needed to provide
the contex’ for oftware systems, products, and services are included.

There s a wide variety of software systems in terms of their purpose, domain of application, complexity,
Jize, novelty, adaptability, quantities, locations, life spans, and evolution. This document describes the
precesses that comprise the life cycle of software systems. It therefore applies to one-of-a-kind software
_vstems, software systems for wide commercial or public distribution, and customized, adaptable software
systems. It also applies to a complete stand-alone software system and to software systems that are
embedded and integrated into larger, more complex, and complete systems.
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