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Abstract: IEEE Std 2030® provides alternative approaches and best practices for achieving
smart grid interoperability. It is the first all-encompassing IEEE standard on smart grid
interoperability providing a roadmap directed at establishing the framework in developing an IEEE
national and international body of standards based on cross-cutting technical disciplines in power
applications and information exchange and control through communications.

IEEE Std 2030 establishes the smart grid interoperability reference model (SGIRM) and provides
a knowledge base addressing terminology, characteristics, functional performance and evaluation
criteria, and the application of engineering principles for smart grid interoperability of the electric
power system with end-use applications and loads. A system of systems approach to smart grid
interoperability lays the foundation on which IEEE Std 2030 establishes the SGIRM as a design
tool that inherently allows for extensibility, scalability, and upgradeability. The IEEE 2030 SGIRM
defines three integrated architectural perspectives: power systems, communications technoicqy,
and information technology. Additionally, it defines design tables and the classification o daw
flow characteristics necessary for interoperability. Guidelines for smart grid intcropcrabity,
design criteria, and reference model applications are addressed with emphasis on funcuonal
interface identification, logical connections and data flows, communications and !'nkages, digital
information management, and power generation usage.

Keywords: communications technology, controls, cyber security, distribui~d rc30u:ces, electric
infrastructure and reliability, electric power system, electricity custemz.c ar.2"loads, EPS, grid
architecture, grid operations, IEEE 2030®, information technology, i ‘ercinnection, interfaces,
interoperability, power systems, SCADA, SGIRM, Smart Grid, smart grid 1cterence model
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Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly
resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and exnres.'v
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a sp. ific
purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards doc ‘mei.'s
are supplied “AS I1S.”
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person or entity to another. Any person utilizing this, and any other IETE L 2ruards document, should rely upon his or
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Introduction

This introduction is not part of IEEE Std 2030-2011, IEEE Guide for Smart Grid Interoperability of Energy Technology
and Information Technology Operation with the Electric Power System (EPS), End-Use Applications, and Loads.

The sophistication and age of electrical power grids throughout the world vary significantly, and they may
vary within a country from area to area or electrical service provider to electrical service provider.
Additionally, there is an increasing worldwide demand for building an expansive electricity infrastructure.
Satisfying the demands for expansion and for upgrading aging electrical power systems, coupled
with the advances in communications and information technologies, has stimulated the concept. of
“Smart Grid”—a broad term used to include the application of secure, two-way communicatior.: an'
information technology to electrical power grids.

These demands have also driven policy, legislation, and regulation of power systems througho:  the wve.ld.

The U.S. Energy Independence and Security Act (EISA) of 2007 addresses the coo.dination of the
development of a smart grid interoperability framework. Under EISA Section 1305, u:2 Director of the
National Institute of Standards and Technology (NIST) shall have the primai: resjonsibility of
coordinating the development of that framework, including soliciting input from. orivate organizations,
including the National Electrical Manufacturers Association and IEEL. Fuiher, the scope of the
interoperable framework “shall be flexible, uniform, and technology neutral” c»d- “align policy, business,
and technology approaches in a manner that would enable all elec‘ric ‘resources, including demand-side
resources, to contribute to an efficient, reliable electricity network.” " Lic-International Electrotechnical
Commission (IEC) has similar interests in evolving their smart grii concepts and established the
IEC Standardization Management Board (SMB) Strategic Grocn © (SG 3) on Smart Grid. It was
established to advise the board concerning the technologies «ssoc’ated with the Smart Grid and to identify
the needs for new international standards. Currently, thei.. are many (national and international)
standardization activities related to the development of .mari grid concepts. A smart grid standardization
roadmap was developed in 2010 by the IEC that is similar to the framework and roadmap developed by
NIST. Standards developing organizations (e.2., IEEE)—using an open and balanced consensus
process—are establishing standards for the Sn st Grid building off of the conceptual reference models
produced by NIST [B17] and others.?

IEEE Std 2030-2011 supports EIS/. 1= NIST framework coordination efforts, IEC interests, and
additional smart grid applications. 1= foc 'ses on a systems-level approach to understanding and guidance
for interoperability components 0. ~o.nmunications, power systems, and information technology platforms
(see Figure a). This guide views, the Smart Grid as a large, complex “system of systems” and provides
guidance to navigate th. n.me.ous smart grid design pathways throughout the EPS, loads, and
end-use applications. This interoperability standard lays the foundation for the expanding smart grid
applications level shown .1 Figure a, which provides a platform for any number of smart grid applications,
i.e., advanced meterin_ iufrastructure, plug-in electric vehicles, and other smart grid applications (“N”).
These applicat’c2s may bo supported by additional IEEE 2030 standards.

# The numbers in brackets correspond to those of the bibliography in Annex A.

iv
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PEV = plug-in electric vehicle
N = other smart grid applications

Figure a—Evolution of sma t giid interoperability

Notice to users

Laws and regulations

Users of these documents .boulil consult all applicable laws and regulations. Compliance with the
provisions of this stand.rd aoves not imply compliance to any applicable regulatory requirements.
Implementers of the s.inda-d are responsible for observing or referring to the applicable regulatory
requirements. IEEE 'oes not, by the publication of its standards, intend to urge action that is not in
compliance with applicale laws, and these documents may not be construed as doing so.

Cop;rights

Ti’s dociment is copyrighted by the IEEE. It is made available for a wide variety of both public and
orivace uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

v
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Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE Standards Association web site at
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development proc-ss,
visit the IEEE-SA web site at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the. folowing URL:
http://standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to cu:ck this URL
for errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: htt, ://st: ndards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that imolcnen ation of this guide may require use of subject matter
covered by patent rights. By publication e£+his ¢ 1ide, no position is taken with respect to the existence or
validity of any patent rights in connoctio » “nerewith. The IEEE is not responsible for identifying Essential
Patent Claims for which a license may e 1cquired, for conducting inquiries into the legal validity or scope
of Patents Claims or determining w. ethe: any licensing terms or conditions provided in connection with
submission of a Letter of Assuran=, if any, or in any licensing agreements are reasonable or non-
discriminatory. Users of this e::ide are expressly advised that determination of the validity of any patent
rights, and the risk of inf:ngen.cut of such rights, is entirely their own responsibility. Further information
may be obtained from e IL. 5E Standards Association.

vi
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IEEE Guide for Smart Grid
Interoperability of Energy Technology
and Information Technology Operation
with the Electric Power System (EPS),
End-Use Applications, and Loads

IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or
environmental protection. Implementers of the standard are responsible for determining appropriate
safety, security, environmental, and health practices or regulatory requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers. html.

1. Overview

The overview of this guide provides a concise description of the scope, purpose, and application. The scope
explains what is covered in the guide and the purpose explains why the guide is needed. Following the
scope and purpose, introductory information in 1.3 is presented on understanding this guide’s general
application considerations and how to use it. Detailed discussions of technical content are provided in the
later clauses of this guide.

1.1 Scope

This document provides guidelines for smart grid interoperability. It also provides a knowledge base
addressing terminology, characteristics, functional performance and evaluation criteria, and the application
of engineering principles for smart grid interoperability of the electric power system (EPS) with end-use
applications and loads. The guide discusses alternate approaches to good practices for the Smart Grid.

1.2 Purpose

This document provides guidelines in understanding and defining smart grid interoperability of the EPS
with end-use applications and loads. Integration of energy technology and information and communications
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technology (ICT) is necessary to achieve seamless operation for electric generation, delivery, and end-use
benefits to permit two-way power flow with communication and control. Interconnection and intra-facing
frameworks and strategies with design definitions are addressed in this guide, providing guidance in
expanding the current knowledge base. This expanded knowledge base is needed as a key element in grid
architectural designs and operation to promote a more reliable and flexible EPS.

1.3 What this guide provides

1.3.1 General

This guide provides understanding, definitions, and guidance for design and implementation of smart grid
components and end-use applications for both legacy and future infrastructures. This document allows for
additional functionality beyond what is stated and is meant to accommodate innovation. Because
interoperability is achieved through extensive collaboration among many diverse members of the smart grid
community, this guide provides the reader with a heightened awareness of the challenges and opportunities
of the many different stakeholder roles of a smart grid implementation and a common understanding of the
technology drivers of smart grid interoperability. The knowledge base of this guide contributes to a basis
for future certification and testing of smart grid components and subsystems.

1.3.2 Intended audience

This guide is intended for the many diverse members of the smart grid community who participate in
extensive collaboration for successful smart grid application implementation. This guide should be read in
its entirety as it provides the reader with challenges and opportunities, and describes stakeholder roles
pertinent to smart grid implementation.

1.3.3 Smart grid interoperability reference model

The IEEE 2030® smart grid interoperability reference model (SGIRM) is a reference tool to provide
stakeholders with a common understanding of interoperability criteria from the power system,
communications, and information technology perspectives. The IEEE 2030 SGIRM identifies and defines the
interfaces between functional domains of the power grid from each of the perspectives and describes the
relationships among the domains, including the characteristics of the data that flow between them. The
constraints, issues, and impacts on interoperability at these interfaces are considered for each domain. With
this information, optimal design criteria for the interoperability of smart grid implementations can be planned.
The concept of the SGIRM reference tool is to allow for extensibility, scalability, and upgradeability.

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

NISTIR 7628, Guidelines for Smart Grid Cyber Security: Vol. 1, Smart Grid Cyber Security Strategy,
Architecture, and High-Level Requirements (Aug. 2010).!

! This document is available on the NIST website at: http:/csrc.nist.gov/publications/nistir/ir7628/nistir-7628 voll.pdf.
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