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Abstract: OpenFog Consortium—OpenFog Reference Architecture for Fog Computing is
adopted by this standard. OpenFog Reference Architecture [OPFRA001.020817] is a structural
and functional prescription of an open, interoperable, horizontal system architecture for
distributing computing, storage, control and networking functions closer to the users along a
cloud-to-thing continuum of communicating, computing, sensing and actuating entities. It
encompasses various approaches to disperse Information Technology (IT), Communication
Technology (CT) and Operational Technology (OT) Services through information messaging
infrastructure as well as legacy and emerging multi-access networking technologies.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These
notices and disclaimers, or a reference to this page, appear in all standards and may be found under the
heading “Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be
obtained on request from IEEE or viewed at http://standards.ieee.org/[PR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-uce, a.»
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standw:ds
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through «
consensus development process, approved by the American National Standards Institute (“A. 13", which
brings together volunteers representing varied viewpoints and interests to achieve the final procict. [EEE
Standards are documents developed through scientific, academic, and industry-based te -~hnical working
groups. Volunteers in IEEE working groups are not necessarily members of the Institite and participate
without compensation from IEEE. While IEEE administers the process and establis. es rurs to promote
fairness in the consensus development process, IEEE does not independently eva.qate. test, or verify the
accuracy of any of the information or the soundness of any judgments contai e 1. its siandards.

IEEE Standards do not guarantee or ensure safety, security, health, or er vironmental protection, or ensure
against interference with or from other devices or networks. Implemn ~=< and users of IEEE Standards
documents are responsible for determining and complying -with 'l appropriate safety, security,
environmental, health, and interference protection practices and.all ~opl cable laws and regulations.

IEEE does not warrant or represent the accuracy or contex® o1 *he material contained in its standards, and
expressly disclaims all warranties (express, implied ad siatutory) not included in this or any other
document relating to the standard, including, but not limitcu to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any an %.al. condcitions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “ASIS” ana “WITH ALL FAULTS.”

Use of an IEEE standard is wholly ve'uni. vv. [he existence of an IEEE standard does not imply that there
are no other ways to produce, test, 1 eas ‘e, purchase, market, or provide other goods and services related
to the scope of the IEEE standard. Fu. thermore, the viewpoint expressed at the time a standard is approved
and issued is subject to chans e » rougnt about through developments in the state of the art and comments
received from users of the sta. «ard.

In publishing and mak:~ it standards available, IEEE is not suggesting or rendering professional or other
services for, or on bi™alf ¢ £, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity tu another. Any person utilizing any IEEE Standards document, should rely upon his
or her own jrde, endent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, su=k tue advice of a competent professional in determining the appropriateness of a given
IEEE standa..

IN.NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
LXEmI LARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PRCCUFEMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
C® BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lecturc=,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards s™all
make it clear that his or her views should be considered the personal views of that individual rather thon th>
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any intercsted harty regardless of
membership affiliation with IEEE. However, IEEE does not provide consu'tizg .>firmation or advice
pertaining to IEEE Standards documents. Suggestions for changes in docume, ‘s sh juld be in the form of a
proposed change of text, together with appropriate supporting comments. Since .=EE standards represent a
consensus of concerned interests, it is important that any responses to ~oi 1ments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE 2na ‘he members of its societies and
Standards Coordinating Committees are not able to provide 2n in ‘tant.response to comments or questions
except in those cases where the matter has previously been‘ada. »sscl:'ror the same reason, IEEE does not
respond to interpretation requests. Any person who would ‘ike ‘o participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standard . Rcard
445 Hoes Lane
Piscataway, NJ 08854 TS~

Laws and regulations

Users of IEEE Standards Aoc mner ts should consult all applicable laws and regulations. Compliance with
the provisions of any IEE * Standards document does not imply compliance to any applicable regulatory
requirements. Imple ne. ‘ers of the standard are responsible for observing or referring to the applicable
regulatory requiremei.‘s. I _EE does not, by the publication of its standards, intend to urge action that is not
in compliance with appli»able laws, and these documents may not be construed as doing so

Copyrigats

IEEE c -aft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
1hey ar made available by IEEE and are adopted for a wide variety of both public and private uses. These
inciode Foth use, by reference, in laws and regulations, and use in private self-regulation, standardization,
a. the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission
to photocopy portions of any individual standard for educational classroom use can also be obtained
through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any t:me
by the issuance of new editions or may be amended from time to time through the issuance of amendt. =nts,
corrigenda, or errata. An official IEEE document at any point in time consists of the current editior: of e
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is morc than ten
years old and has not undergone a revision process, it is reasonable to conclude that its ccatents, although
still of some value, do not wholly reflect the present state of the art. Users are cauucaid to check to
determine that they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and et >r it has been amended
through the issuance of amendments, corrigenda, or errata, visit ‘e IEEE Xplore at
http://iecexplore.iece.org/ or contact IEEE at the address listed previcusl /. For more information about the
IEEE-SA or IEEE’s standards development process, visit the IEEE-SA " cusite at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed n tks IEEE-SA Website at the following URL:
http://standards.ieee.org/findstds/errata/index.html. Users «.c encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that . -iple mentation of this standard may require use of subject matter
covered by patent rights. By publicctio. of this standard, no position is taken by the IEEE with respect to
the existence or validity of any poten rignts in connection therewith. If a patent holder or patent applicant
has filed a statement of assurziuc> via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at http://s ~udae ds.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Suc mitter is willing or unwilling to grant licenses under patent rights without
compensation or unde: 1.2so..able rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimina.’on 1) applicants desiring to obtain such licenses.

Essential Pateat Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsibl~ fo. identifying Essential Patent Claims for which a license may be required, for conducting
inquiries intc the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
greements are reasonable or non-discriminatory. Users of this standard are expressly advised that
de.>tmin. tion of the validity of any patent rights, and the risk of infringement of such rights, is entirely
Jeir own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 1934-2018, IEEE Standard for Adoption of OpenFog Reference Architecture
for Fog Computing.

This IEEE standard adopts OpenFog Consortium™-—OpenFog Reference Architecture for Fog Computing
[ID: OPFRA001.020817].

That document offers a structural and functional prescription of an open, interoperable, horizontal system
architecture for distributing computing, storage, control, and networking functions closer to the users al ng
a cloud-to-thing continuum of communicating, computing, sensing, and actuating entities. It encomj assc
various approaches to disperse Information Technology (IT), Communication Technology (CT), «ad
Operational Technology (OT) Services through a unifying information messaging infrastructvre 2s wi'l as
legacy and emerging multi-access networking technologies.

The adoption of this OpenFog™ document will help to lay down a foundation for the Fog Computing and
Networking Architecture Framework, which will be developed in this working group.

IEEE is adopting this document “as is” and in its entirety with the acknowledgemen. of an error in Line 18
on Page 106 in Section 7.1.3.1. Users should update the sentence as follow.:* “wu push both the beth-the
topology and the corresponding weights to target er—classification system.” Aduitional changes to this
standard have been included in Annex A.
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Use of this Document

Copyright © 2017 OpenFog Consortium. All rights reserved. Published in the USA.
Published February 2017.

This is an OpenFog Consortium document and is to be used in accordance with the
terms and conditions set forth below. The information contained in this document is
subject to change without notice.

The information in this publication was developed under the OpenFog Consortium
Intellectual Property Rights policy and is provided as is. OpenFog Consortium
makes no representations or warranties of any kind with respect to the information
in this publication, and specifically disclaims implied warranties of fithess for a
particular purpose. This document contains content that is protected by

copyright. Copying or distributing the content from this document without
permission is prohibited.

OpenFog Consortium and the OpenFog Consortium logo are registered trademarks
of OpenFog Consortium in the United States and other countries. All other
trademarks used herein are the property of their respective owners.
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OpenFog Overview

Digital innovation from the Internet of Things (IoT), Artificial Intelligence,
Virtual Reality, Tactile Internet and 5G applications is transforming the way
we work, commute, shop and play. Data from newly-connected factories,
homes, communities, cars, hospitals and more is expected to grow from 1.1
zettabytes (or 89 exabytes) per year in 2016 to 2.3 zettabytes (or 194
exabytes) per year by 2020.! Current “cloud-only” architectures cannot keep
up with the volume and velocity of this data across the network, thereby
reducing the value that can be created and captured from these
investments.

Fog computing provides the missing link in the cloud-to-thing continuum.
Fog architectures selectively move compute, storage, communication,
control, and decision making closer to the network edge where data is being
generated in order solve the limitations in current infrastructure to enable
mission-critical, data-dense use cases.

Fog computing is a:

A horizontal, system-level architecture that distributes
computing, storage, control and networking functions closer to
the users along a cloud-to-thing continuum.

Fog computing is an extension of the traditional cloud-based computing
model where implementations of the architecture can reside in multiple
layers of a network’s topology. However, all the benefits of cloud should be
preserved with these extensions to fog, including containerization,
virtualization, orchestration, manageability, and efficiency. In many cases,
fog computing works with cloud. Pillars, which are common themes of the
OpenFog reference architecture include security, scalability, openness,
autonomy, RAS (reliability, availability and serviceability), agility, hierarchy,
and programmability. In addition to the pillars, we describe the roles of each
stakeholder in the fog value chain from silicon creator to the Operating
System and application developer through a composite architectural
description

Fog computing also is often erroneously called edge computing, but there
are key differences. Fog works with the cloud, whereas edge is defined by
the exclusion of cloud. Fog is hierarchical, where edge tends to be limited to
a small number of layers. In additional to computation, fog also addresses
networking, storage, control and acceleration.

OPFRA001.020817 © OpenFog Consortium. All rights reserved.



The OpenFog Consortium was formed on the principle that an open fog
computing architecture is necessary in today’s increasingly connected world.
Through an independently run open membership ecosystem of industry, end
users and universities, we can apply a broad coalition of knowledge to these
technical and market challenges. We believe that proprietary or single
vendor solutions can limit supplier diversity and ecosystems, resulting in a
detrimental impact on market adoption, system cost, quality and innovation.
It is our intent to ensure the OpenFog reference architecture results in fully

interoperable and secure systems, supported by a vibrant supplier
ecosystem.

OPFRA001.020817 © OpenFog Consortium. All rights reserved.
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About Fog Computing and the
Consortium

1.1 OpenFog Reference Architecture Overview

The OpenFog Consortium was founded by ARM, Cisco, Dell, Intel, Microsoft
and Princeton University in November 2015. Through its global membership
of leading technology & networking players, fog computing entrepreneurs
and university researchers, the Consortium is helping to enable game-
changing innovation enabled by fog computing through an open architectural
framework.

We are guided by the OpenFog Board of Directors and the OpenFog
Technical Committee. The technical committee is the technical governing
body of all of the working groups of the Consortium. The chair of this group
is elected by a vote of the OpenFog Board of Directors and reports directly to
the board.

The OpenFog Reference Architecture (OpenFog RA) is intended to help
business leaders, software developers, silicon architects, and system
designers create and maintain the hardware, software and system elements
necessary for fog computing.

Many different technical workgroups in the Consortium are responsible for
the different aspects of this reference architecture, including:
Communications, Software-Infrastructure and Security. The Architecture
Framework workgroup is tasked with the creation and maintenance of this
document and other technical publications of the Consortium. All new
technical topics requiring investigation are assigned to this group. The
charter of each group is managed and approved by the technical committee
and Board of Directors.

For further information on these groups or how to participate, please
reference www.openfogconsortium.org.
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