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Abstract: Physical (PHY) and media access control (MAC) layers of the medium frequency band
(less than 12 MHz) broadband power line communication technology for smart grid applications
(SGPLC) based on orthogonal frequency division multiplexing (OFDM) are specified in this
standard. The necessary security requirements that assure communication privacy and allow use
for mission critical and security sensitive services and applications are addressed in this standard.
The coexistence with other technologies based on IEEE Std 1901™-2010 also are addressed.
The approach that is geared towards achieving an extended communication range with medium
speeds in comparison with the existing power line communication technologies operating in similar
frequency bands is defined in this standard.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on
request from IEEE or viewed at http://standards.ieee.org/[PR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and tric!-us:

are developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standwds
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a conscasus
development process, approved by the American National Standards Institute (“ANSI”), . -uici brings
together volunteers representing varied viewpoints and interests to achieve the final product. IEEE Standards
are documents developed through scientific, academic, and industry-based technical \-orking groups.
Volunteers in IEEE working groups are not necessarily members of the Institute and part cipate without
compensation from IEEE. While IEEE administers the process and establishes rules to pre mote ‘airness in the
consensus development process, IEEE does not independently evaluate, test, or verity the accuracy of any of
the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, ¢~ el vironmental protection, or ensure
against interference with or from other devices or networks. Impleme. ers and users of IEEE Standards
documents are responsible for determining and complying with.all a ypropriate safety, security, environmental,
health, and interference protection practices and all applicabl> lav s ai. ! “egulations.

IEEE does not warrant or represent the accuracy or cont:nt of tiie material contained in its standards, and
expressly disclaims all warranties (express, implied and sta.:t<ry) not included in this or any other document
relating to the standard, including, but not limited to, the warranties of: merchantability; fitness for a particular
purpose; non-infringement; and quality, accura~y, >ffeciveness, currency, or completeness of material. In
addition, IEEE disclaims any and all conditiens i=lal.ng to: results; and workmanlike effort. IEEE standards
documents are supplied “AS IS” and “WITr1 ..LL FAULTS.”

Use of an IEEE standard is wholly olu tary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test; me 'sure, purchase, market, or provide other goods and services related to
the scope of the IEEE standar:.. r urthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change bro. oht about through developments in the state of the art and comments received
from users of the standard.

In publishing and mak ' »¢o/its standards available, IEEE is not suggesting or rendering professional or other
services for, or'un behalt »f, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person ¢ - enti 'y to another. Any person utilizing any IEEE Standards document, should rely upon his or
her own inacnendent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek tl e advice of a competent professional in determining the appropriateness of a given IEEE standard.

I17.NO L VENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
SXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event that
an [EEE standard is translated, only the English version published by IEEE should be considered the approved
IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations
Manual shall not be considered or inferred to be the official position of IEEE or any of its committees and shall
not be considered to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, >t
educational courses, an individual presenting information on IEEE standards shall make it clear that his o her
views should be considered the personal views of that individual rather than the formal position of IEEE

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interc:ted p. ty, regardless
of membership affiliation with IEEE. However, IEEE does not provide consultit,; int.*ma.ion or advice
pertaining to IEEE Standards documents. Suggestions for changes in docun2nis (hou.d be in the form of a
proposed change of text, together with appropriate supporting comments. Sinc. IE} E standards represent a
consensus of concerned interests, it is important that any responses to cornments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the 1,21 ~hers of its societies and Standards
Coordinating Committees are not able to provide an instant respoiise to *omments or questions except in
those cases where the matter has previously been addressed. For th. san.e reason, IEEE does not respond to
interpretation requests. Any person who would like to particip.te 1. revisions to an IEEE standard is welcome
to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Caard
445 Hoes Lane
Piscataway, NJ 08854 1ISA

Laws and regulations

Users of IEEE Standards. socumedts should consult all applicable laws and regulations. Compliance with
the provisions of any TEE\" Standards document does not imply compliance to any applicable regulatory
requirements. Impleientcrs of the standard are responsible for observing or referring to the applicable
regulatory requirement. ‘¢ EE does not, by the publication of its standards, intend to urge action that is not in
compliance wi. ~oplicabie laws, and these documents may not be construed as doing so.

Copyrighws

I EE ai. ‘tand approved standards are copyrighted by IEEE under U.S. and international copyright laws. They
are 1..ade available by IEEE and are adopted for a wide variety of both public and private uses. These include
bon use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the
promotion of engineering practices and methods. By making these documents available for use and adoption
by public authorities and private users, IEEE does not waive any rights in copyright to the documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy
portions of any individual standard for company or organizational internal use or individual, non-commercial
use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer
Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions
of any individual standard for educational classroom use can also be obtained through the Copyright Clearance
Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any .'me
by the issuance of new editions or may be amended from time to time through the issuance of amendi. ents;
corrigenda, or errata. A current IEEE document at any point in time consists of the current « Zitic» of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is"»or: than ten years
old and has not undergone a revision process, it is reasonable to conclude that its contunts, al hough still of
some value, do not wholly reflect the present state of the art. Users are cautioned to theck to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edit'on ind whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE ¥ picie at http://ieeexplore.ieee.org/
or contact IEEE at the address listed previously. For more informatic n about the IEEE-SA or IEEE’s standards
development process, visit the IEEE-SA Website at http://standaids.icae0org.

Errata

Errata, if any, for all IEEE standards can be access>d on the IEEE-SA Website at the following URL: http://
standards.ieee.org/findstds/errata/index.html. Ur<o e re encouraged to check this URL for errata periodically.

Patents

Attention is called to the possibii.i;7 ti at implementation of this standard may require use of subject matter
covered by patent rights. By pabl.cation of this standard, no position is taken by the IEEE with respect to the
existence or validity of an, pa ~ntrights in connection therewith. If a patent holder or patent applicant has
filed a statement of assiranc = via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Website at http://stanc ards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter ‘5-willing or unwilling to grant licenses under patent rights without compensation
or under reascuchle rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimitiation. *o applicants desiring to obtain such licenses.

Essenti al Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
sespans.ble foridentifying Essential Patent Claims for which a license may be required, for conducting inquiries
inv> the 1:gal validity or scope of Patents Claims, or determining whether any licensing terms or conditions
rovided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are
reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the
validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility.
Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 1901.1-2018, IEEE Standard for Medium Frequency (less than 12 MHz) Power
Line Communications for Smart Grid Applications.

This standard specifies physical (PHY) and media access control (MAC) layers of the medium frequency band
(less than 12 MHz) broadband power line communication technology for smart grid applications (SGPLC)
based on orthogonal frequency division multiplexing (OFDM). The standard addresses the necessary security
requirements that assure communication privacy and allow use for mission critical and security sensitive
services and applications. It also addresses the coexistence with other technologies based on IEEE Std 1901™,
This standard also defines the approach that is geared towards achieving an extended communication ra. ge
with medium speeds in comparison with the existing power line communication technologies operati. g i1
similar frequency bands.

8
Copyright © 2018 IEEE. All rights reserved.


https://www.stdhive.com/standards/ieee-19011-2018-pdf/

Contents

LR 170§ TSRS PRSP 20
2. NOTIMALIVE TETETEIICES ....euviuteiienieiieiieiieie ettt ettt ettt et b e bt bbb st ettt e e st est e bt e bt ebesbeete b e 20
3. Definitions, acronyms, and abDIEVIAtIONS ..........ecuieiiruiriierieie ettt ettt s seee e eneas 21
I B D 1< 311 115 10 TSRS 21
3.2 Acronyms and abDIEVIAtIONS .........couiiieiuiiieiieiieett ettt sttt ettt et et ese et e e ste e e saeeeesseenaeenean 21
4. GENETAL ACSCIIPTION ..o.vievtieiieiieiietieieete ettt et et este st ebeetaesbeesaeteessenseessesseesseeseensesssensessaessennsensesssensenssenss 24
AT INEFOAUCTION ...ttt ettt b e sb bbbt et ne et en s e e eneeneebeebesneebennes e 2!
4.2 DEVICE TOIS ...ttt ettt sttt et et h et s bt bbb st et et st et et e e eseeneebeenesneebes Drea 24
4.3 NEtWOIrK tOPOLOZY ...uviivieniieiietieiieeie ettt ettt ettt e et e beessesseeseesseensesseensennees ... Aageee- 3 25
4.4 Reference MOMEL......cuiiiiiiieiiiieiieiis ettt sttt sttt eee | eeaea .26
5. Network management SUD-LAYET...........ccuiiiiiiiiiieiet ettt e eneeeesneeneeeneas 27
5.1 Management packet fOIMAL ..........ooouiiiiiiiiieiieiee et e e E e e e e eneas 27
5.2 SINEIE NEEWOTK . ....eeiiiiiiie ettt ettt st s ne et e eneend RUROTRT 60
5.3 MUII-NEEWOTK ...ttt sttt ee e eeees e eeeneeseeeeeeneenaeeneas 64
5.4 Network MainteNanCe. ........ecueiueiieiiriieieeiieie ettt siee e seesee s ertees eeeaeesseeeesaeeeesneeeeeneas 64
6. MAC SUD-LAYCT.....cvieiieiieiieit et s et e et aeers 70
6.1 Frame fOImMat.......cooriiiiiiiiieieiecec ettt EE ettt ettt e 70
6.2 MAC SUD-1aYCr fUNCHIONS ..ottt ettt ste e eseensesnaeseenees 93
7. Data lINK JAYET SEIVICE ....eeueetiiieiieiieiteeieiteeie sttt eieees et et eseenaeemeenteesee bt eneesbeeseesteeneeeseeneenseenes 112
T1 OVEIVIBW ..ttt eieeieeeie st eeee st seesaeeneesseentesseenne £ 0e et eee et e et sae e et es e saeemeenaeeseenbeesseaseeneeeneeneeeneenes 112
7.2 Data transmission service at the data link 1ayer ...... ...l 113
7.3 Data management service at the data link layer..........ccooooiiiiiiiiii e 114
8. PRYSICAL IAYET ..ot e e ettt ettt b e et b e e sae b e s et e e b e ebeenseeteensenreenes 119
8.1 General requirements and defINItIONS 1o ... coiiiiieiieieicciee et 119
8.2 PhySICAl LAY @I SCIVICES ...viiuieuiieiee cee ettt ettt ettt e st et et essessaesbeessesbeesseeseensenseensenseenns 150
9. PHY TEQUITEIMEILS ......eeutieeieireeed eies ettt ettt ettt ettt e et e s e et es e e aeeme e beeseenbeemee st eneeabeenseeseeneenseenes 153
9.1 Transmitter electrical SPEEHICA TONS ....eo.eiiuieiiiiieieetiete ettt ettt sttt b e e e enes 153
9.2 Performance r@QUITEIIIENLE fuuuue.ieeeeeieteeeteite ettt eete et eateete et et e e et saeenteeseenaeemeesbeeseenbeensenseenseeseeneeeseenes 153
0.3 AMPLITUAC INAP 1.t it e et ettt ettt ettt et ea e et e bt st e bt e st et e b e bt et eeaeenes 154
L0, SEOUIILY 1.eveveeiies Lot et ettt ettt ettt et e s ae e e e eaeesseeseesseessenseesaesseessenseesseseeseesseenseessensesseensesssensensaens 155
TO.1 FramMEWOTK ..o bbbt b e et b ettt et eb ettt ebe e 155
10.2 SeCUTTE METROG T .ttt ettt ettt ettt et ebe e 155
10.3 Devi<e-bced security network (DSN) data confidentiality protocol.........c..ccvevvevverierienieiieniennnens 155
10.4 SEteh 7EY DISINAL ... ottt ettt sttt ste e bt e b e e st e sseesaesseensesseensessaensesssensensaens 158
10.5 KEY | TOVISIOMIIIZ ..vtueiitieiiittetteteste sttt ettt ettt eb et eb e sbe b s bt sa et e b et et et e s et eseebeebeebeebeebenee 160
10.6¢. Generation of AES encryption Keys and NONCES ..........cccververieiiieieniieienieeeeeie e seeve e saeennens 162
L B 01 S 13§ Lo PSPPSRSO 162
11.1 Multi-network coexistence and COOTAINATION. ..........eeuiiieriirieiietiete ettt ee e seens 162
11.2 Coexistence between non-interoperable ProtoCols ...........ccoeeerieierieieniee e 167
Annex A (informative) Whitelist Management...........c..ccvevieieriiiieneeieieeie e sse e sseennes 182
Annex B (informative) TeStiNg frame. ........ccoiiiiiiieiiiiee ettt sttt 183
9

Copyright © 2018 IEEE. All rights reserved.


https://www.stdhive.com/standards/ieee-19011-2018-pdf/

Annex C (informative) Bridging Dehavior ...........coioiiiiiiiiiieee e 184

Annex D (informative) Adaptation 0f IPVA/IPVO. .........ccooiiiiiiiiiiiiieeeeeeee e 185

Annex E (informative) EMC mitigation tOOLKIt..........c.eoieriiiertiierieeseee e 188

Annex F (informative) BiblIOZIaphy .......c..ccviiiiiiiiiiiiiieiest ettt et sre e s ese s esseeseens 190
10

Copyright © 2018 IEEE. All rights reserved.



List of Figures

Figure 1—Example of broadband carrier communication network topology ..........ccccevvveriivieriieieniieienene, 25
Figure 2—Example of a topology for multiple broadband carrier communication networks...............c........ 25
Figure 3—Protocol stack for a broadband carrier communication NetWork ............cccooeverieierieieinencnennenn 26
Figure 4—Exchange of management PACKETS ...........ccoeiuiiieiirieiieiee et 63
Figure 5—MMeAssocGatherInd PaCKet .........ccooiiiiiiiiiiiiee e 64
Figure 6—INetWOrk tOPOIOZY ...c.veeuiiiieie ettt ettt ettt e e st e e e et ese et e eneeneeenes 67
Figure 7—Format 0f @ MAC fTaME ......c.ooiiiiiiiiiiitiie ettt ettt 71
Figure 8—Format of an MPDU..........cooiiiiiiii ettt sttt ee et e e enee 74
Figure 9—Single-frame transmission with o SACK frame ...........ccceoiviiiiininiiineeeeeeeeeeee 79
Figure 10—Single-frame transmission with @ SACK frame ...........ccoocveieiiiiinieie i 79
Figure 11—PB format for an MPDU .........cccooiiiiiiiiiiieeeee et 83
Figure 12—PB format for a beacon MPDU ..........ccoiiiiiiiiiiieeeet et 85
Figure 13—Timeslot @llOCAtION. .....c..oiiiiiiiiieiiieceet ettt ettt 93
Figure 14—Beacon timeslot alloCAtION ..........oeiriiiiiiiieieeieie ettt see e 95
Figure 15—TDMA timesIot @allOCALION ......c.eoueiuiriiriiriiriiieieieiei ettt 96
Figure 16—CSMA timeslot allOCation ...........ccueiuiiiiiieieeiete sttt 96
Figure 17—Timeslot @llOCAtION. .....c..ciiiiiiiiiiiieeet ettt ettt 98
FAgUIe 18——BIFS ...ttt ettt ettt ettt et e bt e s et e ene e et e eneeeaeeneesseeneesneenseeseenseeneans 100
FIGUIE 19CIES (1) ettt ettt naeaes 101
FIGUIE 20——CIFS (2) 1ttt ettt ettt ettt b ettt s et b et senes 101
FIUIE 2T—RIFS ..ottt a bttt b e bbbttt et et seeseeneebeenes 101
FAgUre 22——FEIFS ...ttt ettt ettt ettt et e et e bt st et e ene e bt ene e eae e te et e ne st e neeneenteeneens 102
Figure 23—Inter-frame Space MEaASUTCIMENL .........c..eiuertiruerterieieieieiteteeie ettt ste et ste st enees e e eseeneeneeseanes 102
Figure 24—Inter-frame space measurement for RTS/CTS frames...........cccoeeeveinieiinieni e 103
Figure 25—Format 0f @ MAC frame .......ccoiiiiiiiiiiereeeeee ettt 104
Figure 26—Long MPDU GENEIation..........ccueruierieieieieeiieie sttt ettt et e et eneesseeaesseesesseeseeneens 105
Figure 27—Short MPDU ZENETAtiON. ......c.cctitiiirtiriiriirieieieseeieiieteit ettt ettt sttt ettt eeeeseene e enes 105
Figure 28—MAC frame 1€aSSCMDBLY .........ccciiuiiiiiiieii ettt 106
Figure 29—Packet fIILETING ...c..oveiiieiieieieet ettt eeeenes 107
11

Copyright © 2018 IEEE. All rights reserved.



Figure 30—Unicast SOF transSmiSSION .......cc.erutiiirierieitieiesiiete ettt ettt ettt eseesteete et eaeseeebesseenteeneens 108

Figure 31—SOF frame broadcast 10CaLlY ...........coocieriiiierieiieiicieieeeeeete et se e 109
Figure 32—SOF frame broadcast on the entire network by proxXy ..........cecceeeevenieneniienie e 110
Figure 33—SOF frame transmit on the Dranchi..............ccooveiiiiieiioiiiee e 111
Figure 34—Data link [aYEr SEIVICES ....c.eeeuieiiitieieitieie ettt ettt ettt et e sae et seeeee et ebesseenteeneens 112
Figure 35—Physical 1ayer archit@CtUre ..........cceevveiiiriiiieie ettt s sea s ssaeseenaens 120
Figure 36—Physical layer frame format .............coocioiiiiiiiiiieeee e 120
Figure 37—OFDM SYMDBOL tIMINE ......cceeuieiiieieieeiieieieeie sttt ettt este e eseesseessesseessesseensesseensesssensenseens 121
Figure 38—Frame control FEC PrOCESSINE ......ccoutiuieiiiieieiiieieeiieie ettt ettt s 121
Figure 39—Payload FEC PrOCESSING ......c.cccviiieriirierieiieriesitesteeiteteeieesteestesseessesseessesseessesseensesssensesssessessnens 123
Figure 40—Architecture of the turbo convolutional encoder ..............ccoeeviiiiiiiiieiiiie e 124
Figure 41—ENC1/ENC2 encoding architCCtUIC ..........cvevierieriieieieeiiesieeieeieeie st eee st eaeseeesaesseensessaeseennens 125
Figure 42—ScrambIing PIOCESS ......euieueiiuieiertieie ettt ettt sttt ettt ettt et e bt ese e bt e st e sae e e seeeaesseenbesseenteeneens 128
Figure 43—ROBO Interleaving ParameEterS...........ceervereerierierreeiesieeeesieetenseeseesseesesseessesseessesssessesssessessaens 131
Figure 44—ROBO OULPUIING .....cueetieiieieeiieete ettt ettt ettt ettt et e bt et esbe et e seeenaesseensesseenteaneans 135
Figure 45—Preamble data fOrmat ...........ccoooiiiiiiiiiii e 137
Figure 46—Illustration of pilot SyMbOl INSETtION ........cc.eiriiiiiiiiiiiieiieieieee e 143
Figure 47—Physical layer service reference model ...........occvevvivieiieiinieieeieecee e 150
Figure 48—MAC frame fragmentation and MPDU generation ............cccecuereeienienienienieneene e seeieeieens 157
Figure 49—MAC DSNA CBC m0de eNCIyPLiON PrOCESS. .....eerverrrerrerrereerienseeseesseesesseesessaessesssessessaessesaens 157
Figure 50—MAC DSNA CBC mode deCryPtion PrOCESS. .....ceoverteetireierieeiienieeeenteeneesieeeeseeeneesneensesseensesseens 158
Figure S1—NMK provisioning PrOCEAUIET .........c.ecieruereerieeeerreeieteeseesteestesseeseesseessesseessesseessesssessesssessessaens 160
Figure 52—NEK provisioning PrOCEAULIE .........c..coteriiiierieiietietieteetie it eitente ettt eee st eeeseeesaeseeeaesieesesneens 161
Figure 53—NEK 1e-provisioning ProOCEAUIET ............evuerierierierteeieieetesteestesteetesseeseesseessesseessesssessesssessesseens 161
Figure 54—NEK update missing, NEK re-proviSIOning .........cccccueruerieriieienieienieiesieeieseeeniesieeieseeeneeseeens 162
Figure 55—Multi-network bandwidth coOrdination .............ccceeveriieieniieiienieieee et 164
Figure 56—Bandwidth negotiation TEQUEST..........coteruiiierieiieteeiiet ettt ettt st eaeseee e eneens 164
Figure 57—Bandwidth negotiation principle 1 .........ccoocveviiieriiiiieiieieeeee et 165
Figure 58—Bandwidth negotiation Principle 2 ..........cooeeeiiiiiiieieeeee et 165
Figure 59—Bandwidth negotiation Principle 3 .........ccoccveriiierieiieieeiere ettt seeeeens 166
Figure 60—Timing of the ISP S1@Nal.......c.cooiiiiiii e et 168
12

Copyright © 2018 IEEE. All rights reserved.



Figure 61—Sync points (SINZle-Phase aC MAIN) .....ceouiiuierieiieiiiiieieeiieseee ettt s 172

Figure 62—Sync points (three-phase aC MaIN).........ccevverieiieriirieieeierieeieee e se e s e e ssaeseesaens 172

Figure 63—ISP time window and ISP fieldS CONCEPT ......oueiuieiiiriieiiciieieeee e 173

Figure 64—Periodicity Of ISP WINAOWS ......c.ooiiiiiiieieiiee et 174

FAGUIE 65—TSP HICLAS ...ttt ettt ettt ettt et st sb e b see et eneens 175

Figure 66—Composition of an ISP field: ISP signal and two ISP margins (silence periods) ............cceveneen. 177

Figure 67—Leakage signal 16VEl........cccooiiiiiiiiie e et 181
13

Copyright © 2018 IEEE. All rights reserved.



List of Tables

Table 1—Fields in the management packet header...........coecvivieiiieieiiiciic e 27
Table 2—Management packet types (MMTYPE) .......oooiiiiiiiee e 27
Table 3—Ficlds in MMEASSOCREQ PACKELS.......ccuiieiiiiieiiiiieiieiieieeteete ettt b e sne e 28
Table 4—Values of the Phase fleld ..........ccoiiiiiiiiininieccccc ettt 29
Table 5—Values of the Product Type field.........coviiiiiiiiiiieiiciieeeeeeee e 29
Table 6—Values of the MAC TyPe fleld .....ccueoiiiiiiieiieeee e 30
Table 7—Subfields in the STA Version fleld...........coviriirieiinieiniiiniececeee e 30
Table 8—Values of the System Start Reason field ...........ocooouiiiiiiiiiii e 30
Table 9—Values of the Version Date fleld ..o 31
Table 10—Values of the Proxy TYPe flIeld ........ooouiiiiiieee e 31
Table 11—Fields in MMEASSOCCNT PACKELS .....cviiviiiieiiiiieieetiei ettt b e ene e 32
Table 12—Values of the ReSult fIeld .........cocoiiiiiiiiiiic e 32
Table 13—Values of some thresholds in the Result field ...........cccoeoiiiiiiiiiiinicccceee 33
Table 14—Values of the TETfIEld......c..coviiiiiiiiniiiice et 33
Table 15—Subfields in the Route Info field...........ccooviiriiiniciiniiiiiiiccccc e 34
Table 16—Subordinate STA TIST.....c.eueiiirieiririeterest ettt ettt ettt ettt ae e 34
Table 17—Fields in MMeAssocGatherInd packets..........cvecvieieriieieriieieicieceee e 36
Table 18—Values of the ReSult fIeld .........cocooiiiiiiiniiiicc e 36
Table 19—Subfields in the STA Information field...........ccoeviniiiniiiiniiiiccc e 37
Table 20—Fields in MMeChangeProXyReq PaCKets........c.eecuiriiriiirieiieieet e 37
Table 21—Values of the Proxy TYPe fIeld ......cvoviiiiiiiieieeeeceeee e 38
Table 22—Values of the Reason field..........ooiiiiiiininiiiiicc e 38
Table 23—Fields in MMeChangeProXyCnf Packets ........ceecvivieriieieriieiesie e 39
Table 24—Value of the ReSult fleld .........ccooiiiiiiininiiic e 39
Table 25—Subordinate STA LISt .....c.cc.ciriiiiiriiiree et 40
Table 26—Fields in MMeChangeProxyBitMapCnf packets..........ccveeuirieriiierieiesiee e 41
Table 27—Value of the ReSUIt fIeld .......cc.ccoviiiiiiiiiiiicccc e 41
Table 28—Fields in MMeLeavelnd PacKetS.........ccoueiuieiiiieiieieieeee et 42
Table 29—Values of the Reason fleld...........coviiiiiiiiiiiiccccc e 42
14

Copyright © 2018 IEEE. All rights reserved.



Table 30—Subfields in the Leave STAMAC fIEld .....oooiiiiieiiiiiieeeeee e 43

Table 31—Fields in MMeHeartBeatCheck PacKets ...........cocveeieiiieieriieierieieceee e 43
Table 32—Fields in MMeDiscoverNodeLiSt PACKEtS ........cccuirieiiiriiiieiei e 44
Table 33—Values of the Role fleld ...........cooiiiiiiiiiiccce e 45
Table 34—Subfields in the Up Route Entry Information field............ccooooiiiiiniiiiiiiieeee 46
Table 35—Values of the Route Type subfield.........c.ooiiiiiiiiicieice e 46
Table 36—Subfields in the Received Discovery Information field..........c.cooeiiiiiiiiniiiiiiee 47
Table 37—Fields in MMeSuccessRateReport paCkets.........c.oovevvieieriieienieieceee e 47
Table 38—Subfields in the Communication Rate Information field............ccoceoiniiiiininininniie 48
Table 39—Fields in the MMeNetworkConflictReport packet...........ocveverieieriinieiieieceee e 48
Table 40—Subfields in the Neighboring Network Entry field ..........coooooiiiiiiiii e 49
Table 41—Fields in the MMeZeroCrossNTBCollectionReq packet...........oocvevvievierienieiieiecieiecieieeeenes 49
Table 42—Values of the Collection Mode field...........coeviiiiiiiiiiiiiiicecceeeeeee e 50
Table 43—Values of the Collection Period field............ccocioieiniiiniiiniiiiee e 50
Table 44—Fields of the MMeZeroCrossNTBReport packet.........coeecuivieiiiiiniiiiiiieeeeeeeee 50
Table 45—Subfields of the Difference NTB Phase field............cccoceoiiiiniiiiiiiiiiecccceceeee 51
Table 46—Fields in MMeLBDAtCHT PACKELS.......cc.eiiuiiiiiieieitieieee e 52
Table 49—Fields of MMeSetKeYREQUESE.........ccuiiieiiieieeiieieeiieie ettt esa s s s ens 53
Table 50—Values 0f Key TYPe fIeld .......ooeiiiiiiiie et 53
Table 51—Fields of MMeSetKeyCONfIM ........ccviiiiiiiiiiieieeiieie ettt nee e 54
Table 52—Values 0f ReSUlt fleld .......c.ciiiiiiiiiiii e 54
Table 53—Fields of MMeGetKEYREQUESE ........ccuiiiiiiieieeiieie ettt e nee s 55
Table 54—Fields of MMeGetKeYCONTIIM........oiuiiiiiiiieiieieet ettt 56
Table 55—Values Of RESUIEfIEld .........c.oviiiiiiiiiiicec e 56
Table 56—Fields of MMEAUtRIZREQUEST ........eoiuiiiiiiiiiiiieteet et 56
Table 57—Fields of MMeEAUthIZCONIITIN ........o.oiiiiiiiiiciiicicccc e 57
Table 58—Fields of MMeEENCryptedPIINd ...........cooooiiiiiiiiiiiiieee e 58
Table 59—Values 0f Payload TYPE......cc.eecieriiiieiieiecieeieeitete ettt ettt re e s sbe e enbeesseseeneenseenes 58
Table 60—Values Of PEKS. ..ottt st 58
Table 61—Fields in MMeSetAmMpPMAapRE[ PACKEL ......cvevvieiieiieiieieii et 59
Table 62—Fields in MMeSetAmpMapCnt packet..........oouieiiiieiiiieiiie e 60
15

Copyright © 2018 IEEE. All rights reserved.



Table 63—Values 0f Response fleld ..........coouiiiiriiiiieee e 60

Table 64—Fields in MMeNetworkDiagnosiSReport PACKEtS.........cvevvveierieiienieieceee e 60
Table 65—Definitions of the cyclic Shift PhaSE ........cceiviiiiiiiiee e 63
Table 66—Routing entries 0f the CCO ........ccoiviiiiiiiiieieeeeeee et eea s esee s enes 67
Table 67—Routing entries Of STAT ..ottt ee e 68
Table 68—Routing entrieS Of STAZ .......oociiiiiiieieeceeee ettt sttt beesaeseeneenseenes 68
Table 69——Period PATAIMIETETS .......ceiiuieiiiiieie ettt ettt ettt e et ettt et e s bt et e s bt et e e bt et e eseebeeneeneeenes 69
Table 70—Fields in a MAC frame header ..........ccooeoieiiiiiiiiniiiicicccceeee e 71
Table 71—Values of the Version fleld...........cocoiiriiiiiiiiiiiiiieeee e 71
Table 72—Values of the Send TYPe fleld ........ccveoviiiiiieieieeeee et 71
Table 73—Values of the MSDU Type fleld .......ooueiiiiiiiiiieieee e 72
Table 74—MAC Frame TYPe fIeld .....cooviiiiiiiieeeeeee et eee e 73
Table 75—Subfields in the Relay Variant field ............ooooiiiiiiiiiii e 73
Table 76—Values of Proxy Main Path FIag field...........ccccoiiiiiiiiiiiice e 74
Table 77—Values of the Broadcast Direction fleld............cccoueviiiiiiiiiiniiiiiccccccceeeee e 74
Table 78—Subfields in the FCfIeld..........ccoiiiiiiiiiccccee e 75
Table 79—Values of the Delimiter Type field..........ooiiiiiiiiiiie e 75
Table 80— Values of the Network Type fleld ......c.ooiiiiiiiiieieeiee e 75
Table 8 1—Values of the Version fleld...........oocoviiiiiiiiiiiiiciiee e 76
Table 82—Variant fields in @ beacon frame ...........c.ccoeiviiiiieiniiiniciccc e 76
Table 83—Values of the Phase Line fleld ........c.ccoiviiiiiiiiiiiiiiiiiieecceeeeeeee e 77
Table 84—Variant fields i @ SOF .......c.oocoiiiiiiiiiiiiceee e 77
Table 85—Values 0f the LID fleld ........ccoooiiiiiiiniiiiiicccccccs ettt 78
Table 86—Values of the Encryption Key Select field..........coviiiiieiiiiiiinieieeceee e 78
Table 87— Values of the Broadcast Flag field...........cccoouiiiiiiiiii e 79
Table 88—Values of the Resend FIag fleld .........c.oooiiiiiiiiiieiiicceee e 79
Table 89—Variant fields in an SACK frame..........cceviriiriiiienieiiiiiiieee et 80
Table 90— Variant fields in an inter-network coordinate frame .............coccvevirereniereneneieceeeeeeeee 81
Table 91—Variant fields in an RTS/CTS frame ........ccccoveeuiieiiiiiiiiiiiiceereeeeeeeeeee et 82
Table 92—Values of the MINBF fIeld .......c.ooueoiiiiiiiiiiiciccccc e 82
Table 93—RTSF INtEIPIETATION ....cueitieiiiiieit ettt ettt ettt sb et s be et e s bt e e s e et e eseebeeneeneeenee 83
16

Copyright © 2018 IEEE. All rights reserved.



B o) (0 o 2 o 5 (o) 5 1 0T | SO RO 84

Table 95—Subfields in the beacon frame payload field............cooieieriieiiiniiiee e 85
Table 96—Values 0f the BT fleld.......cc.coioiiiiiiiiiiicec et 86
Table 97— Values of the Networking Flag field............ccooiiiiiiiiiiice e 86
Table 98—Values of the Start AsSociate fleld ...........coiririiiiiniiiiiiiiiiiieecceereeee e 86
Table 99— Values of the Beacon Evaluation Flag field............cccooiriiiiiiiniiii e 86
Table 100—Subfields in the BMIIeld .......c.occoiiiiiiiiniiiice e 87
Table 101—Values of the NBE fleld.........ccooooiiiiiiiiiiciiccecccce e 87
Table 102—Values of the BEHDR field .......ccooiiiiiiiiiiiiiiiiiciiicicccneee et 87
Table 103—Value of the BELEN fleld ........c.couiiiiiiiiiiiicicccccceeee e 88
Table 104—Subfields in the STA Capability List field ........cccooieiiiiiiiiiii e 88
Table 105—Timeslot allocation LiSt..........ccooeiiuiiiiiiieieeecee e &9
Table 106—Subfields in the Non Central Beacon Information field............cccocooeniiininciiiiiiiiniene 90
Table 107—Subfields in the CSMA Slot Information field ............cccoeoiiiiiiiiiniinicceccee 90
Table 108—Subfields in the Bind CSMA Slot Information field...........c.cocoeininininininiiiieee 91
Table 109—ROULE PArAMELET LiST......c.eecvieieiiiieiieieeie ettt ettt ettt ettt st e e e sseensessaenbessaenseessenseeneenseenes 91
Table 110—Frequency Change LISt .........coieriiiiriieieee ettt sttt se e 91
Table 111—VCS timer value and channel status transition ............ccveuevrueieerinerieireeeeceeese e 99
Table 112—Inter-frame SPACE VAIUES ........ceouiiuiiiiiieii ettt sttt st eae e aeenens 102
Table 113—Data transmission service primitives at the data link layer............ccoocveverieniiiieneieeciees 113
Table 114—MSDU transSmit PIIMItIVE ......cecueeueeierieieitierte ettt etee st et ettt e st eeesaeeneeseeenaeseeesesseenseaneens 113
Table 115—MSDU ICEIVE PIIMILIVE. ....ccvieiereieieeeieieeeesiesitesteeteteeetesseessesseessesseessesseensesseessesssessesssessenseens 113
Table 116—Data management service primitives at the data link 1ayer ............ccoccoocoiviiiiiiniiiis 114
Table 117—Network topology qUETY PIIMITIVE.......cecviiieierieeeeieieetesteetesteeee st eee e eaeseeesaessaensessaeseesnens 114
Table 118—Network topology report PIrIMITIVE .......cceiierieiieiiiieie e 115
Table 119—Single network topology entry report PrimitiVe .........cc.eeverieerierierieneeieeieieseeseseesresaesseennens 115
Table 120—Network NID qUETIY PIIMITIVE....cc.eeiiiieiiiiieieiiiete ettt ettt et et st e te e ae e eaeseeeteeneens 115
Table 121—NID rePOIt PIIMILIVE ....eveeuieeiieieetieieetieieseesiestesseeteteeeaesteessesseessesseessesseessesseesesssensesssesesseens 116
Table 122—NID configuration PIimMItiVe .........ccoeeierieiiereiieie ettt ettt st e e s e e seeenaeeneens 116
Table 123—Neighbor network qUETY PIrimitiVe.........ccoccvererierieeieieeie sttt ae e saessaessessaesseenaens 116
Table 124—Neighbor network report PrimMItiVe ..........coverieiieriieiete et 117
17

Copyright © 2018 IEEE. All rights reserved.



Table 125—Single network topology entry report PrimitiVe .........cc.eeeereeiereerienieie oo 117

Table 126—WhiteliSt QUETY PIIMILIVE .....c.eeciireieieetieieseesieseete ettt eiee e estesteeseesseessesseensesseensessaensessaensenseens 117
Table 127—WhiteliSt rePOITt PIIMITIVE ...c.eeiiitiiiiieieie ittt ettt ettt sttt e e sbeebe e teeneens 118
Table 128—Whitelist cONfiguration PrimitiVe..........ccuerverierierieeieteeeerteeteste et eee e eaesseeaesseesessaeseesaens 118
Table 129—OFDM SYMDOLS .......eeuiitiiiiieeest ettt ettt ettt et e bttt e et esbe e teseeenaeeseenbesseenteeneans 121
Table 130—Diversity copier for frame CONLIOL............cocveviiiieriieieiieieeeee e 122
Table 131—Turbo interleaving parameter SETHNES. ........eeruerreruerierieeienieetienie ettt eee et e eeeseeenaeseeeeeaneens 125
Table 132—S 100kup table fOr PB 16 .........cccviiiiiieiee ettt 126
Table 133—S lookup table for PB72 ......cc.ooiiii ettt 126
Table 134—S lookup table fOr PB130 ........ccviiiiiiiieieciee ettt 126
Table 135—S lookup table for PB520 ........ccooiiiiiieecee et 127
Table 136—Puncturing model for the bit rate 0f 1/2........cccoooiiiiiieiieieeeeeee e 127
Table 137—Puncturing model for the bit rate 0f 16/18.......c.ooiiiiiiiiiie e 127
Table 138—Channel interleaving parameter SCHINGS .........ecververierteeieriieieneeeesteeeeeeeaeseenaesseessessaeseesnens 129
Table 139—Nibble Shift FUIES......c.coiiiiiiiiiie et 129
Table 140—ROBO basic MOUES..........corueuiriiiiriiiiriiieiiieieete ettt eaeas 129
Table 141—ROBO extended MOAES .......c.cccoviririiriinirieieieeetetet ettt 130
Table 142—Relation between IVy,,, Ad Nypvveverieieiiiiiieiiiiiciei 131
Table 143—ModUlation CAPACILY ....c..eeueireieiiitieieet ettt ettt ettt ettt et sbe et e et e ee st ebesseenteeneans 136
Table 144—Constellation point MapPINg taADIE ........cceeieriiiieriieieieeeeee et 136
Table 145—Bit-to-1/Q MapPing taDIe. .......ccciiiiiiiiei ettt 137
Table 147—Power normaliZation fACTOTS ...........ccuruiiriiiiiiieiieierete et 137
Table 146—Phase angle reference values for frame control and payload mapping...........cceecevverciienennnns 138
Table 149—Value of the PilotStepSize field..........ocieviiiiiieiieiee e 143
Table 148—Preamble phase tabIe ..........coioiiiiiiiie e et 145
Table 150—Communication freqUENCY DANAS ..........c.cccverieiieriiieiieierieeieee et se e 150
Table 151—Relative power of the preamble, frame control, and payload.............cccceeveerineniiiincieeee 150
Table 152—Signal transmission start State PriMItIVE ..........cceerveeverieeierieeieneeieseeeeseeseseessesseessessaessessnens 151
Table 153—Signal transmission completion State PriMItiVe .........cc.eeeereeiereeienieie e 151
Table 154—Signal receiving Start State PIIMITIVE. ........cververierieeierieeiesieettesteeeesseeeesaeeaesseesaesseesessaensessnens 151
Table 155—Frame control receiving completion Primitive...........cc.eeeereeiereeieniee e 151
18

Copyright © 2018 IEEE. All rights reserved.



Table 156—Payload receiving completion PrIMItIVE .........cceeruirieriirieniieiieee e 152

Table 157—NOISE POWET PIIMILIVE ....eevveerieeiertieieetieiesieesieeteessessteteeseesseessesseessesseessesseensesseensesssensesssessenseens 152
Table 158—Signal attenuation PIIMITIVE.......oc.eeuirierieitietesiiet ettt ettt ettt sae et st e e seeebeseeeteeneens 152
Table 159—SNR/AvVerage SNR PIIMITIVE. .....c.cevviiierieiierie ettt eve st steeseesaeeaesseeaessaesessaesessnens 152
Table 160—Estimated clock deviation PrimitiVe ...........ccoceiieruirieriiiierieeee et 153
Table 161—SNR requirements for basic TMIMOAES.........ccceerviiieriiiiiieieeieee e 154
Table 162—Power reduction for the amplitude Map eNtry ........ccceviriiiieiinieeee e 154
Table 163—Fields Of the IV ..ot 156
Table 164—Parameters Of ISP SIZNal........cociiiiiiiii e e 169
Table 165—ISP signal carrier freqUENCIES ........cc.eeieriiiierieeieieeteie ettt sae e sseeaesseesessaenseesaens 170
Table 166—ISP signal phase VECtOr FEETENCE. ........covuiiuieiiiiieieeiieie ettt 171
Table 167—ISP signal phase VeCtOr OfFSELS........cooiiriiiiereiieiecee et 171
Table 168—Meaning of the IEEE 1901.1 ISP window fields ...........cccoiiiiiiiiiiniieee e 175
Table 169—Meaning of the IH-C1 Window fields...........coeiiiriiiieriiiieieieeeeee e 175
Table 170—Meaning of the IH-C2 Window fields...........coeiiiiiiiiiiieieeeeee e 176
Table 171—Meaning of the IH-G Window fields ..........cccoeiieiiiieriieieieee e 176
Table D.1—Selection from IETF RFC 6282 [BE] ....cuviiiiiiiiiiieiie sttt ettt estee e v e 186
19

Copyright © 2018 IEEE. All rights reserved.



IEEE Standard for Medium
Frequency (less than 12 MHz)
Power Line Communications
for Smart Grid Applications

1. Scope

This standard specifies physical (PHY) and media access control (MAC) layers of the medium frequency band
(less than 12 MHz) broadband power line communication technology for smart grid applications (SGPLC)
based on orthogonal frequency division multiplexing (OFDM) (e.g., FTT and/or wavelet OFDM). This
standard coexists with IEEE Std 1901™-2010, IEEE Std 1901.2™-2013 [B1], and IEEE Std 1901.2a™-2015
[B2].12 The standard addresses the necessary security requirements that assure communication privacy and
allow use for mission critical and security sensitive services and applications. This standard also defines the
approach that is geared towards achieving an extended communication range in comparison with the existing
power line communication technologies operating in similar frequency bands.

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments or corrigenda) applies.

FIPS 197, Advanced Encryption Standard (AES), 2001}

IEEE Std 802™-2001, IEEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture.*’

1IEEE Std 1901™.-2010, IEEE Standard for Broadband over Power Line Networks: Medium Access Control
and Physical Layer Specifications.

'Information on references can be found in Clause 2.

*The numbers in brackets correspond to those of the bibliography in Annex F.

SFIPS publications are available from the National Technical Information Service, U.S. Department of Commerce (http://www.ntis.org/).
“The IEEE standards or products referred to in Clause 2 are trademarks owned by the Institute of Electrical and Electronics Engineers,
Incorporated.

SIEEE publications are available from the Institute of Electrical and Electronics Engineers (http://standards.ieee.org/).
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