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Abstract: EME2-AES and XCB-AES wide-block encryption with associated data (EAD) modes of
the NIST AES block cipher, providing usage guidelines and test vectors, are described. A wide-
block encryption algorithm behaves as a single block cipher with a large plaintext input and
ciphertext output, but uses a narrow block cipher (in this case Advanced Encryption Standard
[AES])) internally. These encryption modes are oriented toward random access storage devices
that do not provide authentication, but need to reduce the granularity of a potential attack.

Keywords: data-at-rest security, encryption, encryption with associated data (EAD), encrypt-mix-
encrypt-v2 mode of operation (EME2), extended codebook mode of operation (XCB),
IEEE 1619.2™ security, storage
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers
Concerning IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinati o
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its stana.rds
through an accredited consensus development process, which brings together volunteers represuating
varied viewpoints and interests to achieve the final product. IEEE Standards are documents ‘{eve.apea by
volunteers with scientific, academic, and industry-based expertise in technical working groups. */olunteers
are not necessarily members of IEEE or IEEE SA, and participate without compensation from IEE.Z. While
IEEE administers the process and establishes rules to promote fairness in the consensts development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of (e iniu ‘mation or the
soundness of any judgments contained in its standards.

IEEE does not warrant or represent the accuracy or completeness of the mater.:l cc atained in its standards,
and expressly disclaims all warranties (express, implied and statutory) not inciaded in this or any other
document relating to the standard, including, but not limited to, the v ar anties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, s ect: reness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditions rela ing i) results and workmanlike effort. In
addition, IEEE does not warrant or represent that the use ¢ the mauicrial contained in its standards is free
from patent infringement. IEEE Standards documents are sinpi’ed “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence-of an IEEE Standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to the scope of the IEEE standard. Furthermore: thy viewpoint expressed at the time a standard is approved
and issued is subject to change brought abcut ti rough developments in the state of the art and comments
received from users of the standard.

In publishing and making its standa: ds <ailable, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any.nei1 'on or entity, nor is IEEE undertaking to perform any duty owed by
any other person or entity to 240.er. sany person utilizing any IEEE Standards document, should rely upon
his or her own independert j. <gm 2nt in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advi~e of a competent professional in determining the appropriateness of a given
IEEE standard.

IN NO EVENT SHALL 'EEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPILLAP/, CR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TC PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINE™S INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OThE? 'VISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UF2N ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
1 FGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE is the approved IEEE
standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectui:s,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards _haly
make it clear that the presenter’s views should be considered the personal views of that individual ~athes
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interestea narty. regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not or.vidz interpretations,
consulting information, or advice pertaining to IEEE Standards docume..*s.

Suggestions for changes in documents should be in the form of a propcsed change of text, together with
appropriate supporting comments. Since IEEE standards represent a co.' cusus of concerned interests, it is
important that any responses to comments and questions also 1:ceive we concurrence of a balance of
interests. For this reason, IEEE and the members of its Sorietivs a. 4 Standards Coordinating Committees
are not able to provide an instant response to comments, or qu stic1s except in those cases where the matter
has previously been addressed. For the same reason, IEE”. uoes ot respond to interpretation requests. Any
person who would like to participate in evaluating co.amets or in revisions to an IEEE standard is
welcome to join the relevant IEEE working group. You can indicate interest in a working group using the
Interests tab in the Manage Profile & Interests are. of the IEEE SA myProject system. An IEEE Account is
needed to access the application.

Comments on standards should be submi te using the Contact Us form.

Laws and regulations

Users of IEEE Standards coc. me.ts should consult all applicable laws and regulations. Compliance with
the provisions of any ILSE Standards document does not constitute compliance to any applicable
regulatory requiremets. 'mplementers of the standard are responsible for observing or referring to the
applicable regulatory . »ar.rements. IEEE does not, by the publication of its standards, intend to urge action
that is not in cempliance vith applicable laws, and these documents may not be construed as doing so.

Data priva -y
“Iseicn. IEEE Standards documents should evaluate the standards for considerations of data privacy and

dav> own >rship in the context of assessing and using the standards in compliance with applicable laws and
.2gulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
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include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license
to photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8470;
https://www.copyright.com/. Permission to photocopy portions of any individual standard for educa. ona.
classroom use can also be obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be supciceded at any time
by the issuance of new editions or may be amended from time to time through the issuc«ace o1 amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of th> cuvent edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. Wher a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclu !¢ ot its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that

they have the latest edition of any IEEE standard.

In order to determine whether a given document is the ~u.ren. edition and whether it has been amended
through the issuance of amendments, corrigenda, or erra‘a, v sit IEEE Xplore or contact IEEE. For more
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Introduction

This introduction is not part of IEEE Std 1619.2™-2021, IEEE Standard for Wide-Block Encryption for Shared
Storage Media.

The purpose of this standard, similar to IEEE Std 1619™-2018 [B2], is to describe a method of encryption
for data stored in logical block-based devices, where the threat model includes possible access to stored
data by the adversary.! As in IEEE Std 1619-2018, this standard specifies length-preserving encryption
algorithms to be applied to the plaintext logical block before storing it on the storage media.

This standard improves on IEEE Std 1619-2018 by defining wide-block encryption algorithms. This mcans
that they act on the whole logical block at once, and each bit on the input plaintext influences every hit ¢©
the output ciphertext (and vice versa for decryption). In particular, this standard specifies the EME2-A™S
and the XCB-AES wide-block encryption algorithms.

Wide-block encryption better hides plaintext statistics and provides better protection than the nat. ~w-block
encryption, defined in IEEE Std 1619-2018, against attacks that involve traffic nalysis and/or
manipulations of ciphertext on the raw storage media.

! The numbers in brackets correspond to those of the bibliography in Annex A.
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IEEE Standard for Wide-Block
Encryption for Shared Storage Media

1. Overview

1.1 Scope

This standard specifies an architecture for encryption of data in random access s.xrag. devices, oriented
toward applications that benefit from wide encryption-block sizes of 512 byi»s/ana above.

1.2 Purpose

This standard specifies an architecture for media security and >nab’ing components. Wide encryption
blocks are well suited to environments where the atixcke: has repeated access to cryptographic
communication or ciphertext, or is able to perform traffic ana:sis of data access patterns. The standard is
oriented toward fixed-size encryption blocks without (tata expansion, but anticipates an optional data
expansion mode to resist attacks involving data tampering.

1.3 Word usage

The word shall indicates mandatory requ rer.ents strictly to be followed in order to conform to the standard
and from which no deviation is permit.~d (. =t/ equals is required to)."?

The word should indicates that ai.ory several possibilities one is recommended as particularly suitable,
without mentioning or exclucing cthers; or that a certain course of action is preferred but not necessarily

required (should equals is..eco..-w.ended that).

The word may is ui d to indicate a course of action permissible within the limits of the standard (may
equals is permitted to).

The woru can ‘s uscd for statements of possibility and capability, whether material, physical, or causal (can
equals is ab.> t0).

« Nou. native references

1..¢ following referenced documents are indispensable for the application of this document (i.e., they must
oe understood and used, so each referenced document is cited in text and its relationship to this document is

! The use of the word must is deprecated and cannot be used when stating mandatory requirements, must is used only to describe
unavoidable situations.
% The use of will is deprecated and cannot be used when stating mandatory requirements, will is only used in statements of fact.
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