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Abstract: Secure message formats and processing for use by Wireless Access in Vehicular 
Environments (WAVE) devices, including methods to secure WAVE management messages and 
methods to secure application messages are defined in this standard. It also describes 
administrative functions necessary to support the core security functions. 
Keywords: cryptography, IEEE 1609.2™, security, WAVE, wireless access in vehicular 
environments 
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Notice to users 

Laws and regulations 

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with 
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory 
requirements. Implementers of the standard are responsible for observing or referring to the applicable 
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not 
in compliance with applicable laws, and these documents may not be construed as doing so. 

Copyrights 

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and 
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this 
document available for use and adoption by public authorities and private users, the IEEE does not waive 
any rights in copyright to this document. 

Updating of IEEE documents 

Users of IEEE Standards documents should be aware that these documents may be superseded at any time 
by the issuance of new editions or may be amended from time to time through the issuance of amendments, 
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the 
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether 
a given document is the current edition and whether it has been amended through the issuance of 
amendments, corrigenda, or errata, visit the IEEE-SA Website at http://standards.ieee.org/index.html or 
contact the IEEE at the address listed previously. For more information about the IEEE Standards 
Association or the IEEE standards development process, visit IEEE-SA Website at 
http://standards.ieee.org/index.html. 

Errata 

Errata, if any, for this and all other standards can be accessed at the following URL: 
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata 
periodically. 

Patents 

Attention is called to the possibility that implementation of this standard may require use of subject matter 
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to 
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant 
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the 
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may 
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without 
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of 
any unfair discrimination to applicants desiring to obtain such licenses. 
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Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not 
responsible for identifying Essential Patent Claims for which a license may be required, for conducting 
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or 
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing 
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that 
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely 
their own responsibility. Further information may be obtained from the IEEE Standards Association. 
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Introduction 

This introduction is not part of IEEE Std 1609.2-2013, IEEE Standard for Wireless Access in Vehicular 
Environments—Security Services for Applications and Management Messages. 

5.9 GHz Dedicated Short Range Communications for Wireless Access in Vehicular Environments 
(DSRC/WAVE, hereafter simply WAVE), as specified in a range of standards including those generated by 
the IEEE P1609 working group, enables vehicle-to-vehicle (V2V), and vehicle-to-infrastructure (V2I) 
wireless communications. This connectivity makes possible a range of applications that rely on 
communications between road users, including vehicle safety, public service, commercial fleet 
management, tolling, and other operations. 

With improved communications come increased risks, and the safety-critical nature of many WAVE 
applications makes it vital that services be specified that can be used to protect messages from attacks such 
as eavesdropping, spoofing, alteration, and replay. Additionally, the fact that the wireless technology will 
be deployed in personal vehicles, whose owners have a right to privacy, means that inasmuch as possible 
the security services should respect that right and not leak personal, identifying, or linkable information to 
unauthorized parties. 

With this in mind, at the time that IEEE P1609 was established to develop the standards for the WAVE 
wireless networking protocols, the IEEE also established IEEE P1556™ (later renumbered as IEEE 1609.2) 
to develop standards for the security techniques that will be used to protect the services that use these 
protocols. These applications face unique constraints. Many of them, particularly safety applications, are 
time-critical: the processing and bandwidth overhead due to security must be kept to a minimum, to 
improve responsiveness and decrease the likelihood of packet loss. For many applications, the potential 
audience consists of all vehicles on the road in North America; therefore, the mechanism used to 
authenticate messages must be as flexible and scalable as possible, and must accommodate the smooth 
removal of compromised WAVE devices from the system. Additionally, as mentioned above, the privacy 
of privately owned and operated vehicles must be respected as far as technically and administratively 
feasible. 

This document specifies a range of security services for use by WAVE devices. Mechanisms are provided 
to authenticate WAVE management messages, to authenticate messages from non-anonymous users, and to 
encrypt messages to a known recipient. Mechanisms to provide anonymous authentication, particularly 
anonymous broadcast, will be provided in a separate document. 
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IEEE Standard for Wireless Access in 
Vehicular Environments—Security 
Services for Applications and 
Management Messages 

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, health, or 
environmental protection, or ensure against interference with or from other devices or networks. 
Implementers of IEEE Standards documents are responsible for determining and complying with all 
appropriate safety, security, environmental, health, and interference protection practices and all 
applicable laws and regulations. 

This IEEE document is made available for use subject to important notices and legal disclaimers.  
These notices and disclaimers appear in all publications containing this document and may  
be found under the heading “Important Notice” or “Important Notices and Disclaimers  
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at 
http://standards.ieee.org/IPR/disclaimers.html. 

1. Overview 

1.1 Scope 

This standard defines secure message formats and processing for use by Wireless Access in Vehicular 
Environments (WAVE) devices, including methods to secure WAVE management messages and methods 
to secure application messages. It also describes administrative functions necessary to support the core 
security functions. 

1.2 Purpose 

The safety-critical nature of many WAVE applications makes it vital that services be specified that can be 
used to protect messages from attacks such as eavesdropping, spoofing, alteration, and replay. Additionally, 
the fact that the wireless technology will be deployed in communication devices in personal vehicles as 
well as other portable devices, whose owners have an expectation of privacy, means that in as much as 
possible the security services must be designed to respect privacy and not leak personal, identifying, or 
linkable information to unauthorized parties. This standard describes security services for WAVE 
management messages and application messages designed to meet these goals. 
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