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Abstract: Secure message formats and processing for use by Wireless Access in Vehicular
Environments (WAVE) devices, including methods to secure WAVE management messages and
methods to secure application messages are defined in this standard. It also describes
administrative functions necessary to support the core security functions.
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Introduction

This introduction is not part of IEEE Std 1609.2-2013, IEEE Standard for Wireless Access in Vehicular
Environments—Security Services for Applications and Management Messages.

5.9 GHz Dedicated Short Range Communications for Wireless Access in Vehicular Environments
(DSRC/WAVE, hereafter simply WAVE), as specified in a range of standards including those generated by
the IEEE P1609 working group, enables vehicle-to-vehicle (V2V), and vehicle-to-infrastructure (V2I)
wireless communications. This connectivity makes possible a range of applications that rely on
communications between road users, including vehicle safety, public service, commercial fleet
management, tolling, and other operations.

With improved communications come increased risks, and the safety-critical nature of many W.\VE
applications makes it vital that services be specified that can be used to protect messages from ‘ttac’ss ~uch
as eavesdropping, spoofing, alteration, and replay. Additionally, the fact that the wireless technclogy will
be deployed in personal vehicles, whose owners have a right to privacy, means that inast. uch as possible
the security services should respect that right and not leak personal, identifying, or link.*le information to
unauthorized parties.

With this in mind, at the time that IEEE P1609 was established to develop tae s andards for the WAVE
wireless networking protocols, the IEEE also established IEEE P1556™ (later 1.nviabered as IEEE 1609.2)
to develop standards for the security techniques that will be used o frotect the services that use these
protocols. These applications face unique constraints. Many of them, » .iisularly safety applications, are
time-critical: the processing and bandwidth overhead due to se urity .aust be kept to a minimum, to
improve responsiveness and decrease the likelihood of packet los: For many applications, the potential
audience consists of all vehicles on the road in North .‘me.ica; therefore, the mechanism used to
authenticate messages must be as flexible and scalable s po.tible, and must accommodate the smooth
removal of compromised WAVE devices from the systen. A Iditionally, as mentioned above, the privacy
of privately owned and operated vehicles must be respecied as far as technically and administratively
feasible.

This document specifies a range of securitv scrv.ces for use by WAVE devices. Mechanisms are provided
to authenticate WAVE management mesag~s, to authenticate messages from non-anonymous users, and to
encrypt messages to a known recipicat. . 1e_hanisms to provide anonymous authentication, particularly
anonymous broadcast, will be provic>d 1. a separate document.

viii
Copyright © 2013 IEEE. All rights reserved.



https://www.stdhive.com/standards/ieee-16092-2013-pdf/

Contents

L. OVETVIEW ...ttt sttt ettt et h et ettt ettt b e s bbbt es b et et e bt s bt e bt e bt eb e e st esa et e st e e b e sbeebeemeennentens 1
L BT eTe) oL OO O OO TSPRTRPPPROP 1
LL2 PUIPOSE ettt ettt ettt ettt et e b e st e bt e s et e e bt e s ab e e bt e e st e ettt e sab e e bt e e sabeebbeesabeenbteennbeeaes 1
1.3 DOCUMENT OTZANIZATION. ...c..eeutieiiiiiiiiiie ittt ettt ettt te bt e bt et e et st e saee s bt e bt et eateebeesbeenbeenbeenaeeneesmeeneee 2
1.4 DOCUMENT COMVENTIONS ...eutientieitieiieiiieitiesttete et eet et e st te st e eteeateeatesaeesaeestee bt eneeeaeeeseesbeenbeenbeenaeeneesaeeneee 2
1.5 INOLE t0 TMPIEIMEIILEIS. ... eeevvieiieeieiieeieesteeete ettt esteestteesteestaeessseessseessseessseessseensseessseensseessseensseesssesnsses 2

2. NOTIALIVE TEIRIETICES . ...uveeutiiuieiiie ittt ettt ettt et et et et st e sa e e sbe et e st e es b e ebee st e e beenbeembeemaesaeesaeenbeeneeenteens 2

3. Definitions, abbreviations, and ACTOMNYINS .........cccieriierieeiieenieesteeseeerteeesseeetreesseeessreesseesssseesseessssessseesnes 3
T B B ) 10112 (o) 1 OO OSSO UUP PSR 3
3.2 AbDreviations and QCTOMYINIS ........ceuerrierueerieeriestestestesteeseesseessesseesseeseessesssesssesseasssanseensesssesssesseensens 8

4. GENEIAL AESCTIPLION. ....tieutieiieeiieeetesttete et ete et e stte st esteesesaesseesseesseenseenseesaensaenseensesnsesnsesneesseanseensennsensnenseans 10
4.1 WAVE Protocol StACK OVETVIEW .....ccuviieieiieiieiiieieeiie sttt sttt ettt e b eensessaesneesseenseenes 10
4.2 GENETIC SCCUIILY SEIVICES ..uvveuvreurerurererersietreteesresssesseesseeseasessesseesseasseasseassesssesseessesnsesssesssesseesseenseenes 12
4.3 SECUTILY PIOCESSINE SCTVICES ..veeuverurerurerrieteeeeenressteaseesseesseassessesseesseesseesseassesssesssesseessesnsesssesssesseenseenes 12
O @ 0170341 R < 4 1 USSR 14
4.5 Security ManagemMENTt SETVICES .. .c.uertertiertietieiieetierttenteeteetestesteestee et enteenteeseesbeenbeenseenbesseesaeenaeenseenes 16

S SECUIIEY SEIVICES ..euvvreutreetreeteeeiteeesseeesteeesseeetaeeseeassaeesseesnsaeanseesssseassessssesensessssessssessssesssesssesesesssasessessns 18
T € <31 1<) 1 L OO OO PTU RSP 18
5.2 Preconditions fOr SECUIE PrOCESSINE ......eeuvertiertiertierierieaitesieesteente et enteeteesteesbeenbeenbesseesaeesaeesaeenaeeneeenes 18
5.3 Secure data EXCRANZE. .........ooiiiiiiei ettt st 23
R ) T 1 1eTs BTN USSR 27
5.5 Validity of signed COMMUNICAIONS ........cverierrierrierieeieetestesieseeeteeteeeesesesseesseeseensessesseesseesseenseenes 29
5.6 Processing for SECUrity MANAGEMENL .........cceeruieriierieeieeeiesteseerte et eteeeeeseaesseesseebeessessesseesneesseenseenns 43
5.7 Certificate Management ENtitY ........coccuieieiierieiieie ettt sneesnee s e 51
5.8 CryptographiC OPETALIONS. .......ccuiertietieieeeieetieetiesteeteestestesetesseeseenseenseeseesssesseenseenseensesnsesseesneesseenseenes 53

6. Data structures for SECUIe COMMUIICALION. ......c.uertirtirteriirteriieitetetente sttt ettt st sbe s bt et st eaeseenbe e 55
6.1 Presentation Jan@UAZE .........ooeiiieiiiiii ettt ettt et st e 55
6.2 Structures fOr SECUIe COMMUNICATIONS ......eertiertiertieteete it sitentee it et eateettesteesteenbe et e eseesaeeseeesbeenaeeneeenee 65
6.3 Certificates and other security management data StIUCTUIES ........cccueeuiruerienienienieeie et 78

7. Service primitives and fUNCHIOMNS ....c..cecviieiieiiieeieeeieeeieeeieeeiee st e et e sbe e et e e sbeessbeessseessseessseensseessseenssens 102
7.1 General comments and CONVENTIONS ......ccueertieriiriiiiertienteerte et eiteette st eenteete et sitesbeesbee bt enteeneesseesneens 102
T2 SEC SAP ..ttt a e bbbt e et s hte bt e s ae et et eateebeenbeen 105
7.3 WIMERSEC SAP ...ttt ettt et et b et b et na b e 150
TAPSSME SAP ..ottt ettt ettt ettt b e bbbt be e 159
TS CME SAP ..ttt ettt b e bt a et et ae e b e 166
ToO PSSME-SSEC SAP ...ttt ettt ettt 179
T T CMESSEC SAP ..ttt et et ettt et b e bbb e 183
7.8 INternal fUNCHIONS ..c..eiueeiiiiiiiiiteitiet ettt ae ettt b e st eb et e b e e e b e 184

Annex A (normative) Protocol Implementation Conformance Statement (PICS) prforma......................... 200
A.1 Instructions for completing the PICS proforma............ccceecveeviiiiiieiiiiieecie e 200
A.2 PICS proforma—IEEE Std 1609.2 .........ccoiiiiiiiieeieeie ettt eee ettt svee e e e sbaeenveesnsaesnseeens 202

Annex B (informative) IEEE 1609.2 Security profiles .........ccocceeriieriieeriienieenieerie e esee e seeeeve e 212
Bl GONETAL....ciiiiiet ettt b ettt ettt b ettt e a e e bt b e bt naeas 212

X
Copyright © 2013 IEEE. All rights reserved.



B.2 Secure data @XChange ..........co.eiiuiiiiiieiiee e 213

B.3 IEEE 1609.2 security profile proforma...........ccceccueeriierieiiiieie et eeeeieeeiee st e evee s eveesveeenvee e 217
Annex C (normative) IEEE 1609.2 security profile for Specific use Cases.........cevvvrrrrrerveerieerieerireesereene 220
C.1 SAE J2735 BasiC Safety MESSAZEC......cccuerieriieriieiieieeieeiieseesteeteseeseesseesseesseenseessessaesseenseensesnsesnnes 220
G2 WS A ettt ettt h e e bt bt ettt et bbbt ae et ettt bt bbbt bttt e bt 222
Annex D (informative) Example and USE CaseS.......c.eccverierieriieiieieeiieniiesieeseeieseeseeesseesseenseansesssessaenseens 224
D.1 Examples of encoded data StrUCLUIES ............eeruieiieiieieeiiesieie ettt sttt sae e ene e 224
D.2 SECUIE data TECEPLION ... .vevieiieiieteeieeteeite it et eteeeteeetesstesse e seesseessesseesseenseenseenseensesssensaenseensesnsennnes 228
D.3 CrtifiCate TRQUESE ....cuvieuieeiieiieteeieeieeteete et eteesteeeteestesseesseeseenseessesseesseenseenseenseessesseeseenseensesnsesnnes 231
D.4 Signed WSA: full example with certificate request and WSA processing .........cecceeeeevveneenueenuennne. 242
D.5 ProCeSSING CRLS......oiiiiiiiiiieiieeciieeste et este ettt e e te e et e s taeebeesbaeesseesssaeesseesasaeenseesnsaeenseesnseesnseesns 253
D.6 Constructing a certificate Chain .........c.cooieriiiiiiiiie e 255
Annex E (informative) Rationale and FAQ .......cccooiiiiiiiiiiiiieeceeee ettt e e 260
BT INErOUCTION .ttt ettt et st sae e s bt et et et eeaeeeb e et e ebeenteemaesaees 260
E.2 General PhilOSOPRY ....ccviiiiiiiiiieiiteeie ettt ettt e et e et e e teeeaeessbaeesseesabaeesseesnsaeenseesnseesnseesns 260
E.3 System assumptions made in this standard .............ccceceeieiierinnieie e 263
L O 701102 21 o) 1 TSR 264
E.5 Secure data €XChangEe .......ccueiieriieiieeie ettt ettt sttt ettt et na et e seeneenneenneennes 267
E.0 SIZNEA WSAS ..ottt et ettt et e b e essesstesetessee st enseenseenseesaenseenseenseensennnes 269
E.7 CertifiCate TEQUEST ..eeuvieeveeiiesiieiieteeieeteste et eteesteeeteeetessaesseesseansesnsesseesseenseenseenseessensaenseenseensesnsennnes 272
EL8 CRL USC...ceieeiieiiieitt ettt ettt et et ettt s bt e st ettt e e e s bee b e ene e b eanesanes 273
E.9 Security mechanisms not included in this standard.............cccecceeeriieiiiiiiieiie e 273
Annex F (informative) Copyright statement fOr 6.1 ........coovieviieiiieriieeiiierieeeeee e e e 276
Annex G (informative) BiblIOGIaphy .........cocuiiiiiiiiiiiiee e e 277

X
Copyright © 2013 IEEE. All rights reserved.



IEEE Standard for Wireless Access in
Vehicular Environments—Security
Services for Applications and
Management Messages

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, health, or
environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http:/standards.ieee.org/IPR/disclaimers. html.

1. Overview

1.1 Scope

This standard defines secure message formats and processing for use by Wireless Access in Vehicular
Environments (WAVE) devices, including methods to secure WAVE management messages and methods
to secure application messages. It also describes administrative functions necessary to support the core
security functions.

1.2 Purpose

The safety-critical nature of many WAVE applications makes it vital that services be specified that can be
used to protect messages from attacks such as eavesdropping, spoofing, alteration, and replay. Additionally,
the fact that the wireless technology will be deployed in communication devices in personal vehicles as
well as other portable devices, whose owners have an expectation of privacy, means that in as much as
possible the security services must be designed to respect privacy and not leak personal, identifying, or
linkable information to unauthorized parties. This standard describes security services for WAVE
management messages and application messages designed to meet these goals.
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