IEEE SA

STANDARDS
ASSOCIATION

Health informatics—Device interoperability

Part 40102:
Foundational—Cybersecurity—
Capabilities for mitigation

IEEE Engineering in Medicine and wic'ogy Society

9
-
8
q
0
<
-
9

Developed by the
[EEE 11073™ Standards Cc mmittee

IEEE *td 1107 3-40102™-2020

< IEEE


https://www.stdhive.com/standards/ieee-11073-40102-2020-pdf/

IEEE Std 11073-40102™-2020

Health informatics—Device interoperability

Part 40102:
Foundational—Cybersecurity—
Capabilities for mitigation

Developed by the

IEEE 11073 Standards Committee

of the

IEEE Engineering in Medicine and Biology Society
Approved 24 September 2020

IEEE SA Standards Board


https://www.stdhive.com/standards/ieee-11073-40102-2020-pdf/

Abstract: For Personal Health Devices (PHDs) and Point-of-Care Devices (PoCDs), a security
baseline of application layer cybersecurity mitigation techniques is defined by this standard for
certain use cases or for times when certain criteria are met. The mitigation techniques are based
on an extended confidentiality, integrity, and availability (CIA) triad and are described generally to
allow manufacturers to determine the most appropriate algorithms and implementations. A scalable
information security toolbox appropriate for PHD/PoCD interfaces is specified that fulfills the
intersection of requirements and recommendations from the National Institute of Standards and
Technology (NIST) and the European Network and Information Security Agency (ENISA). A
mapping of this standard to the NIST cybersecurity framework; IEC TR 80001-2-2; and the
Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of
Privilege (STRIDE) classification scheme is defined.

Keywords: cybersecurity, IEEE 11073-40102™, medical device communication, mitiga‘ion
techniques, Personal Health Devices, Point-of-Care Devices
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers Concerning
IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standai s
through an accredited consensus development process, which brings together volunteers representing vaied
viewpoints and interests to achieve the final product. IEEE Standards are documents developed by volu xtee.
with scientific, academic, and industry-based expertise in technical working groups. Volur teer. are .iot
necessarily members of IEEE or IEEE SA, and participate without compensation from IEEE. v’hile 1tEEE
administers the process and establishes rules to promote fairness in the consensus development process, IEEE
does not independently evaluate, test, or verify the accuracy of any of the information.or ti ¢ soundness of
any judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and exress. » disciaims all warranties,
express or implied, concerning this standard, including but not limited to the v. arra) ties of merchantability,
fitness for a particular purpose and non-infringement. In addition, IEEE does nc. warrant or represent that
the use of the material contained in its standards is free from patent int: ng ement. IEEE standards documents
are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of a» IErE Standard does not imply that there
are no other ways to produce, test, measure, purchase, market, ¢ = provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoi 1t ex»ressed at the time a standard is approved and
issued is subject to change brought about through developn.c=.s in the state of the art and comments received
from users of the standard.

In publishing and making its standards availehle 1 ZE is not suggesting or rendering professional or other
services for, or on behalf of, any person o7 i ‘ity, .ior is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any.oei on 1 tilizing any IEEE Standards document, should rely upon his
or her own independent judgment ‘n e exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a 2omj etent professional in determining the appropriateness of a given IEEE
standard.

IN NO EVENT SHALL +’EE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR (CCNSUQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURL SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRU.TION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER .'N TONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERW'SE, ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE UPON
ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Trenslé tions

Tue IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE is the approved IEEE
standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter’s views should be considered the personal views of that individual rather than
the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interprets‘ion.
consulting information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, .>zeti »r ~vith
appropriate supporting comments. Since IEEE standards represent a consensus of concerned intc-ests, it is
important that any responses to comments and questions also receive the concurrence of a bai \nce of interests.
For this reason, IEEE and the members of its Societies and Standards Coordinating Comi:»ittes are not able
to provide an instant response to comments, or questions except in those cases where t e matter has
previously been addressed. For the same reason, IEEE does not respond to interpretati »n requescs. Any person
who would like to participate in evaluating comments or in revisions to an IE=I. stcadard is welcome to join
the relevant IEEE working group. You can indicate interest in a working group :sirZ the Interests tab in the
Manage Profile & Interests area of the IEEE SA myProject system. An "EEE Account is needed to access
the application.

Comments on standards should be submitted using the Contact IJs \>rm

Laws and regulations

Users of IEEE Standards documents should consult all app.222vle laws and regulations. Compliance with the
provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory
requirements. Implementers of the standard are 1 spousible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the j uu! cation of its standards, intend to urge action that is not
in compliance with applicable laws, and th.cs: doc aments may not be construed as doing so.

Data privacy

Users of IEEE Standards documens =tould evaluate the standards for considerations of data privacy and data
ownership in the context of astessing and using the standards in compliance with applicable laws and
regulations.

Copyrights

IEEE draft and ~nprovea . tandards are copyrighted by IEEE under US and international copyright laws. They
are made ava’ ablc by IEEE and are adopted for a wide variety of both public and private uses. These include
both use, L7 rei>rence, in laws and regulations, and use in private self-regulation, standardization, and the
promotion ot \ngineering practices and methods. By making these documents available for use and adoption
by nub.ic authorities and private users, IEEE does not waive any rights in copyright to the documents.

Phuotocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license
to photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400;
https://www.copyright.com/. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amedec
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE. Fci m¢ e
information about the IEEE SA or IEEE’s standards development process, visit the IEEE SA V/eb.ite.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website. Search 1o+ siandard number
and year of approval to access the web page of the published standard. Errata links «-e loci ted under the
Additional Resources Details section. Errata are also available in IEEE Xplore. Urers are encouraged to
periodically check for errata.

Patents
IEEE Standards are developed in compliance with the IEEE SA Patont Pdlicy.

Attention is called to the possibility that implementation of *his (tanuard may require use of subject matter
covered by patent rights. By publication of this standard, no nox tiol. is taken by the IEEE with respect to the
existence or validity of any patent rights in connection tl erewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of As:iance, then the statement is listed on the IEEE
SA Website at https://standards.ieee.org/about/sash/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling te gr. ut licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obiai, suc« licenses.

Essential Patent Claims may exist fcr which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validit; <= scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connc-~%ion with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonab > or non-discriminatory. Users of this standard are expressly advised that
determination of the van'ity >f any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. F. rthe information may be obtained from the IEEE Standards Association.

IMPORTAA T \{OTICE

IEEE Stanac+ds do not guarantee or ensure safety, security, health, or environmental protection, or ensure
agains  interference with or from other devices or networks. IEEE Standards development activities consider
researcl. and information presented to the standards development group in developing any safety
rccommendations. Other information about safety practices, changes in technology or technology
‘mpiementation, or impact by peripheral systems also may be pertinent to safety considerations during
iniplementation of the standard. Implementers and users of IEEE Standards documents are responsible for
determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.
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Introduction

This introduction is not part of IEEE Std 11073-40102-2020, Health informatics—Device interoperability—Part 40102:
Foundational—Cybersecurity—Capabilities for mitigation.

Users of Personal Health Devices (PHDs) and Point-of-Care Devices (PoCDs) have implicit expectations on
convenience, connectivity, accessibility, and security of data. For example, they expect to connect
PHDs/PoCDs to their mobile devices and dashboards, view the data in the cloud, and easily share the
information with clinicians or care providers. In some cases, the users themselves are taking action to build
connections between PHDs/PoCDs, mobile devices, and the cloud to create the desired system. While many
manufacturers are working on solving PHD/PoCD connectivity challenges with proprietary solutions; no
standardized approach exists to provide secure plug-and-play interoperability.

The ISO/IEEE 11073 PHDs/PoCDs family of standards, Bluetooth Special Interest Group. prefiles ana
services specifications, and the Continua Design Guidelines (PCHAlliance [B20]) were ' vewnel to
specifically address plug-and-play interoperability of PHDs/PoCDs (e.g., physical activity  .monitor,
physiological monitor, pulse oximeter, sleep apnoea breathing therapy equipment, ventilator insulin delivery
device, infusion pump, continuous glucose monitor). In this context, the following wcxm: have specific
meanings:

—  Interoperability is the ability of client components to communicai. ana share data with service
components in an unambiguous and predictable manner as well as ~.understand and use the
information that is exchanged (PCHAlliance [B20]).

—  Plug and play are all the user has to do to make a connection - v systems automatically detect,
configure, and communicate without any other human inte action \iSO/IEEE 11073-10201 [B13]).!

Within the context of secure plug-and-play interoperability, :vbe.security is the process and capability of
preventing unauthorized access or modification, misuse, d-wial 0. use, or the unauthorized use of information
that is stored on, accessed from, or transferred to and Fomr a PHD/PoCD. This standard describes the
capability part of cybersecurity for transport-independent applications and information profiles of
PHDs/PoCDs. These profiles define data exchange  data representation, and terminology for communication
between agents (e.g., pulse oximeters, sleep ap e breathing therapy equipment) and connected devices
(e.g., health appliances, set top boxes, cell ni.on s, personal computers, monitoring cockpits, critical care
dashboards).

For PHDs/PoCDs, this standard dei nes » security baseline of application layer cybersecurity mitigation
techniques for certain use cases or (=r ‘imes when certain criteria are met. This standard provides a scalable
information security toolbo> appropriate for PHD/PoCD interfaces, which fulfills the intersection of
requirements and recomme nda. ~+s from the National Institute of Standards and Technology (NIST) and the
European Network and Info. mation Security Agency (ENISA). This standard maps to the NIST cybersecurity
framework [B15]; 7C "R 80001-2-2 [B8]; and the Spoofing, Tampering, Repudiation, Information
Disclosure, Denial of . ~rvice, and Elevation of Privilege (STRIDE) classification scheme. The mitigation
techniques are Losed on a.: extended confidentiality, integrity, and availability (CIA) triad and are described
generally to a.'ow rianufacturers to determine the most appropriate algorithms and implementations.

' The numbers in brackets correspond to the numbers of the bibliography in Annex A.
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Health informatics—Device interoperability

Part 40102:
Foundational—Cybersecurity—
Capabilities for mitigation

1. Overview

1.1 General

Many Personal Health Devices (PHDs) and Point-of-Care Devices (PoCDs) provide vital support for people
living with chronic disease or experiencing a life-threatening medical event. Cybersecurity attacks on
vulnerable devices may lead to the alteration of prescribed therapy (e.g., sleep apnoea breathing therapy,
insulin therapy) or to information disclosure that results in insurance or identity fraud or in direct or indirect
patient harm. Companies subject to a successful cybersecurity attack may suffer financial harm and a negative
reputation.

Manufacturers of PHDs/PoCDs may be required to support application layer end-to-end information security.
PHD/PoCD data exchange may be conducted over an untrusted transport. Also, a requirement may exist for
multiple access control levels (e.g., restricted read access, restricted write access, full read access, full write
access, full control access). Most PHDs/PoCDs have limited resources (e.g., processing power, memory,
energy). Current standardized PHD/PoCD data exchange assumes the exchange is secured by other means,
such as secure transport channel. This assumption requires that manufacturers define solutions by, for
example, extensions or using mechanisms on the transport layer. Such solutions limit the usage of PHD/PoCD
data exchange standards and restricts interoperability.

This standard is based on the PHD Cybersecurity Standards Roadmap findings (IEEE white paper [B10])
and defines a security baseline of application layer cybersecurity mitigation techniques for PHD/PoCD
interfaces.? The mitigation techniques address an extended confidentiality, integrity, and availability (CIA)
triad and allow manufacturers to implement the most appropriate algorithms. The mitigation techniques are
not dependent on a specific risk management process. Instead they are applicable to any approach, including
the vulnerability assessment described in IEEE Std 11073-40101™ [B9]. In Figure 1, IEEE Std 11073-40101
is depicted by the top row, and this standard is depicted by the bottom row.

2 The numbers in brackets correspond to the numbers in the bibliography in Annex A.
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