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Abstract: Within the context of the ISO/IEEE 11073 family of standards for point-of-care (PoC)
medical device communication, a communication protocol specification for a distributed system
of PoC medical devices and medical IT systems that need to exchange data, or safely control
networked PoC medical devices by profiling Web Service specifications, is defined by this standard.
Additional Web Service specifications are part of this standard.
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IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on
request from IEEE or viewed at http://standards.ieee.org/[PR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-uce, a.>
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards As-o-
ciation (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a conscasus
development process, approved by the American National Standards Institute (“ANSI”), which by “igs . ~ecther
volunteers representing varied viewpoints and interests to achieve the final product. IEEE Standarc: are doc-
uments developed through scientific, academic, and industry-based technical working grou,s. Volunteers in
IEEE working groups are not necessarily members of the Institute and participate without cam sensation from
IEEE. While IEEE administers the process and establishes rules to promote fairness in the consc 1sus develop-
ment process, IEEE does not independently evaluate, test, or verify the accuracy of ai.> o' "the information or
the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, C= el vironmental protection, or ensure
against interference with or from other devices or networks. Implemente. anu users of IEEE Standards doc-
uments are responsible for determining and complying with all ap ropriate safety, security, environmental,
health, and interference protection practices and all applicabl> lav.s ai.!<egulations.

IEEE does not warrant or represent the accuracy or conf:nt of tiie material contained in its standards, and
expressly disclaims all warranties (express, implied and sta.**<ry) not included in this or any other document
relating to the standard, including, but not limited to, the warranties of: merchantability; fitness for a particular
purpose; non-infringement; and quality, accura<y, >ffeciiveness, currency, or completeness of material. In
addition, IEEE disclaims any and all conditiens i=lat.ng to: results; and workmanlike effort. IEEE standards
documents are supplied “AS IS” and “WITr1 ..LL FAULTS.”

Use of an IEEE standard is wholly olu tary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test; me 'sure, purchase, market, or provide other goods and services related to
the scope of the IEEE standar:.. t urthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change ro. oht about through developments in the state of the art and comments received
from users of the standard.

In publishing and mak »eo/its standards available, IEEE is not suggesting or rendering professional or other
services for, or'vn behalt of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person ¢ - enti 'y to another. Any person utilizing any IEEE Standards document, should rely upon his or
her own ina nendent judgment in the exercise of reasonable care in any given circumstances or, as appropri-
ate, se"k the auvice of a competent professional in determining the appropriateness of a given IEEE standard.

I17.NO L VENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
SXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCURE-
MENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING
IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE UPON ANY STANDARD, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND REGARDLESS OF WHETHER SUCH
DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event that
an [EEE standard is translated, only the English version published by IEEE should be considered the approved
IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations
Manual shall not be considered or inferred to be the official position of IEEE or any of its committees and shall
not be considered to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, >t
educational courses, an individual presenting information on IEEE standards shall make it clear that his o her
views should be considered the personal views of that individual rather than the formal position of IEEE

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interc:ted p. ty, regardless
of membership affiliation with IEEE. However, IEEE does not provide consultit,; int.»ma.ion or advice
pertaining to IEEE Standards documents. Suggestions for changes in docun2nis (hou.d be in the form of a
proposed change of text, together with appropriate supporting comments. Sinc. IE} E standards represent a
consensus of concerned interests, it is important that any responses to cornments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the 1,21 ~hers of its societies and Standards
Coordinating Committees are not able to provide an instant response v con.ments or questions except in those
cases where the matter has previously been addressed. For the same 1 2aso 1, IEEE does not respond to interpre-
tation requests. Any person who would like to participate in rcisicns to an IEEE standard is welcome to join
the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Caard
445 Hoes Lane
Piscataway, NJ 08854 IS4

Laws and regulations

Users of IEEE Standards dscu. ~er.s should consult all applicable laws and regulations. Compliance with the
provisions of any IEEF Sta. dards document does not imply compliance to any applicable regulatory require-
ments. Implementer: of ti = standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE doc - 1iot, by the publication of its standards, intend to urge action that is not in compliance
with applicabl< . ws, and whese documents may not be construed as doing so.

Copyrighws

I EE au ft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
The, arc made available by IEEE and are adopted for a wide variety of both public and private uses. These
inciude both use, by reference, in laws and regulations, and use in private self-regulation, standardization, and
the promotion of engineering practices and methods. By making these documents available for use and adop-
tion by public authorities and private users, IEEE does not waive any rights in copyright to the documents.
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Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy
portions of any individual standard for company or organizational internal use or individual, non-commercial
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Users of IEEE Standards documents should be aware that these documents may be superseded at any .'me
by the issuance of new editions or may be amended from time to time through the issuance of amendi. ents;
corrigenda, or errata. An official IEEE document at any point in time consists of the current editi >~ o1 *he /1oc-
ument together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is"»or: than ten years
old and has not undergone a revision process, it is reasonable to conclude that its contunts, al hough still of
some value, do not wholly reflect the present state of the art. Users are cautioned to theck to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edit'on ind whether it has been amended
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Errata, if any, for all IEEE standards can be aciessed on the IEEE-SA Website at the following URL:
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periodically.

Patents

Attention is called to the posibi*itv that implementation of this standard may require use of subject matter
covered by patent rights. [y . hl‘cation of this standard, no position is taken by the IEEE with respect to
the existence or validitv 01 2ny patent rights in connection therewith. If a patent holder or patent applicant
has filed a statemen* of a.surance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at . ‘ty://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
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recnonsit le for identifying Essential Patent Claims for which a license may be required, for conducting inqui-
“ies 1to the legal validity or scope of Patents Claims, or determining whether any licensing terms or conditions
provided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are
reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the valid-
ity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility. Further
information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 11073-20702-2016, Health informatics—Point-of-care medical device
communication—Part 20702: Standard for Medical Devices Communication Profile for Web Services.

ISO/IEEE 11073 standards enable communication between medical devices and external computer systems.
They provide automatic and detailed electronic data capture of patient vital signs information and device
operational data. The primary goals are to:

— Provide real-time plug-and-play interoperability for patient-connected medical devices

— Facilitate the efficient exchange of vital signs and medical device data, acquired at the point-6._cai.
(POC), in all healthcare environments

This standard defines a discovery, messaging, and event propagation method for a distributea 2OC ‘uedi-
cal device communication system. It serves as communication transport layer related: to the existing
ISO/IEEE 11073 standards series (ISO/IEEE 11073-10101:2004 [B6], ISO/IEEE 11073-1020.-:2004 [B7], and
ISO/IEEE 11073-20101:2004 [B8])." Moreover, a set of protocols is defined that al'ows . ansmission of
real-time streams (e.g., waveforms) and remote control of a medical device in a sa.> wa . For this purpose,
it introduces implementation constraints and extensions on the Devices Prcfils ior Weo Services (DPWS)
standard (OASIS DPWS V1.1) in order to allow the utilization of DPWS in such ~n e1 vironment.

Furthermore, this standard is intended to be compatible with the Integrc ‘i = the Healthcare Enterprise (IHE)
International’s technical framework specifications for using Web Scivice. for achieving interoperability in
healthcare [e.g., Web Services Basic Profile 2.0 (WS-I Basic Profi'= V ..0)], which is used by Information
Technology Infrastructure (ITI) Technical Framework Volun.» 2,." opendix V: Web Services for IHE Trans-
actions, and further referenced for device information exckuage 1 the Patient Care Device (PCD) Technical
Framework Volume 2 [B5].

In the IHE Patient Care Device (PCD) domain, V’eb Services are used to wrap IHE PCD HL7 messages.
Beyond that, this standard adds the capability o1 v:0 iding a plug-and-play and publish-subscribe supporting

Web Services infrastructure to create a service-cricnted architecture in distributed systems of medical devices.

The non-normative name of this standa.d is “*iedical Devices Profile for Web Services” (MDPWS).

'The numbers in brackets correspond to those of the bibliography in Annex E.
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Health informatics—Point-of-care medical device communication

Part 20702: Medical Devices
Communication Profile for
Web Services

1. Overview

1.1 Scope

The scope of this standard is a communication protocol specification for a distributed system of point-of-care
(PoC) medical devices and medical IT systems that need to exchange data or safely control networked PoC
medical devices by defining a profile for Web Service specifications and defining additional Web Service
specifications as part of this standard.

1.2 Purpose

Currently, there is no part of the 11073 standard series that allows plug-and-play-enabled communication of
medical devices in an Internet Protocol (IP)-based distributed PoC medical device communication system.
Therefore, this standard defines a discovery, messaging, and event propagation method for a distributed PoC
medical device communication system based on Web Services. Moreover, it proposes a set of protocols that
allow advertisement of STREAMs (e.g., waveforms) as well as provision of remote control in a safe way.
For this purpose, the Devices Profile for Web Services (DPWS) is used as a communication foundation and
tailored to be utilized in a distributed PoC medical device communication system.

This standard can be used for any diagnostic, therapeutic, or monitoring communication needs where PoC
medical devices shall be able to discover communication partners, exchange virtual device descriptions,
provide and consume event-driven data, and enable safe remote control.

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they shall
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments or corrigenda) applies.
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