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INTERNATIONAL ELECTROTECHNICAL COMMISSION

Security of ME equipment containing high-activity
sealed radioactive sources

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote internationa:
co-operation on all questions concerning standardization in the electrical and electronic fields. To this ei 1 and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Rep. rts,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). The'r
preparation is entrusted to technical committees; any IEC National Committee interested in the subject ¢ =alt vith
may participate in this preparatory work. International, governmental and non-governmental orga‘iiza ‘ons ‘aising
with the IEC also participate in this preparation. IEC collaborates closely with the International : " cgar.’z=.ion for
Standardization (ISO) in accordance with conditions determined by agreement between the two org nizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possilt'e, an international
consensus of opinion on the relevant subjects since each technical committee has icnre entation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are >ccepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that (ne echnical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in wich hey are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committe.s indertake to apply |IEC Publications
transparently to the maximum extent possible in their national and reginna. nubiications. Any divergence between
any IEC Publication and the corresponding national or regional pub! cation snall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. !~dep ~nac={ certification bodies provide conformity
assessment services and, in some areas, access to IEC ma.“s ¢’ conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition o1 *his publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC Nati. nal Committees for any personal injury, property damage or
other damage of any nature whatsoever, whe .2r direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, us> cf, ur reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative rofer. nces cited in this publication. Use of the referenced publications is
indispensable for the correct applica ion »f this publication.

IEC draws attention to the poss.hilit © that the implementation of this document may involve the use of (a)
patent(s). IEC takes no positizi1 « ance.ning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the date . publication of this document, IEC had not received notice of (a) patent(s), which
may be required to imple~ ent ...*2 document. However, implementers are cautioned that this may not represent
the latest information, whic> may be obtained from the patent database available at https://patents.iec.ch. IEC
shall not be held restons ble for identifying any or all such patent rights.

IEC 63322 has been p.apared by subcommittee SC 62C: Equipment for radiotherapy, nuclear
medicine _and radiation dosimetry, of IEC technical committee TC 62: Medical equipment,
software, and sisstems. It is an International Standard.

The text of this International Standard is based on the following documents:

Draft Report on voting

62C/945/FDIS 62C/950/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.
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In this document, the following print types are used:

— requirements and definitions: roman type;
— test specifications: italic type;

— informative material appearing outside of tables, such as notes, examples and references: in smaller type.
Normative text of tables is also in a smaller type;

— TERMS DEFINED IN IN THIS DOCUMENT OR AS NOTED: SMALL CAPITALS.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

The committee has decided that the contents of this document will remain unchanged unu' the
stability date indicated on the IEC website under webstore.iec.ch in the data relatea ‘o ne
specific document. At this date, the document will be

e reconfirmed,
e withdrawn, or

e revised.
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INTRODUCTION

Two new international treaties were entered into force in the early 21st century, namely the
International Convention on the Suppression of Acts of Nuclear Terrorism (2007) [1]! and the
Amendment to the Convention on the Physical Protection of Nuclear Material (2016) [2].
International treaties contain obligations to be implemented by each State Party, i.e.,
commitments to make every effort to prevent unlawful access to radioactive materials, such as
SEALED RADIOACTIVE SOURCES. While the international treaties are binding to the State Parties,
they do not contain requirements that are directly applicable or useful for the different target
groups of this document, the MANUFACTURERS of ME EQUIPMENT and the RESPONSIBLE
ORGANIZATION as the equipment user. This document provides requirements on how to secure
ME EQUIPMENT in order to protect against unauthorized access of the SEALED RADIOACTIVE
SOURCES contained and on SECURITY ARRANGEMENTS in the location in which the ME EQUIFMENT
is used or stored. These requirements are consistent with the intentions and goals of the
international treaties.

Aware of the need and the urgency for a standard that aims at protecting Mc EQU!PMENT
containing high-activity SEALED RADIOACTIVE SOURCES from unauthorized access, 20
participating members of the National Committees voted in February 2020 in favor of
establishing a security standard to address this risk.

This document complements safety standards for ME EQUIPMENT centziiing figh-activity SEALED
RADIOACTIVE SOURCES, for example [3] and [4], by addressing secui.'y, ¢ nd therefore deviates
somewhat from the structure established by IEC 60601-1 for standa:ds that are defined as
safety standards only. This document does not in any way in.nect on the implementation of, or
adherence to, the requirements of IEC 60601-1 regar~ing BASIC SAFETY and ESSENTIAL
PERFORMANCE.

The MANUFACTURER and the RESPONSIBLE ORGANIZAT:2N w9oth have responsibilities for the secure
use of ME EQUIPMENT containing high-activity SE. LEC RADIOACTIVE SOURCES. This document
establishes security requirements for the two entitics based on an assumption of the threat.
The requirements are strictly separated in«different clauses for the MANUFACTURER and the
RESPONSIBLE ORGANIZATION to facilitate ccrtitcation. The appropriate national regulators and
other competent organizations will provide auditional input regarding the threat level and in
response to a security event. The MANUFACTURER of ME EQUIPMENT containing high-activity
SEALED RADIOACTIVE SOURCES will hav : responsibility for the requirements that relate to the ME
EQUIPMENT itself, such as the eq lip.nent's design, the use of materials and components, and
other measures that will incicas» the equipment's physical resistance against attempts to
remove the SEALED RADIOATI: E SOURCES unlawfully, including devices that provide a warning
in case of such an attemnot.

The RESPONSIBLE ORGAN ZATION will have responsibility for the security requirements that relate
to the location where *he equipment is used or stored, that the staff is well informed and that
there are actic.ic planncd in case there is a security event. The implementation of a SECURITY
CULTURE (5] ‘upported by the leadership of the RESPONSIBLE ORGANIZATION will be both
necessary a>d naportant to maintain effectiveness of the security system.

Tie “‘cannliance with the requirements of this document will be objectively tested by an
asciaditec test house. A certificate will communicate compliance with this document and help
to buiid trust among the users and with patients and the public. The overall impact of all
1easures taken by the MANUFACTURER and by the RESPONSIBLE ORGANIZATION will contribute to
reducing the risk that perpetrators can succeed in attempts to illegally access and remove the
SEALED RADIOACTIVE SOURCES from the ME EQUIPMENT.

1 Numbers in square brackets refer to the Bibliography

6
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The methodology, including the numerical parameters, expressed in EN 1143-1:2019 is used
to quantify the required physical resistance of SECURED ME EQUIPMENT against unauthorized
removal of the SEALED RADIOACTIVE SOURCES.
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1 Scope

This document establishes security requirements of ME EQUIPMENT using high-activity SEALED
RADIOACTIVE SOURCES, directly or indirectly, for medical treatment and other clinical procedures.
ME EQUIPMENT containing SEALED RADIOACTIVE SOURCES that are defined as Category 1, 2 and 3
RADIOACTIVE SOURCES by IAEA [6] are subject to this document.

The object of this document is to specify requirements for the security of ME EQUIPMENT
containing high-activity SEALED RADIOACTIVE SOURCES with the aim to minimize the risk of
unauthorized access to the contained SEALED RADIOACTIVE SOURCES, and to serve as the basis
for other standards. This document contains requirements for the MANUFACTURER of the ME
EQUIPMENT and, separately, for the RESPONSIBLE ORGANIZATION regarding security at the locatior
during use and storage.

The requirements of this document apply when the SEALED RADIOACTIVE SOURCES are ccnta.ned
in the ME EQUIPMENT, i.e. from the time when the SEALED RADIOACTIVE SOURCES are incerte ! into
the ME EQUIPMENT, during the INTENDED USE and when the ME EQUIPMENT is not bc ng vzed for
its INTENDED USE or taken out of regular use, until the equipment is being decommiss.oned, i.e.
until all SEALED RADIOACTIVE SOURCES are permanently removed from the equip.nent.

2 Normative references

The following documents are referred to in the text in such a way_ that scne or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the refereniea document (including any
amendments) applies.

IEC 60601-1:2005, Medical electrical equipment — P~rt - General requirements for basic safety
and essential performance

IEC 60601-1:2005/AMD1:2012

IEC 60601-1:2005/AMD1:2020

EN 1143-1:2019, Secure storage units — k~rquirements, classification and methods of test for
resistance to burglary — Part 1: Safe:, /.TM safes, strongroom doors and strongrooms

EN 1300:2023, Secure storage uiits - Classification for high security locks according to their
resistance to unauthorized crernin:

EN 1627:2021, Pedesti.an auorsets, windows, curtain walling, grilles and shutters - Burglar
resistance - Require/iicnts and classification

3 Terms ana definicions
For the purpoces of this document, the following terms and definitions apply.

ISC.anu |IEC maintain terminology databases for use in standardization at the following
uldrecses:

e = |[EC Electropedia: available at https://www.electropedia.org/

e |ISO Online browsing platform: available at https://www.iso.org/obp

NOTE The Nuclear safety and security glossary from the International atomic energy agency can also be used.
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