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INTERNATIONAL ELECTROTECHNICAL COMMISSION

BUILDING INTERCOM SYSTEMS -

Part 3-2: Application guidelines —
Advanced security building intercom systems (ASBIS)

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization con risi 1
all national electrotechnical committees (IEC National Committees). The object of IEC is to bro.:ote
international co-operation on all questions concerning standardization in the electrical and elertro:ic fie 1s. To
this end and in addition to other activities, IEC publishes International Standards, Technica, spe.ifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referrea to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, goverxmental and non-
governmental organizations liaising with the IEC also participate in this preparation. |EC ~a laborates closely
with the International Organization for Standardization (ISO) in accordance with co. dition  determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as r.»iurly ¢s possible, an international
consensus of opinion on the relevant subjects since each technical commiti. e bis representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international 's~.=2nd are accepted by IEC National
Committees in that sense. While all reasonable efforts are made t. ens 're that the technical content of IEC
Publications is accurate, IEC cannot be held responsible far tk2 we/ in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National C.mm. tees undertake to apply IEC Publications
transparently to the maximum extent possible in their natione’ and regional publications. Any divergence
between any IEC Publication and the corresponding natio. al o regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of cor formity. Independent certification bodies provide conformity
assessment services and, in some areas, acct oS ) |[EC marks of conformity. IEC is not responsible for any
services carried out by independent certificatian hou.zs.

All users should ensure that they have the¢ la*est edition of this publication.

No liability shall attach to IEC or its ¢ recior=, employees, servants or agents including individual experts and
members of its technical committees anu 'EC National Committees for any personal injury, property damage or
other damage of any nature wk~tsover, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the chlicaZon, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the 'lormauve references cited in this publication. Use of the referenced publications is
indispensable for the ~zrrec. application of this publication.

Attention is drawn tc the )ossibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall ~ot be held responsible for identifying any or all such patent rights.

Internationial Standard IEC 62820-3-2 has been prepared by IEC technical committee 79:
Alarm and e.~ctionic security systems.

Ti.2 et of this International Standard is based on the following documents:

FDIS Report on voting

79/601/FDIS 79/605/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62820 series, published under the general title Building intercom
systems, can be found on the IEC website.
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This International Standard is to be used in conjunction with IEC 62820-3-1.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

o replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publicaticn. iy dic.tes
that it contains colours which are considered to be useful for tno currect
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

This document has become necessary because

— Both the application fields and importance of Advanced Security Building Intercom
Systems (ASBIS) have increased,;

— different events, emergencies, dangers and hazards needs various responses and
reactions, which have to be verified by voice communication in advance;

— a detailed guide is needed for companies and operators with no previous knowledge of
ASBIS.

In particular, this document is targeted at police, insurance companies, planners, archite-ts,
manufacturers and specialist security system companies, construction clients, owner:
operators, ASBIS-users and residents of all kind of buildings.

This document covers applications for higher risks such as accidents, emergenciec. dangers,
mass attack, terror, school shootings, terrorist attacks, bombs threats, eartl quakes, floods,
etc.

An ASBIS is used to receive advanced access communication event.. (visitor-calls, user-
receiver-calls, security-management-calls) as well other events (en.2rgency, danger and
hazard alarms), forward them to a technical receiver and present ‘tem appropriately at a
support agency (e.g. Security Management Unit). On ac.:nawledging receipt, the support
agency assumes responsibility for verifying and initiating mo asures defined in accordance
with the Technical Risk Management file. The acknowl:dgement is displayed at the point
where action is initiated.

A daily use of other ASBIS applications (e.g. Ann:x B) 1s suggested for ASBIS-users training
as well as system availability in grade 1 of IEC 62220-3-2. The frequency of daily use is a
kind of system check to indicate the system availability.
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BUILDING INTERCOM SYSTEMS -

Part 3-2: Application guidelines —
Advanced security building intercom systems (ASBIS)

1 Scope

This part of IEC 62820 describes the basic application requirements for Advanced Sectrity
Building Intercom Systems (ASBIS) in public and private buildings with advanced safe'v axd
security needs. ASBIS are also used to meet the requirements of the Local Reguleatior.z or
Workplace Safety and/or other relevant local regulations, in particular, protecting the In» and
limb of employees and all persons in the building, taking into account the inclus:cn o.neople
with disabilities (e.g to achieve barrier-free access or calls for help) where require by local
applicable law.

This document applies for planning, installation, commissioning, hai:dov »r, rperation and
maintenance of ASBIS, for the transmission of emergency, .de..2er ~und hazard audio
messages and/or other operational indications to an assistirg wthority for remote
assessment and for implementing suitable intervention-, protection- and rescue measures.
Additional information can also be transmitted and the syste.» can be used in day-to-day work
for all communication needs. ASBIS also feature in high.~va. ability for end unit monitoring
and system monitoring.

Advanced Security Building Intercom Systems (ASP!S, are used for rapid emergency, danger
and hazard calls, verification by voice communic:tiorr, warning of a danger, rapid notification
of the responsible emergency / intervention services and for sending voice instructions and/or
other operational indications on how to prcceed. Requirements for a suitable concept are a
prior risk assessment and a definiticr. »f w1e protection target. The Technical-Risk
Management (TRM) and Organizaticnra. Risk-Management (ORM) have to work out a
common workflow strategy in conjuic:.on with the corresponding system requirements, to
achieve the residual risks. This. du:urient provides requirements for the technical risk-
management as well as commei.ts and recommendations for the organizational risk-
management.

The present application do.urient for an ASBIS describes among others, the technological
processes and responsiLilities involved in supporting all processes, from detecting an event
(visitor-call, emergecy, danger, hazard) until that event is finally dealt with. It includes TRM,
the defining protectic>.4oals and organizational procedures, and the necessary requirements
for a TRM file~This document defines three different safety/security grades, with the product
requirements ‘or vach. Selecting products which can be deployed as technical resources as
part of an AZBIC is the responsibility of the TRM to be employed.

This“document, taken together with an ASBIS, also defines the associated tasks,
respansib lities, and activities. These are elements of a holistic TRM process to meet the
piatec.on goals for personnel safety/security, efficiency and effectiveness, data- and system
cecurity. This document does not specify any risk levels. In particular, it does not define any
acceptable residual risks. The TRM and ORM are of equal importance in the overall risk
management (see Annex C).

This document defines the technical requirement profiles for ASBIS for three safety/security
grades. It is the TRM responsibility to determine the grade involved, based on their risk
assessment, selecting whichever grade best matches the risk identified, allowing for an
acceptable residual risk. The annexes to this document will assist in assessing risks.
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