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FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardizat. \n cc »prising all
national electrotechnical committees (IEC National Committees). The object of IEC is to promote ii.*ernational co-
operation on all questions concerning standardization in the electrical and electronic fieldc To this end and in
addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publicction(s) . Their preparation
is entrusted to technical committees; any IEC National Committee interested in.the subje:t dealt with may
participate in this preparatory work. International, governmental and non-governmentc' orjanizations liaising with
the IEC also participate in this preparation. IEC collaborates closely with t'.e nternational Organization for
Standardization (ISO) in accordance with conditions determined by agreement be. veer the two organizations.

The formal decisions or agreements of IEC on technical matters express, as neariy as possible, an international
consensus of opinion on the relevant subjects since each technical comn.’tte e has representation from all interested
IEC National Committees.

IEC Publications have the form of recommendations for inte.naticnal '1se and are accepted by IEC National
Committees in that sense. While all reasonable efforts are: mac= tc Cnsure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible 1cr th>» way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC Nation ! Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national <r regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of -cniarmity. Independent certification bodies provide conformity
assessment services and, in some areas, acc~s. to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certific/do: bou.es.

All users should ensure that they have th= la =st edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committec=~ axd IEC National Committees for any personal injury, property damage or
other damage of any nature wh-us. 2ver, whether direct or indirect, or for costs (including legal fees) and expenses
arising out of the publication. ut = 0f, ar reliance upon, this IEC Publication or any other IEC Publications.

Attention is drawn to the 1. armative references cited in this publication. Use of the referenced publications is
indispensable for the cc.ict a, plication of this publication.

Attention is drawn to th. po.sibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be he. responsible for identifying any or all such patent rights.

International Stanacrd IEC 62680-1-4 has been prepared by technical area 14: Interfaces and
methods of 1.eacurement for personal computing equipment, of IEC technical committee 100:
Audio, video and multimedia systems and equipment.

The taxt ¢! this standard was prepared by the USB Implementers Forum (USB-IF). The structure
an « eatoria. rules used in this publication reflect the practice of the organization which submitted

1a
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The text of this International Standard is based on the following documents:

CDV Report on voting

100/2981/CDV 100/3046/RVC

Full information on the voting for the approval of this International Standard can be found in the
report on voting indicated in the above table.

A list of all parts in the IEC 62680 series, published under the general title Universal serial bus
interfaces for data and power, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged 'nti. the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the dato reicten to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover nay= «f this publication indicates
that it contains colours which are considere!! 1> be useful for the correct
understanding of its contents. Users should thcreture print this document using a
colour printer.
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INTRODUCTION

The IEC 62680 series is based on a series of specifications that were originally developed by the
USB Implementers Forum (USB-IF). These specifications were submitted to the IEC under the
auspices of a special agreement between the IEC and the USB-IF.

This standard is the USB-IF publication USB Type-C™ Authentication Specification Revision 1.0.

The USB Implementers Forum, Inc.(USB-IF) is a non-profit corporation founded by the group of
companies that developed the Universal Serial Bus specification. The USB-IF was formed 1c
provide a support organization and forum for the advancement and adoption of Universal Serial
Bus technology. The Forum facilitates the development of high-quality compatibi> CUSB
peripherals (devices), and promotes the benefits of USB and the quality of products hat hYave
passed compliance testing.

ANY USB SPECIFICATIONS ARE PROVIDED TO YOU "AS IS, "WITH NO WARRANTIES
WHATSOEVER, INCLUDING ANY WARRANTY OF MERCHANTABILITY, NON-INFRINGEMENT,
OR FITNESS FOR ANY PARTICULAR PURPOSE. THE USB IMPLEMENTE™ > FORUM AND
THE AUTHORS OF ANY USB SPECIFICATIONS DISCLAIM ALL LIAE'LIT ', INCLUDING
LIABILITY FOR INFRINGEMENT OF ANY PROPRIETARY RIGHTS - RE'ATING TO USE OR
IMPLEMENTATION OR INFORMATION IN THIS SPECIFICAITON.

THE PROVISION OF ANY USB SPECIFICATIONS TO YOU DOES NOT PROVIDE YOU WITH
ANY LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL. JR OTHERWISE, TO ANY
INTELLECTUAL PROPERTY RIGHTS.

Entering into USB Adopters Agreements may, howevelr, alicw a signing company to participate in
a reciprocal, RAND-Z licensing arrangement for conuiian. products. For more information, please
see:

http://www.usb.org/developers/docs/

http://www.usb.org/developers/devclass ¢aco#approved

IEC DOES NOT TAKE ANY POSITICN 1S TO WHETHER IT IS ADVISABLE FOR YOU TO
ENTER INTO ANY USB ADOPTE®S AGREEMENTS OR TO PARTICIPATE IN THE USB
IMPLEMENTERS FORUM.”


http://www.usb.org/developers/docs/
http://www.usb.org/developers/devclass_docs#approved
https://www.stdhive.com/standards/iec-62680-1-4-ed-10-en2018-pdf/
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Universal Serial Bus
Type-C™ Authentication
Specification

Revision 1.0 with ECN and Errata through February 2, 2017

Copyright © 2017 USB 3.0 Promoter Group. All rights reserved.
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INTELLECTUAL PROPERTY DISCLAIMER

THIS SPECIFICATION IS PROVIDED TO YOU “AS IS" WITH NO WARRANTIES
WHATSOEVER, INCLUDING ANY WARRANTY OF MERCHANTABILITY, NON-
INFRINGEMENT, OR FITNESS FOR ANY PARTICULAR PURPOSE. THE AUTHORS 2F
THIS SPECIFICATION DISCLAIM ALL LIABILITY, INCLUDING LIABILITY Ok
INFRINGEMENT OF ANY PROPRIETARY RIGHTS, RELATING TO USE. CR
IMPLEMENTATION OF INFORMATION IN THIS SPECIFICATION. THE PRCVIS'ON OF
THIS SPECIFICATION TO YOU DOES NOT PROVIDE YOU WITH ANY " ICENSE,
EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY IMTELLCCTUAL
PROPERTY RIGHTS.

All product names are trademarks, registered trademarks, or sesvice ma’ks of their
respective owners.

USB Type-C™ and USB-C™ are trademarks of USB Implementers F xium.

Copyright © 2017 USB 3.0 Promoter Group. All rights reserved.
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1 Introduction

This specification provides a means for authenticating Products with regard to identification
and configuration. Authentication is performed via USB Power Delivery message
communications and/or via USB data bus control transactions.

USB Type-C™ Authentication allows an organization to set and enforce a Policy with
regard to acceptable Products. This will permit useful security assurances in real world
situations. For example:

e A vendor, concerned about product damage resulting from substandard charging
devices, can set a Policy requiring that only certified PD Products be used for
charging.

e A user, concerned about charging his phone at a public terminal, can set a Policy in
his phone requiring that the phone only charge from certified PD Products.

e An organization, concerned about unidentifiable storage devices gaining access to
corporate PC assets, can set a Policy in its PCs requiring that only USB storage
devices that have been verified and signhed by corporate IT are used.

1.1 Scope

This specification defines the architecture and methodology for unilateral Product
Authentication. It is intended to be fully compatible with and extend existing PD and USB
infrastructure. Information is provided to allow for Policy enforcement, but individual Policy
decisions are not specified.

The Authentication of USB Type-C products that support Alternate Modes is allowed.
However, the methods to do so are outside the scope of this specification.
1.2  Overview
This specification provides primitives for unilateral Authentication. The security model
defined by this specification permits assurances that a Product is:

e Of a particular type from a particular manufacturer with particular characteristics

e Owned and controlled by a particular organization
Local Policy will determine which features need to be present in an attached Product before
accessing or providing a resource (e.g. power, storage, etc.).

Product vendors can add security features beyond those listed in this specification, but the
definition and implementation of those features is up to the vendor. Added features cannot
alter the base specifications defined herein.
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