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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent and
recycled electronic components

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardiz *t‘on ~omurising
all national electrotechnical committees (IEC National Committees). The object of IEC . to promote
international co-operation on all questions concerning standardization in the electrical and electror.'= fields. To
this end and in addition to other activities, IEC publishes International Standards, Techri cal Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter -efcrred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC Natioi 2l Con mittee interested
in the subject dealt with may participate in this preparatory work. Internation{!. gc rernriental and non-
governmental organizations liaising with the IEC also participate in this prepar~tion. 'F_ collaborates closely
with the International Organization for Standardization (ISO) in accordanc > witi. conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, s nearly as possible, an international
consensus of opinion on the relevant subjects since each technical ~c =mittee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for internatic al » se and are accepted by IEC National
Committees in that sense. While all reasonable efforts are maac to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible fc: the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC Nationa' “ommittees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the correspondiri ¥ national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation. o1 >caformity. Independent certification bodies provide conformity
assessment services and, in some area:, 2.cess to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certifi atic bodies.

6) All users should ensure that they ha\ = tho latest edition of this publication.

7) No liability shall attach to IEC or .o <.'rectors, employees, servants or agents including individual experts and
members of its technical com nit*ces and IEC National Committees for any personal injury, property damage or
other damage of any nat:re vha soever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of he publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn tc the lormative references cited in this publication. Use of the referenced publications is
indispensable for the cc rect application of this publication.

9) IEC [draws/ctaw] ~ttention to the possibility that the implementation of this document may involve the use of (a)
patent(s)..'EC ‘akes no position concerning the evidence, validity or applicability of any claimed patent rights in
respect the.~of. As of the date of publication of this document, IEC had not received notice of (a) patent(s),
which: may be required to implement this document. However, implementers are cautioned that this may not
repres 'nt the latest information, which may be obtained from the patent database available at
“ttps./t atents.iec.ch . IEC shall not be held responsible for identifying any or all such patent rights.

Ti.is consolidated version of the official IEC Standard and its amendment has been
rrepared for user convenience.

IEC 62668-1 edition 1.1 contains the first edition (2019-09) [documents 107/335/CDV and
107/346A/RVC] and its amendment 1 (2024-09) [documents 107/416/FDIS and
107/421/RVD].

In this Redline version, a vertical line in the margin shows where the technical content
is modified by amendment 1. Additions are in green text, deletions are in strikethrough
red text. A separate Final version with all changes accepted is available in this
publication.
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International Standard IEC 62668-1 has been prepared by IEC technical committee 107:
Process management for avionics.

This first edition cancels and replaces the third edition of IEC TS 62668-1 published in 2016.
This edition constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) added a reference to AS/EN/JISQ 9100 and AS/EN/JISQ 9110 which contain anti-
counterfeit requirements which may be used to satisfy the requirements of 4.2;

b) added reference to USA DFAR rule 252.246.7008 and to UK Defence Standard 05:13%;

c) added reference to more GAO, OECD and ICC reports in 4.5.1;

d) updated weblinks and other references;

e) added new Annex E with figures describing how anti-counterfeit documents ca.» be used
in supply chains;

f) added a reference to the new IECQ OD 3702 traceability audit;

g) added new definition for re-manufactured components with a warnixg “nat these are not
recommended.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62668 series, publishe/i under the general title Process
management for avionics — Counterfeit prevention, cane /~1ad on the IEC website.

The committee has decided that the contents of tlis document and its amendment will remain
unchanged until the stability date indicated on the !F.C website under webstore.iec.ch in the
data related to the specific document. At this date, the document will be

e reconfirmed,

e withdrawn, or

e revised.

IMPORTANT - The 'colo ir'inside' logo on the cover page of this publication indicates
that it contains cc'ours which are considered to be useful for the correct
understanding of = ¢ ntents. Users should therefore print this document using a
colour printer.
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PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent and
recycled electronic components

1 Scope

This part of IEC 62668 defines requirements for avoiding the use of counterfeit, recycled a..d
fraudulent components used in the aerospace, defence and high performance (AL4P)
industries. It also defines requirements for ADHP industries to maintain the'r_i.telle.ctual
property (IP) for all of their products and services. The risks associated witii purciiasing
components outside of franchised distributor networks are considered ir IEC 52668-2.
Although developed for the avionics industry, this document can be appliec by other high
performance and high reliability industries at their discretion.

NOTE IEC 62668 (all parts) does not address the restriction on the re-use of a:co/.ip 2ne.."in maintenance, repair
and overhaul (MRO) operations and only addresses MRO activities when they are « nder *he OEM'’s responsibility.

2 Normative references

The following documents are referred to in the text in. stch a way that some or all of their
content constitutes requirements of this document. Fo. dated references, only the edition
cited applies. For undated references, the latest erliiion of the referenced document (including
any amendments) applies.

IEC 62239-1, Process management for avior.ics «- Management plan — Part 1: Preparation and
maintenance of an electronic components n.22agement plan

IEC 62668-2, Process management “r ¢vionics — Counterfeit prevention — Part 2: Managing
electronic components from non-fra.2chised sources

ISO 9001, Quality manager ie:.t systems — Requirements

AS/EN/JISQ 9100, Quan‘v Management Systems — Requirements for Aviation, Space and
Defense Organizati- ns

AS/ENMJISQ _(91'0, Quality Maintenance Systems — Aerospace — Requirements for
Maintenance Crganizations

3. Tanas, definitions and abbreviated terms

3., Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp
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