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INTERNATIONAL ELECTROTECHNICAL COMMISSION

NUCLEAR POWER PLANTS — CONTROL ROOMS -
COMPUTER-BASED PROCEDURES

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comnrising
all national electrotechnical committees (IEC National Committees). The object of IEC is to prumote
international co-operation on all questions concerning standardization in the electrical and electronic fic!ds. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifica ‘ons,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to ¢s “.eC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Com.ittec inteiested
in the subject dealt with may participate in this preparatory work. International, governme.tal «.d non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaboi :tes closely
with the International Organization for Standardization (ISO) in accordance with conditi'\ns determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as pussible an international
consensus of opinion on the relevant subjects since each technical committee h.s re presentation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use ana are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to_ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the v.ay in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Comn ttee: undertake to apply IEC Publications
transparently to the maximum extent possible in their nctionl a. “regional publications. Any divergence
between any IEC Publication and the corresponding national ¢~ reg’onal publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. Ind :pendent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bndies.

All users should ensure that they have the lates adi ion of this publication.

No liability shall attach to IEC or its directors, ~toployees, servants or agents including individual experts and
members of its technical committees and IE~ National Committees for any personal injury, property damage or
other damage of any nature whatsoevei wb:ther direct or indirect, or for costs (including legal fees) and
expenses arising out of the publicatica, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Nor~ia'‘ve _ferences cited in this publication. Use of the referenced publications is
indispensable for the correct »pulication of this publication.

Attention is drawn to the ~ossipility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC sha’i 2ot L > held responsible for identifying any or all such patent rights.

International Standar. i=C 62646 has been prepared by subcommittee 45A: Instrumentation,
control and e!cctrical systems of nuclear facilities, of IEC technical committee 45: Nuclear
instrumenaticn.

This seond edition cancels and replaces the first edition published in 2012. This edition
ccasuates a technical revision.

Thi>adition includes the following significant technical changes with respect to the previous

elition:

a) clarification of the way in which the standard is to be used in conjunction with related
standards (in 1.4);

b) replacement, when necessary, of HMI system by DPDS (abbreviation added in Clause 4);

c) new titles for 5.2.2 and 5.2.3 to more closely represent their content;

d) text improvement in 5.2.2, to present the CBP system as a part of the 1&C architecture

e)

rather than a stand alone system;
text improvement in 5.2.3 and 7.2 to clarify links between safety and CBP;
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new definition of CPB families in 5.3;

addition of generic recommendations for computerization in 5.4.2;
addition of generic recommendations for CBP guidance in 5.4.3;
improvements regarding use of CBP in 5.4.4;

addition of 5.6, named “Design extension conditions”;

addition of reference standards in 6.2.1;

addition of a criterion related to detail compatibility between CBP and operating formats in
6.2.2;

addition of references related to HMI in 6.2.3;
addition of 7.3 to deal with HMI aspects;
text improvement regarding integration of the CBP system into the DPDS in 7.3;

text improvement regarding implementation of the CBP into a system indep.ndent or the
DPDS in 7.4,

text improvement regarding the CBP system failure in 7.6;
note added to detail the different types of feedbacks in 8.5.4;

text improvement to detail interactions between operators..an procedure based
automation in 8.6.2;

text improvement regarding design of CBP to control the plant in 8.5.3;
clarification of the content of the V&V programme for CBP v C.5;
clarification regarding CBP programming in 9.4;

inversion of subclauses 9.4 and 9.5;

clarification of the content and requirements of the V&V in 9.6;

change of title of 9.7.

The text of this standard is based on the fallcwing documents:

FDIS Report on voting

45A/1898/,° D15 45A/1110/RVD

Full information on the votiiiy for \ne approval of this standard can be found in the report on
voting indicated in the akov - ta)le.

This publication has'becn urafted in accordance with the ISO/IEC Directives, Part 2.

IEC 62646 is tu ve read in conjunction with IEC 60964:2009 and IEC 61839:2000.
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The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

o replaced by a revised edition, or

e amended.

IMPORTANT — The 'colour inside' logo on the cover page of this publication indicotes
that it contains colours which are considered to be useful for the currect
understanding of its contents. Users should therefore print this documort 'sing a
colour printer.
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INTRODUCTION

a) Technical background, main issues and organisation of the standard

This IEC standard focuses on computerisation of procedures used by the operating staff.
Procedures have always contributed to a large extent to nuclear power plant (NPP) safety and
availability and, now, the use of computer technology to provide enhanced guidance to the
plant operators is increasing and becoming current practice. This standard also provides
guidance for the decision of the extent to which the procedures should be computerised.

It is intended that the standard be used by nuclear power plant designers, utilities operating
staff, systems evaluators and by regulatory inspectors.

In June 2013 during the IEC SC 45A meeting held in Moscow, the decision was mcde to
revise IEC 62646 with the lessons learned from the Tokyo Electric Power Comp. 1y \TEFCO)
Fukushima Daiichi accident and the late comments from the national committee «f Canada.
The resulting improvements are listed in the Foreword of the Standard.

b) Situation of the current standard in the structure of the IEC SC.45+ star dard series

IEC 62646 is the third level IEC SC 45A document tackling the gern ric ssue of computerised
procedures.

As indicated in the Foreword, IEC 62646 is to be reeu wit> IEC 60964 and IEC 61839.
IEC 60964 — supported by IEC 61227, IEC 61771 and I.°C ¢1772 — is the appropriate IEC
SC 45A document providing guidance on operatoi co.trols, verification and validation of
design, application of visual display units in the co=tror room, whereas IEC 61839 establishes
functional analysis and assignment guidance for'allo¢ating functions between operators and
systems.

For more details on the structure of the 1=C SC 45A standard series, see the item d) of this
introduction.

c) Recommendations and limitations regarding the application of the standard

It is important to note that 2> standard establishes no additional functional requirements for
safety systems.

This standard dea!<. w.*h technical requirements and human factor engineering related to
computer-based procecures (CBP). However it does not provide detailed guidance on
ergonomic desizn of coatrol centres as it is treated in the ISO 11064 series of standards, nor
on task allocatior. between humans and systems dealt with in IEC 61839 and on cyber
security, wi.'ch 's developed in IEC 62645. It also excludes the organisation for maintenance
of procedures.

Aspacts 1or which requirements and recommendations have been provided in this standard
i D

e the establishment of a policy for computerisation of procedures, especially which types of
procedure should be computerised and to what extent. The different families of CBP to be
aimed at, with their associated features, are then defined. Finally, the safety aspects of
CBP are considered,

e the use of CBP inside and outside of the MCR (main control room), in possible conjunction
with paper-based procedures, as well as the assistance provided to operator activities,
including user coordination,

o safety and non safety design requirements for the digital system processing CBP, and
considerations about what to do in case of failure of this system,
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e detailed requirements and recommendations related to the functional features of CBP,
from the basic ones to the most sophisticated ones, i.e. information, navigation, guidance
and plant control,

o the CBP life cycle, from the set-up of the project to the CBP maintenance and the operator
training via design and implementation.

To ensure that the standard will continue to be relevant in future years, the emphasis has
been placed on issues of principle, rather than on specific technologies.

d) Description of the structure of the IEC SC 45A standard series and relationships
with other IEC documents and other bodies’ documents (IAEA, ISO)

The top-level documents of the IEC SC 45A standard series are IEC 61513 and IEC 63046.
IEC 61513 provides general requirements for 1&C systems and equipment that are used to
perform functions important to safety in NPP. IEC 63046 provides general requirements for
electrical power systems of NPP; it covers power supply systems including the supply
systems of the 1&C systems. IEC 61513 and IEC 63046 are to be considered in conjunction
and at the same level. IEC 61513 and IEC 63046 structure the IEC SC 45A standard series
and shape a complete framework establishing general requirements for instrumentation,
control and electrical systems for nuclear power plants.

IEC 61513 and IEC 63046 refer directly to other IEC SC 45A standards for general topics
related to categorization of functions and classification of systems, qualification, separation,
defence against common cause failure, control room design, electromagnetic compatibility,
cybersecurity, software and hardware aspects for programmable digital systems, coordination
of safety and security requirements and management of ageing. The standards referenced
directly at this second level should be considered together with IEC 61513 and IEC 63046 as
a consistent document set.

At a third level, IEC SC 45A standards not directly referenced by IEC 61513 or by IEC 63046
are standards related to specific equipment, technical methods, or specific activities. Usually
these documents, which make reference to second-level documents for general topics, can be
used on their own.

A fourth level extending the IEC SC 45 standard series, corresponds to the Technical Reports
which are not normative.

The IEC SC 45A standards series consistently implements and details the safety and security
principles and basic aspects provided in the relevant IAEA safety standards and in the
relevant documents of the IAEA nuclear security series (NSS). In particular this includes the
IAEA requirements SSR-2/1, establishing safety requirements related to the design of nuclear
power plants (NPP), the IAEA safety guide SSG-30 dealing with the safety classification of
structures, systems and components in NPP, the IAEA safety guide SSG-39 dealing with the
design of instrumentation and control systems for NPP, the IAEA safety guide SSG-34 dealing
with the design of electrical power systems for NPP and the implementing guide NSS17 for
computer security at nuclear facilities. The safety and security terminology and definitions
used by SC 45A standards are consistent with those used by the IAEA.

IEC 61513 and IEC 63046 have adopted a presentation format similar to the basic safety
publication IEC 61508 with an overall life-cycle framework and a system life-cycle framework.
Regarding nuclear safety, IEC 61513 and IEC 63046 provide the interpretation of the general
requirements of IEC 61508-1, IEC 61508-2 and IEC 61508-4, for the nuclear application
sector. In this framework IEC 60880, IEC 62138 and IEC 62566 correspond to IEC 61508-3
for the nuclear application sector. IEC 61513 and IEC 63046 refer to ISO as well as to IAEA
GS-R-3 and IAEA GS-G-3.1 and IAEA GS-G-3.5 for topics related to quality assurance (QA).
At level 2, regarding nuclear security, IEC 62645 is the entry document for the IEC SC 45A
security standards. It builds upon the valid high level principles and main concepts of the
generic security standards, in particular ISO/IEC 27001 and 27002; it adapts them and
completes them to fit the nuclear context and coordinates with the IEC 62443 series. At level
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2, regarding control rooms, IEC 60964 is the entry document for the IEC SC 45A control
rooms standards and IEC 62342 is the entry document for the IEC SC 45A ageing
management standards.

NOTE 1 It is assumed that for the design of I&C systems in NPP that implement conventional safety functions
(e.g. to address worker safety, asset protection, chemical hazards, process energy hazards) international or
national standards would be applied.

NOTE 2 |EC SC 45A's domain was extended in 2013 to cover electrical systems. In 2014 and 2015 discussions
were held in IEC SC 45A to decide how and where general requirement for the design of electrical systems were to
be considered. IEC SC 45A experts recommended that an independent standard be developed at the same level as
IEC 61513 to establish general requirements for electrical systems. Project IEC 63046 is now launched to cover
this objective. When IEC 63046 will be published this NOTE 2 of the introduction of IEC SC 45A standards will be
suppressed.
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NUCLEAR POWER PLANTS — CONTROL ROOMS -
COMPUTER-BASED PROCEDURES

1 Scope

1.1 Object of this standard

This standard establishes requirements for the whole life cycle of operating procedures that
the designer wishes to computerise. It also provides guidance for making decisions about
which types of procedures should be computerised and to what extent. Once computerised,
procedures are designated as "computer-based procedures" (CBP).

1.2 Context leading to development and use of CPB

Enhancing safety, easing operation and increasing NPP availability have always been greatly
valued aims which, during NPP operation, rely to a large extent on the operating staff and on
operating procedures. Digital technology contributes not only by providing efficient ways of
automating key functions but also enhances instrumentation, control and the plant’s HMI.

In addition, the use of computer technology to provide formats of operating procedures to the
plant operatorsi, on-line and in real time, is increasing and becoming current practice. This
can be done both for normal operating situations and also as advisory formats for use in
abnormal situations. When properly implemented and kept up-to-date, such operating
procedures can provide enhanced support for greater safety and operator effectiveness
compared to paper-based procedures. Their preparation demands great care and close
interaction with operators and plant designers, and will also need close co-operation with 1&C
designers.

CBP have many common points with paper-based procedures. This standard focuses only on
what is specific to CBP.

1.3 CBP overview
Procedures provide the operators with two types of high level elements:

e information, i.e. explanations or data displayed in order to enable the operator to control
the process, assess the plant situation, understand operating strategies and make
appropriate decisions,

e guidance, i.e. a set of ordered steps that prompt and help the operator to monitor and
control the plant processes, systems and equipment.

Information and guidance are combined to minimise operator errors and to optimise the
efficiency of plant operation.

Information and guidance can be of a varying level of detail depending on the procedure
policy, which aims to benefit from operator experience and existing guidelines.
Computerisation of procedures can provide, according to the specified design policy:

— enhanced process and plant equipment information,

— enhanced operator guidance,

1 Operators may be male or female, so that in this standard, “he” is a shortcut for “he / she” and “his” is a
shortcut for “his / her”.





