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INTERNATIONAL ELECTROTECHNICAL COMMISSION

NUCLEAR POWER PLANTS -
INSTRUMENTATION AND CONTROL IMPORTANT TO SAFETY -
DEVELOPMENT OF HDL-PROGRAMMED INTEGRATED CIRCUITS -

Part 2: HDL-programmed integrated circuits
for systems performing category B or C functions

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardizaw.xn cu.iprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote . ~ternational
co-operation on all questions concerning standardization in the electrical and electronic fiel('s. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specificatic~s. “echnical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEL. Pubu ation(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interected 11 the < ubject dealt with
may participate in this preparatory work. International, governmental and non-governme t=, organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with *lie Ii.'ernational Organization for
Standardization (ISO) in accordance with conditions determined by agreement b twe :n the two organizations.

The formal decisions or agreements of IEC on technical matters express, i1s nearly as possible, an international
consensus of opinion on the relevant subjects since each technical ~¢ =mittee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for internatic ~al 1 se and are accepted by IEC National
Committees in that sense. While all reasonable efforts are maa. to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible fc: tho way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC Nationa’ Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding nationa. or reqional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of ¢oi.. mity. Independent certification bodies provide conformity
assessment services and, in some areas, accaos. to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certif cat.on bodies.

All users should ensure that they have *he .2*<st edition of this publication.

No liability shall attach to IEC or its lirec.ors, employees, servants or agents including individual experts and
members of its technical committec: = nd IEC National Committees for any personal injury, property damage or
other damage of any nature wkatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the pu. "«cat on, use of, or reliance upon, this IEC Publication or any other IEC Publications.

Attention is drawn to the 1 arrmative references cited in this publication. Use of the referenced publications is
indispensable for the/cor. ~ct application of this publication.

Attention is drawn to ti. > rossibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC sh2'' not be I >ld responsible for identifying any or all such patent rights.

Internationc! Siandard IEC 62566-2 has been prepared by subcommittee 45A: Instrumentation,
control and e ~ctrical power systems of nuclear facilities, of IEC technical committee 45: Nuclear
instrume ntation.

“ne tuxt ¢! this International Standard is based on the following documents:

FDIS Report on voting
45A/1304/FDIS 45A/1314/RVD

Full information on the voting for the approval of this International Standard can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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A list of all parts in the IEC 62566 series, published under the general title Nuclear power plants
— Instrumentation and control important to safety — Development of HDL-programmed
integrated circuits, can be found on the IEC website.

In this document, the following print types are used:

— Requirements and recommendations applicable specifically to class 3 or to class 2 systems
appear in italics.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the data related to
the specific document. At this date, the document will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.


https://www.stdhive.com/standards/iec-62566-2-ed-10-b2020-pdf/

IEC 62566-2:2020 © |IEC 2020 -7-

INTRODUCTION

a) Technical background, main issues and organisation of the Standard

Electronic systems performing category B and C functions (according to IEC 61226) used in
Nuclear Power Plants (NPPs) need to be fully validated and qualified according to their safety
class. This International Standard provides requirements for the development of class 2 or 3
HDL (Hardware Description Language) Programmed Devices (HPDs) performing category B or
C functions as defined by IEC 61226. It complements IEC 62566 which provides requirements
for the development of HPDs performing category A functions.

In computer-based systems, a separation can be drawn between the hardware and s»oftv.are
portions. The hardware is mainly designed with standardised components having pre-define
electronic functions such as microprocessors, timers or network controllers, whereas suftware
is used to coordinate the different parts of the hardware and to implement tk=-apolication
functions.

I&C designers might build application functions using integrated circuits suat. as FPGAs or
similar technologies. The function of such an integrated circuit is not defined by ihe supplier of
the physical component or micro-electronic technology but by the I&C de:igrer.

The specific integrated circuits addressed by this Standard are:

a) based on pre-developed micro-electronic technologies,
b) developed within an 1&C project,

c) developed in Hardware Description Languages (h2OL) by using appropriate and compatible
development tools.

Therefore these circuits are named “HDL-Programn.cd Devices”, (HPD). The HDL statements
which describe a HPD can include the instantiation of Pre-Developed Blocks (PDB) which are
typically provided as libraries, macros, or ‘nte'lectual property cores.

HPDs can be effective solutions to irnriement functions required by an 1&C project. However,
the verification and validation migl.t bu litnited by issues such as high number of internal paths
and limited observability, if the H>D .»as not been developed with verifiability in mind.

In order to achieve the rel a24ili‘y required for safety 1&C systems, the development of HPDs
shall comply with strict. nroccss and technical requirements such as those provided by this
Standard, including t*.> sy ~cification of requirements, the selection of blank integrated circuits
and PDBs, the des.'n axd implementation, the verification, and the procedures for operation
and maintenance.

It is intend¢d i at this Standard be used by HPD designers, operators of NPPs (utilities), and
by regulators. Regulatory bodies will find guidance to assess important aspects such as design,
implementation, verification and validation of HPDs.

. Situa.ion of the current Standard in the structure of the IEC SC 45A standard series

IEC 61513 is a first level IEC SC 45A document and gives guidance applicable to I&C at the
system level. It is supplemented by guidance at the hardware level (IEC 60987), software level
(IEC 60880 and IEC 62138) and HPD level (IEC 62566 and IEC 62566-2). IEC 62340 gives
requirements in order to reduce and overcome the possibility of common cause failure of
category A functions.
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IEC 62566-2 is a second level IEC SC 45A document which focuses on the activities when
HPDs performing category B or C functions are developed. For HPDs performing category B
functions, it complements IEC 60987 which deals with the generic issues of hardware design
of computer-based systems.

c) Recommendations and limitations regarding the application of the Standard

It is important to note that this Standard establishes no additional functional requirements for
safety systems.

Aspects for which special requirements and recommendations have been produced are:

a) an approach to specify the requirements of, to design, to implement and to verify “HL" -
Programmed Devices” (HPD, 3.20), and to handle the corresponding aspects of sysiem
integration and validation;

b) an approach to analyse and select the blank integrated circuits, micrc-electronic
technologies and Pre-Developed Blocks (PDB, 3.29) used to develop HPD<;

c) procedures for the modification and configuration control of HPDs;
d) requirements for selection and use of software tools used to develop HP. s.

It is recognized that digital technology is continuing to develop at a1 ypia pace and that it is not
possible for a Standard such as this one to include references to all mocern design technologies
and techniques.

To ensure that the Standard will continue to be relevaiit in ‘futu e years the emphasis has been
placed on issues of principle, rather than specific tech.holcries. If new techniques are developed
then it should be possible to assess the suitabilitv.»f vuich techniques by applying the safety
principles contained within this Standard.

d) Description of the structure of the IEC SC 45A standard series and relationships with
other IEC documents and other bocics documents (IAEA, I1SO)

The top-level documents of the (EC SC 45A standard series are IEC 61513 and |IEC 63046.
IEC 61513 provides general reoun2mcits for I&C systems and equipment that are used to
perform functions important to scfety in NPPs. IEC 63046 provides general requirements for
electrical power systems of MPF; t covers power supply systems including the supply systems
of the I&C systems. IEC 67573 .and IEC 63046 are to be considered in conjunction and at the
same level. IEC 61513 and 1ZC 63046 structure the IEC SC 45A standard series and shape a
complete frameworkasw>blishing general requirements for instrumentation, control and
electrical systems f.r nu:lear power plants.

IEC 61513 and 1-C 63046 refer directly to other IEC SC 45A standards for general topics
related to cateorization of functions and classification of systems, qualification, separation,
defence against common cause failure, control room design, electromagnetic compatibility,
cyberse urity, software and hardware aspects for programmable digital systems, coordination
of Raict and security requirements and management of ageing. The standards referenced
(rec’ly at this second level should be considered together with IEC 61513 and IEC 63046 as a
co. sistent document set.

At a third level, IEC SC 45A standards not directly referenced by IEC 61513 or by IEC 63046
are standards related to specific equipment, technical methods, or specific activities. Usually
these documents, which make reference to second-level documents for general topics, can be
used on their own.

A fourth level extending the IEC SC 45 standard series, corresponds to the Technical Reports
which are not normative.
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The IEC SC 45A standards series consistently implements and details the safety and security
principles and basic aspects provided in the relevant IAEA safety standards and in the relevant
documents of the IAEA Nuclear Security Series (NSS). In particular this includes the |IAEA
requirements SSR-2/1, establishing safety requirements related to the design of Nuclear Power
Plants (NPPs), the IAEA safety guide SSG-30 dealing with the safety classification of structures,
systems and components in NPPs, the IAEA safety guide SSG-39 dealing with the design of
instrumentation and control systems for NPPs, the IAEA safety guide SSG-34 dealing with the
design of electrical power systems for NPPs and the implementing guide NSS17 for computer
security at nuclear facilities. The safety and security terminology and definitions used by
SC 45A standards are consistent with those used by the IAEA.

IEC 61513 and IEC 63046 have adopted a presentation format similar to the basic safety
publication IEC 61508 with an overall life-cycle framework and a system life-cycle framework.
Regarding nuclear safety, IEC 61513 and IEC 63046 provide the interpretation of the general
requirements of IEC 61508-1, IEC 61508-2 and IEC 61508-4, for the nuclear application sector.
In this framework IEC 60880, IEC 62138 and IEC 62566 correspond to IEC 61508-3 for the
nuclear application sector. IEC 61513 and IEC 63046 refer to ISO as well as to IAEA GS-R part
2 and IAEA GS-G-3.1 and IAEA GS-G-3.5 for topics related to quality assurance (QA). At level
2, regarding nuclear security, IEC 62645 is the entry document for the IEC/SC 45A security
standards. It builds upon the valid high level principles and main concepts of the generic
security standards, in particular ISO/IEC 27001 and ISO/IEC 27002; it adapts them and
completes them to fit the nuclear context and coordinates with the IEC 62443 series. At level 2,
IEC 60964 is the entry document for the IEC/SC 45A control rooms standards and IEC 62342
is the entry document for the ageing management standards.

NOTE 1 Itis assumed that for the design of I&C systems in NPPs that implement conventional safety functions (e.g.
to address worker safety, asset protection, chemical hazards, process energy hazards) international or national
standards would be applied.

NOTE 2 IEC/SC 45A domain was extended in 2013 to cover electrical systems. In 2014 and 2015 discussions were
held in IEC/SC 45A to decide how and where general requirement for the design of electrical systems were to be
considered. IEC/SC 45A experts recommended that an independent standard be developed at the same level as
IEC 61513 to establish general requirements for electrical systems. Project IEC 63046 is now launched to cover this
objective. When IEC 63046 is published this NOTE 2 of the introduction of IEC/SC 45A standards will be suppressed.
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NUCLEAR POWER PLANTS -
INSTRUMENTATION AND CONTROL IMPORTANT TO SAFETY -
DEVELOPMENT OF HDL-PROGRAMMED INTEGRATED CIRCUITS -

Part 2: HDL-programmed integrated circuits
for systems performing category B or C functions

1 Scope

This part of IEC 62566 provides requirements for achieving highly reliable HDL-Programmed
Devices (HPDs), for use in I&C systems of nuclear power plants performing functions of safety
category B or C as defined by IEC 61226.

The programming of HPDs relies on Hardware Description Languages (HDL) and related
software tools. They are typically based on blank Field Programmable Gate Arrays (FPGAs) or
similar micro-electronic technologies such as Programmable Logic Devices (PLD), Complex
Programmable Logic Devices (CPLDs), etc. General purpose integrated circuits such as
microprocessors are not HPDs. Annex B.8 provides descriptions of a number of different types
of integrated circuits.

This document provides requirements on:

a) a dedicated HPD life-cycle addressing each phase of the development of HPDs, including
specification of requirements, design, implementation, integration and validation, as well as
verification activities associated with each phase,

b) planning and complementary activities such as modification and production,

c) selection of pre-developed components. This includes micro-electronic technologies and
Pre-Developed Blocks (PDBs),

d) tools used to design, implement and verify HPDs.

This document does not put requirements on the development of the micro-electronic
technologies, which are usually available as "commercial off-the-shelf" items and are not
developed under nuclear quality assurance standards. It addresses the developments made
with these micro-electronic technologies in an I&C project with HDLs and related tools.

This document provides guidance to avoid as far as possible latent faults remaining in HPDs,
and to reduce the susceptibility to single failures as well as to potential Common Cause Failures
(CCFs).

Reliability aspects related to environmental qualification and failures due to ageing or physical
degradation are not handled in this document. Other standards, especially |IEC 60987,
IEC/IEEE 60780-323 and IEC 62342, address these topics.

This document does not cover cybersecurity for HDL aspects of 1&C systems. IEC 62645
provides requirements for security programmes for |&C programmable digital systems.

This document provides guidance and requirements to produce verifiable HPD designs and
implementations requiring justification due for their role in carrying out category B or C safety
functions. This document describes the activities to develop HPDs, organized in the framework
of a dedicated life-cycle. It also describes activities and guidelines to be used in addition to the
requirements of IEC 61226 for system classification and IEC 61513 for system integration and
validation when HPDs are included.





