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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC unified architecture -
Part 18: Role-Based Security

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote internationai
co-operation on all questions concerning standardization in the electrical and electronic fields. To this ei 4 and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technicai Rep. *ts,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). The'r
preparation is entrusted to technical committees; any IEC National Committee interested in the subject (=alt vith
may participate in this preparatory work. International, governmental and non-governmental orga iiza ions ‘aising
with the IEC also participate in this preparation. IEC collaborates closely with the International : rgar. z=.ion for
Standardization (ISO) in accordance with conditions determined by agreement between the two orgnizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possii'e, an international
consensus of opinion on the relevant subjects since each technical committee has icpre rentation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are ~ccepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure tkat (he echnical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in w»ich hey are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committe.s indertake to apply IEC Publications
transparently to the maximum extent possible in their national and recinna. nubiications. Any divergence between
any IEC Publication and the corresponding national or regional pub! cation snall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. i~dep ~nac:t certification bodies provide conformity
assessment services and, in some areas, access to IEC ma.“s ¢’ conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition o1 *his publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC Nati. nal Committees for any personal injury, property damage or
other damage of any nature whatsoever, whe 1.2r direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, us> cf, ur reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative roferc nces cited in this publication. Use of the referenced publications is
indispensable for the correct applica ion of this publication.

IEC draws attention to the poss.hilit; that the implementation of this document may involve the use of (a)
patent(s). IEC takes no positi~in « ance/ning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the datc ¢\ publication of this document, IEC had not received notice of (a) patent(s), which
may be required to imple:~ ent ..."2 document. However, implementers are cautioned that this may not represent
the latest information, whic> may be obtained from the patent database available at https://patents.iec.ch. IEC
shall not be held restons hYle for identifying any or all such patent rights.

IEC 62541-18 has bee.> prepared by subcommittee 65E: Devices and integration in enterprise
systems, _of . IEC. technical committee 65: Industrial-process measurement, control and
automation It \c an International Standard.

The text of this International Standard is based on the following documents:

Draft Report on voting

65E/1043/CDV 65E/1101/RVC

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

Throughout this document and the other Parts of the series, certain document conventions are
used:

Italics are used to denote a defined term or definition that appears in the "Terms and definitions"
clause in one of the parts of the series.

Italics are also used to denote the name of a service input or output parameter or the name oV
a structure or element of a structure that are usually defined in tables.

The jtalicized terms and names are also often written in camel-case (the practice o1 wriing
compound words or phrases in which the elements are joined without space¢s. :ith 2ach
element's initial letter capitalized within the compound). For example, the deih ed «wrm is
AddressSpace instead of Address Space. This makes it easier to understand that .here is a
single definition for AddressSpace, not separate definitions for Address and Space.

A list of all parts in the IEC 62541 series, published under the gencral .itle OPC Unified
Architecture, can be found on the IEC website.

The committee has decided that the contents of this document vill remain unchanged until the
stability date indicated on the IEC website under webstore.ici,.civ in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn, or

e revised.
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1 Scope

This part of IEC 62541 defines an Information Model. The Information Model describes the basic
infrastructure to model role-based security.

NOTE In the previous version, Role-Based Security was in IEC 62541-5:2020, Annex F.
2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 62541-1, OPC Unified Architecture — Part 1: Overview and Concepts
IEC 62541-3, OPC Unified Architecture — Part 3: Address Space Model
IEC 62541-4, OPC Unified Architecture — Part 4: Services

IEC 62541-5, OPC Unified Architecture — Part 5: Information Modc!

IEC 62541-6, OPC Unified Architecture — Part 6: Mappings

IEC 62541-8, OPC Unified Architecture — Part 8: Data.Access

IEC 62541-12, OPC Unified Architecture — Part 12: Discovery and Global Services

3 Terms and definitions

3.1 Terms and definitions

For the purposes of this document, tho'cer ns and definitions given in IEC 62541-1, IEC 62541-3
and IEC 62541-5 apply.

ISO and IEC maintain ternr.ology databases for use in standardization at the following
addresses:

e |EC Electropediz. a.ailable at https://www.electropedia.org/

e |ISO Online browsi. y platform: available at https://www.iso.org/obp
4 Role Koanl

4.1 G neral

12PC A d2fines a standard approach for implementing role-based security. Servers can choose
to .wplement part or all of the mechanisms defined here. The OPC UA approach assigns
Formissions to Roles for each Node in the AddressSpace. Clients are then granted Roles when
they create a Session based on the information provided by the Client.

Roles are used to separate authentication (determining who a Client is with a user token and
Client application identity) from authorization (Permissions determining what the Client is
allowed to do). By separating these tasks Servers can allow centralized services to manage
user identities and credentials while the Server only manages the Permissions on its Nodes
assigned to Roles.
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