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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MEDICAL DEVICE SOFTWARE -
SOFTWARE LIFE CYCLE PROCESSES

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comy ising
all national electrotechnical committees (IEC National Committees). The object of IEC is to ron.ate
international co-operation on all questions concerning standardization in the electrical and electronic fiei's. 1>
this end and in addition to other activities, IEC publishes International Standards, Technical Specl -aticns,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referrad 2 a:y “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Comr. ‘tee . *crested
in the subject dealt with may participate in this preparatory work. International, governmen.:l and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC ' ollaborates closely
with the International Organization for Standardization (ISO) in accordance with corditic1s determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly <= po: cible, an international
consensus of opinion on the relevant subjects since each technical committ~c has cpresentation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and « e accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ~n<ure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the we * i which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National. Coiami. 2, undertake to apply IEC Publications
transparently to the maximum extent possible in their na.nona: and regional publications. Any divergence
between any IEC Publication and the corresponding nation~' or '=gional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. ..uependent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bo.'ies.

6) All users should ensure that they have the lat>st »di..on of this publication.

7) No liability shall attach to IEC or its dire.tors, employees, servants or agents including individual experts and
members of its technical committees and '-C lational Committees for any personal injury, property damage or
other damage of any nature whatsoevr, wnether direct or indirect, or for costs (including legal fees) and
expenses arising out of the public.tion, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the No mwuiiv= references cited in this publication. Use of the referenced publications is
indispensable for the correct ap»lication of this publication.

9) Attention is drawn to- i = pu.ssibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC st Il nc be held responsible for identifying any or all such patent rights.

DISCLAIMEF

This Conzolilated version is not an official IEC Standard and has been prepared for
user conve.ience. Only the current versions of the standard and its amendment(s) are
to be considered the official documents.

% nis Jonsolidated version of IEC 62304 bears the edition number 1.1. It consists of the
firs. edition (2006-05) [documents 62A/523/FDIS and 62A/528/RVD] and its amendment 1
(2915-06) [documents 62A/1007/FDIS and 62A/1014/RVD]. The technical content is
identical to the base edition and its amendment.

This Final version does not show where the technical content is modified by
amendment 1. A separate Redline version with all changes highlighted is available in
this publication.
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International Standard IEC 62304 has been prepared by a joint working group of subcommittee
62A: Common aspects of electrical equipment used in medical practice, of IEC technical
committee 62: Electrical equipment in medical practice and ISO Technical Committee 210,
Quality management and corresponding general aspects for MEDICAL DEVICES. Table C.5 was
prepared by ISO/IEC JTC 1/SC 7, Software and system engineering.

It is published as a dual logo standard.
This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

In this standard the following print types are used:

« requirements and definitions: in roman type;

« informative material appearing outside of tables, such as notes, examples and refe.=nc2s:
in smaller type. Normative text of tables is also in a smaller type;

« terms used throughout this standard that have been defined in Clause 3 and alv2 given in
the index: in small capitals.

An asterisk (*) as the first character of a title or at the beginning of a paragraph indicates that
there is guidance related to that item in Annex B.

The committee has decided that the contents of the base publicatior ~and its amendment will
remain unchanged until the stability date indicated “on the IEC web site under
"http://webstore.iec.ch” in the data related to the specific juwiication. At this date, the
publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or
e amended.

NOTE The attention of National Committe:s ‘s drawn to the fact that equipment MANUFACTURERS and testing
organizations may need a transitional .oer «d ‘ollowing publication of a new, amended or revised IEC or
ISO publication in which to make products ‘n accordance with the new requirements and to equip themselves for
conducting new or revised tests. It is thc recommendation of the committee that the content of this publication be
adopted for mandatory implementation .»ac onally not earlier than 3 years from the date of publication.

IMPORTANT — The ‘calc 'r inside' logo on the cover page of this publication indicates
that it contains co.urs which are considered to be useful for the correct understanding
of its contents. Userc should therefore print this document using a colour printer.
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INTRODUCTION

Software is often an integral part of MEDICAL DEVICE technology. Establishing the SAFETY and
effectiveness of a MEDICAL DEVICE containing software requires knowledge of what the software
is intended to do and demonstration that the use of the software fulfils those intentions without
causing any unacceptable RISKS.

This standard provides a framework of life cycle PROCESSES with ACTIVITIES and TASKS
necessary for the safe design and maintenance of MEDICAL DEVICE SOFTWARE. This standard
provides requirements for each life cycle PROCESS. Each life cycle PROCESS consists of a set of
ACTIVITIES, with most ACTIVITIES consisting of a set of TASKS.

As a basic foundation it is assumed that MEDICAL DEVICE SOFTWARE is developed. aid
maintained within a quality management system (see 4.1) and a RISK MANAGEMENT system (.ce
4.2). The RISK MANAGEMENT PROCESS is already very well addressed by the Imuornaconal
Standard ISO 14971. Therefore IEC 62304 makes use of this advantage simply by ¢ normative
reference to 1ISO 14971. Some minor additional RISK MANAGEMENT requirements are needed for
software, especially in the area of identification of contributing software. factors related to
HAZARDS. These requirements are summarized and captured in Clause 7 s tnic software RISK
MANAGEMENT PROCESS.

Whether software is a contributing factor to a HAZARDOUS SITUATION is_determined during the
HAZARD identification ACTIVITY of the RISK MANAGEMENT PROCESS. HAZARDOUS SITUATIONS that
could be indirectly caused by software (for example, by provid ~a misleading information that
could cause inappropriate treatment to be administernd) r.,ed to be considered when
determining whether software is a contributing factor.” The deiision to use software to control
RISK is made during the RISK CONTROL ACTIVITY of the RIS\ MANAGEMENT PROCESS. The software
RISK MANAGEMENT PROCESS required in this standard Iias (0 be embedded in the device RISK
MANAGEMENT PROCESS according to 1SO 14971.

The software development PROCESS consist: of a2 number of ACTIVITIES. These ACTIVITIES are
shown in Figure 1 and described in Clause &. 3ecause many incidents in the field are related to
service or maintenance of MEDICAL DEViZE SYSTEMS including inappropriate software updates
and upgrades, the software mainterarce PROCESS is considered to be as important as the
software development PROCESS. The scitware maintenance PROCESS is very similar to the
software development PROCESS. ' is thown in Figure 2 and described in Clause 6.
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SysTEM development ACTIVITIES (including RISK MANAGEMENT)

7 Software RISK MANAGEMENT

A 4

51 5.2 53 54 55 5.6 5.7
Software Software Software Software Software UNIT Software integration Software SySTem 5.¢
development requirements ARCHITECTURAL detailed implementation and and integration testing Soi. arerei se
planning analysis design design VERIFICATION testing
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9 Software problem resolution

Ny —— IEC 722/06
Figure 1 — Overview of software development PRuZ :SSES and ACTIVITIES

Maintenance Activities outside the scope of ti.  stana. A Request
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A

System maintei nce ACTIVITIES (including RISK MANAGEMENT)

7 Software RISK MANAGEMENT

v 53 54 55 56
61 6.2 2 Software Software Software UNIT Software integration Soft 57 5.8
Establish software { d'i:;irggtlieornr ; ‘glysis ARCHITECTURAL detailed implementation and and integration © W[aret-SYSTEM Software release
maln;lear:qance design design VERIFICATION testing esting

6.3 Modification implementation

8 Software configuration management

9 Software problem resolution

IEC 723/06

Figure 2 — Overview of software maintenance PROCESSES and ACTIVITIES

This standard identifies two additional PROCESSES considered essential for developing safe
MEDICAL DEVICE SOFTWARE. They are the software configuration management PROCESS (Clause
8) and the software problem resolution PROCESS (Clause 9).

Amendment 1 updates the standard to add requirements to deal with LEGACY SOFTWARE, where
the software design is prior to the existence of the current version, to assist manufacturers who
must show compliance to the standard to meet European Directives. Software safety
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classification changes include clarification of requirements and updating of the software safety
classification to include a risk-based approach.

This standard does not specify an organizational structure for the MANUFACTURER or which part
of the organization is to perform which PROCESS, ACTIVITY, or TASK. This standard requires only
that the PROCESS, ACTIVITY, or TASK be completed to establish compliance with this standard.

This standard does not prescribe the name, format, or explicit content of the documentation to
be produced. This standard requires documentation of TAsSkS, but the decision of how to
package this documentation is left to the user of the standard.

This standard does not prescribe a specific life cycle model. The users of this standaru are
responsible for selecting a life cycle model for the software project and for mappn.a we
PROCESSES, ACTIVITIES, and TASKS in this standard onto that model.

Annex A provides rationale for the clauses of this standard. Annex B provides guiacnce on the
provisions of this standard.

For the purposes of this standard:

« “shall” means that compliance with a requirement is mandatorv-far ~ecmpliance with this
standard;

« “should” means that compliance with a requirement is recornmenaed but is not mandatory
for compliance with this standard;

« “may” is used to describe a permissible way to achieve compuiance with a requirement;
« ‘“establish” means to define, document, and imple mei*: and

« where this standard uses the term “as approprixa.e” 1> conjunction with a required PROCESS,
ACTIVITY, TASK or output, the intention is that the  MANUFACTURER shall use the PROCESS,
ACTIVITY, TASK or output unless the MANUFACTURER can document a justification for not so
doing.

INTRODUCTION to Amendment 1

The first edition of IEC 62304 v.as published in 2006. This amendment is intended to add
requirements to deal with 1EC2cY SOFTWARE, where the software design is prior to the
existence of the current virrsion, to assist manufacturers who must show compliance to the
standard to meet Europ¢an Nirectives. Software safety classification changes needed for this
amendment include claification of requirements and updating of the software safety
classification to inc'ide a risk-based approach. Work is continuing in parallel to develop the
second edition of IEC 22304.
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MEDICAL DEVICE SOFTWARE -
SOFTWARE LIFE CYCLE PROCESSES

1 Scope

1.1 * Purpose

This standard defines the life cycle requirements for MEDICAL DEVICE SOFTWARE. The cet of
PROCESSES, ACTIVITIES, and TASKS described in this standard establishes a common frairewrk
for MEDICAL DEVICE SOFTWARE life cycle PROCESSES.

1.2 * Field of application

This standard applies to the development and maintenance of MEDICAL DEVICE OFTWARE when
software is itself a MEDICAL DEVICE or when software is an embedded or integ:ia! vart of the final
MEDICAL DEVICE.

NOTE 1 This standard can be used in the development and maintenance o, softwre nat is itself a medical
device. However, additional development activities are needed at the system leve: hefo 2 this type of software can

be placed into service. These system activities are not covered by this standsrd, but can be found in IEC 82304-11
[22].

This standard describes PROCESSES that are intended to b': apnlied to software which executes
on a processor or which is executed by other softwere (fo example an interpreter) which
executes on a processor.

This standard applies regardless of the persistent s*orage device(s) used to store the software
(for example: hard disk, optical disk, permanent or flash memory).

This standard applies regardless of th= me.od of delivery of the software (for example:
transmission by network or email, cpu.al uisk, flash memory or EEPROM). The method of
software delivery itself is not considel ~d N.EDICAL DEVICE SOFTWARE.

This standard does not cover va'lication and final release of the MEDICAL DEVICE, even when the
MEDICAL DEVICE consists en.ire.y ot software.

NOTE 2 If a medical devic. incorporates embedded software intended to be executed on a processor, the
requirements of this starucd «>ply to the software, including the requirements concerning software of unknown
provenance (see 8.1.2):

NOTE 3 Validation and o.~er development activities are needed at the system level before the software and
medical device can ~e placed into service. These system activities are not covered by this standard, but can be
found in relcied . -oduc: standards (e.g., IEC 60601-1, IEC 82304-1, etc.).

1.3 Re'ationchip to other standards
This MEC:TAL DEVICE SOFTWARE life cycle standard is to be used together with other appropriate

< anurds when developing a MEDICAL DEVICE. Annex C shows the relationship between this
sta.xrard and other relevant standards.

1.4 Compliance

Compliance with this standard is defined as implementing all of the PROCESSES, ACTIVITIES, and
TASKS identified in this standard in accordance with the software safety class.

1 |n preparation.
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