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INTERNATIONAL ELECTROTECHNICAL COMMISSION

Managing risk in projects -
Application guidelines

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote internationa:
co-operation on all questions concerning standardization in the electrical and electronic fields. To this ei 1 and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Rep. rts,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). The'r
preparation is entrusted to technical committees; any IEC National Committee interested in the subject ¢ =alt vith
may participate in this preparatory work. International, governmental and non-governmental orga‘iiza ‘ons ‘aising
with the IEC also participate in this preparation. IEC collaborates closely with the International " cgar.'z=.ion for
Standardization (ISO) in accordance with conditions determined by agreement between the two org nizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possil'e, an international
consensus of opinion on the relevant subjects since each technical committee has icnre entation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are >ccepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that (ne echnical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in wich hey are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committe.s indertake to apply IEC Publications
transparently to the maximum extent possible in their national and reginna. nubiications. Any divergence between
any IEC Publication and the corresponding national or regional pub! cation snall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. {~dep ~nac={ certification bodies provide conformity
assessment services and, in some areas, access to IEC ma.“s ¢’ conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition o1 *his publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC Nati. nal Committees for any personal injury, property damage or
other damage of any nature whatsoever, whe .ar direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, us> cf, ur reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative rofer. nces cited in this publication. Use of the referenced publications is
indispensable for the correct applica ion »f this publication.

IEC draws attention to the poss.hilit © that the implementation of this document may involve the use of (a)
patent(s). IEC takes no positici1 « ance.ning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the date . publication of this document, IEC had not received notice of (a) patent(s), which
may be required to imple~ ent ..*2 document. However, implementers are cautioned that this may not represent
the latest information, whic> may be obtained from the patent database available at https://patents.iec.ch. IEC
shall not be held restons ble for identifying any or all such patent rights.

IEC 62198 has been »nrepared by IEC technical committee 56: Dependability. It is an
International Sitar.dard.

This thi~d ediv.on cancels and replaces the second edition, published in 2013, and constitutes
a technical revision.
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This edition includes the following technical changes with respect to the previous edition:

a) now aligned with ISO 31000, Risk management — Guidelines and 1SO 21502, Project,
programme and portfolio management — Guidance on project management [1]1.

b) the principles and generic guidelines on managing risk in projects have been updated to
take into account developments in risk management and leadership, with particular
reference to implementing risk management within the broad scope of project management
envisaged by ISO 21502, including project-related oversight and direction by the sponsoring
organization.

The text of this International Standard is based on the following documents:

Draft Report on voting

56/2058/FDIS 56/2081/RVD

Full information on the voting for its approval can be found in the report on votin¢, ina.>=ed in
the above table.

The language used for the development of this International Standard is Englis::

This document was drafted in accordance with ISO/IEC Directives, ot 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, .=C 3upplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

The committee has decided that the contents of this.dozun =n’ will remain unchanged until the
stability date indicated on the IEC website under websiare.iec.ch in the data related to the
specific document. At this date, the document will &c

e reconfirmed,

e withdrawn, or

e revised.

1 Numbers in square brackets refer to the Bibliography.
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INTRODUCTION

Every project involves risk. Project risks can be related to the objectives of the project itself or
to the objectives of the assets, products or services the project creates. This document provides
guidelines for managing risks in a project in a systematic, effective, efficient and consistent
way.

Risk management includes the coordinated activities to direct and control an organization with
regard to risk. ISO 31000, Risk management — Guidelines, describes:

a) the principles for effective risk management,

b) the framework that provides the foundations and organizational arrangements for designing,
implementing, monitoring, reviewing and continually improving risk management throughout
an organization, and

c) a process for managing risk that can be applied to all types of risk in any organizaticn.

This document shows how those general principles and guidelines apply to managing
uncertainty, threats and opportunities in projects. It applies to all kinds of proj:cts and project
management processes. When applying this document in conjunction with fisxible or agile
project management processes, the project’s objectives, requirements arn i spe ifications are
expected to evolve as the project progresses. The application of this doca:me it can be adjusted
in these circumstances.

This document is relevant to individuals and organizations conczarned with any or all phases in
the life cycle of projects. It can also be applied to sub-projucic-and to sets of inter-related
projects and programmes.

The application of this document can be tailored > eaoch specific project by taking into
consideration factors such as context, objectives /and re yuirements. Therefore, it is not in the
scope of this document to impose a certification sy tera for risk management practitioners.

The guidance provided in this document is 1 ot i..tended to override existing industry-specific
standards, although the guidance can b~ h=ipiul in such instances.
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1 Scope

This document provides principles and generic guidelines on managing risk in projects. In
particular it describes a systematic approach to managing risk in projects based on ISO 31000.

Guidance is provided on the principles for managing risk in projects, the framework and
organizational requirements for implementing risk management, and the process for conducting
effective risk management.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their cc~tent
constitutes requirements of this document. For dated references, only the edition cited applics.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

ISO 31000, Risk management — Guidelines

3 Terms and definitions
For the purposes of this document, the following terms or definitions apg'ly.

ISO and IEC maintain terminology databases for use in _t:~dardization at the following
addresses:

e |EC Electropedia: available at https://www.electrcheuia.org/

e |ISO Online browsing platform: available at https://www.iso.org/obp

31
event
occurrence or change of a particular set o. ¢irrumstances

Note 1 to entry: An event can have<one o more occurrences, and can have several causes and several
consequences.

Note 2 to entry: An event can also ©~ sc mething that is expected which does not happen, or something that is not
expected which does happen.

Note 3 to entry: An event cai be o ~isk source.

[SOURCE: ISO 310010:2213, 3.5]

3.2
opportunity
combination ~f circumstances expected to be favourable to objectives

NC'= 71 o2 €entry:  An opportunity is a positive situation in which gain is likely and over which one has a fair level of
contiol.

Note 7. to entry: An opportunity to one party may pose a threat to another.

Note 3 to entry: Taking or not taking an opportunity are both sources of risk.

[SOURCE: IEC 31010:2019, 3.2 [2]]
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