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INTERNATIONAL ELECTROTECHNICAL COMMISSION

NUCLEAR POWER PLANTS — INSTRUMENTATION
AND CONTROL SYSTEMS IMPORTANT TO SAFETY —
SOFTWARE ASPECTS FOR COMPUTER-BASED SYSTEMS
PERFORMING CATEGORY B OR C FUNCTIONS

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization camp isiny
all national electrotechnical committees (IEC National Committees). The object of IEC is_to ,romote
international co-operation on all questions concerning standardization in the electrical and ele tron.> fie us. To
this end and in addition to other activities, IEC publishes International Standards, Technicai Joeci.cations,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred o as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National C« mmittee interested
in the subject dealt with may participate in this preparatory work. International, gci‘eri mental and non-
governmental organizations liaising with the IEC also participate in this preparation.” =C cu. aborates closely
with the International Organization for Standardization (ISO) in accordance witlk con ‘ition. determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as ne rly a; possible, an international
consensus of opinion on the relevant subjects since each technical committe. tias representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international u 2 and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made .0 ensu.e that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for th. wey in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC Nation~i Co: mittees undertake to apply IEC Publications
transparently to the maximum extent possible in their naticnal and regional publications. Any divergence
between any IEC Publication and the corresponding nation.' <. regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of ~on.ormi.. Independent certification bodies provide conformity
assessment services and, in some areas, accexs * IEC marks of conformity. IEC is not responsible for any
services carried out by independent certificatio, bodies.

All users should ensure that they have th. lite:t edition of this publication.

No liability shall attach to IEC or ite di >ctors, employees, servants or agents including individual experts and
members of its technical committees and .EC National Committees for any personal injury, property damage or
other damage of any nature wha..~ever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the puiulication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the i ormative references cited in this publication. Use of the referenced publications is
indispensable for the 'cor. »ct application of this publication.

Attention is drawn to e possibility that some of the elements of this IEC Publication may be the subject of
patent rights. 1=C shall r. >t be held responsible for identifying any or all such patent rights.

Internationc! Siandard IEC 62138 has been prepared by subcommittee 45A: Instrumentation,
control and clectrical power systems of nuclear facilities, of IEC technical committee 45:
Nuclear instrumentation.

“is ceccnd edition cancels and replaces the first edition published in 2004. This edition
con~litutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) align the standard with standards published or revised since the first edition, in particular

IEC 61513, IEC 60880, IEC 62645 and IEC 62671,

b) merge Clause 5 and Clause 6 of the first edition into a single clause in order to avoid the

repetition of the vast majority of the text which proves to be extremely difficult to maintain
in consistency;


https://www.stdhive.com/standards/iec-62138-ed-20-b2018-pdf/

IEC 62138:2018 © IEC 2018 -5-

c) revise clause on the selection of pre-developed software based on experiences from the
application of the first edition of the standard on industrial projects. More precise criteria
are proposed for the evidence of correctness of pre-developed software;

d) introduce requirements on traceability in consistency with IEC 61513;

e) introduce an Annex A that gives a typical list of software documentation;

f) introduce an Annex B that establishes relationship between IEC 61513 and this document;
g) introduce an Annex C that establishes relationship between IEC 61508 and this document.

The text of this standard is based on the following documents:

FDIS Report on voting

45A/1201/FDIS 45A/1209/RVD

Full information on the voting for the approval of this International Standard car. he /~und in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directivec. Pai. 2.

In this document, the following print types are used:

e Requirements and recommendations applicable specificelly to class 2 or to class 3
systems appear in italics in Clause 6.

The committee has decided that the contents of this docuiaeni will remain unchanged until the
stability date indicated on the IEC website under "ht.n:/ii'ebstore.iec.ch” in the data related to
the specific document. At this date, the document will L=

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.
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INTRODUCTION

Technical background, main issues and organisation of this document

This International Standard provides requirements on the software aspects for computer-
based instrumentation and control (1&C) systems performing category B or C functions as
defined by IEC 61226. It complements IEC 60880 which provides requirements for the
software of computer-based I1&C systems performing category A functions.

It is consistent with, and complementary to, IEC 61513:2011. Activities that are mainly
system level activities (for example, integration, validation and installation) are not
addressed exhaustively by this document: requirements that are not specific to software
are deferred to IEC 61513:2011.

This document takes into account the current practices for the development of softviare for
I&C systems, in particular:

— the use of pre-developed software, equipment and equipment families that wei > not
necessarily designed to nuclear industry sector standards;

— the use of application-oriented languages.
Situation of the current document in the structure of the IEC SC 45A &t .ndard series

IEC 61513 is a first level IEC SC 45A document and gives guidanc> af plicuble to 1&C at
system level.

IEC 62138 is a second level IEC SC 45A document that -~upplements IEC 61513
concerning software development of computer-based 1&C <ystems performing category B
or C functions.

For more details on the structure of the IEC SC Z5A stardard series, see item d) of this
introduction.

Recommendations and limitations regardinc-the application of this document

This document is not intended to be used a. 2 general-purpose software engineering
guide. It applies to the software of 1&C systems performing category B or C functions for
new nuclear power plants as well as to I&C upgrading or back-fitting of existing plants.

For existing plants, only a subset of-relui.ements is applicable and this subset has to be
identified at the beginning of any prc jecu.

The purpose of the guidance LroviZcd by this document is to reduce, as far as possible,
the potential for latent softv:are faults to cause system failures, either due to single
software failures or multipi~ software failures (i.e. Common Cause Failures due to
software).

This document does not explicitly address how to protect software against those threats
arising from maliCicus attacks, i.e. cybersecurity, for computer-based systems. IEC 62645
provides require.ren s for security programmes for computer-based systems.

To ensure-hat this document will continue to be relevant in future years, the emphasis
has bcen',)lacud on issues of principle, rather than specific technologies.

Descript.on of the structure of the IEC SC 45A standard series and relationships
witl. other IEC documents and other bodies documents (IAEA, ISO)

The  op-level documents of the IEC SC 45A standard series are IEC 61513 and
IE< 67046. IEC 61513 provides general requirements for I&C systems and equipment that
~re used to perform functions important to safety in nuclear power plants (NPPs).
IEC 63046 provides general requirements for electrical power systems of NPPs; it covers
power supply systems including the supply systems of the I&C systems. |I[EC 61513 and
IEC 63046 are to be considered in conjunction and at the same level. IEC 61513 and
IEC 63046 structure the IEC SC 45A standard series and shape a complete framework
establishing general requirements for instrumentation, control and electrical systems for
nuclear power plants.

IEC 61513 and IEC 63046 refer directly to other IEC SC 45A standards for general topics
related to categorization of functions and classification of systems, qualification,
separation, defence against common cause failure, control room design, electromagnetic
compatibility, cybersecurity, software and hardware aspects for programmable digital
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systems, coordination of safety and security requirements and management of ageing.
The standards referenced directly at this second level should be considered together with
IEC 61513 and IEC 63046 as a consistent document set.

At a third level, IEC SC 45A standards not directly referenced by IEC 61513 or by
IEC 63046 are standards related to specific equipment, technical methods, or specific
activities. Usually these documents, which make reference to second-level documents for
general topics, can be used on their own.

A fourth level extending the IEC SC 45A standard series, corresponds to the Technical
Reports which are not normative.

The IEC SC 45A standards series consistently implements and details the safety and
security principles and basic aspects provided in the relevant IAEA safety standards and
in the relevant documents of the IAEA nuclear security series (NSS). In particu'ar this
includes the IAEA requirements SSR-2/1, establishing safety requirements related o tho
design of nuclear power plants (NPPs), the IAEA safety guide SSG-30 dealing wth ne
safety classification of structures, systems and components in NPPs, the 'AEA <afety
guide SSG-39 dealing with the design of instrumentation and control systems for NPPs,
the IAEA safety guide SSG-34 dealing with the design of electrical pov’er systems for
NPPs and the implementing guide NSS17 for computer security at nuc!2a. facilities. The
safety and security terminology and definitions used by SC 45A stanurds «re consistent
with those used by the IAEA.

IEC 61513 and IEC 63046 have adopted a presentation forma. simi'ar to the basic safety
publication IEC 61508 with an overall life-cycle framework &zu a system life-cycle
framework. Regarding nuclear safety, IEC 61513 and IET 63046 provide the interpretation
of the general requirements of IEC 61508-1, IEC 61507-2 and IEC 61508-4, for the
nuclear application sector. In this framework IEC 50810, IEC 62138 and IEC 62566
correspond to IEC 61508-3 for the nuclear app'icaion =actor. IEC 61513 and IEC 63046
refer to ISO as well as to IAEA GS-R-3 and IAEA =S-53-3.1 and IAEA GS-G-3.5 for topics
related to quality assurance. At level 2, regarcding nuclear security, IEC 62645 is the entry
document for the IEC SC 45A security standarcs. It builds upon the valid high level
principles and main concepts of the generic security standards, in particular ISO/IEC
27001 and ISO/IEC 27002; it adapts them and completes them to fit the nuclear context
and coordinates with the IEC 62443 serics At level 2, regarding control rooms, IEC 60964
is the entry document for the IEC.SC23A control rooms standards and IEC 62342 is the
entry document for the IEC SZ 4! A‘aceing management standards.

NOTE 1 It is assumed that for the decgn f I&C systems in NPPs that implement conventional safety functions
(e.g. to address worker safety, asc~t | rotection, chemical hazards, process energy hazards) international or
national standards would be applizu.

NOTE 2 IEC SC 45A domeia wao-=xtended in 2013 to cover electrical systems. In 2014 and 2015 discussions
were held in IEC SC 45A to de >ide how and where general requirement for the design of electrical systems were to
be considered. IEC SC 45A ( xpe.ts recommended that an independent standard be developed at the same level as
IEC 61513 to establish ¢ =neral requirements for electrical systems. Project IEC 63046 is now launched to cover
this objective. When IEC 6,146 is published, this NOTE 2 of the introduction will be suppressed.
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NUCLEAR POWER PLANTS — INSTRUMENTATION
AND CONTROL SYSTEMS IMPORTANT TO SAFETY -
SOFTWARE ASPECTS FOR COMPUTER-BASED SYSTEMS
PERFORMING CATEGORY B OR C FUNCTIONS

1 Scope

This document specifies requirements for the software of computer-based instrumentatioi and
control (I&C) systems performing functions of safety category B or C as definad Yy
IEC 61226. It complements IEC 60880 which provides requirements for the softarc. of
computer-based I&C systems performing functions of safety category A.

It is consistent with, and complementary to, IEC 61513. Activities that are mainly sysiem level
activities (for example, integration, validation and installation) are not address.d exhaustively
by this document: requirements that are not specific to software are deferiad v EC 61513.

The link between functions categories and system classes is g¢n 'n 1=C 61513, Since a
given safety-classified |1&C system may perform functions of differcnt safety categories and
even non safety-classified functions, the requirements of this/document are attached to the
safety class of the 1&C system (class 2 or class 3).

This document is not intended to be used as a general-auipo<e software engineering guide. It
applies to the software of 1&C systems of safety clas:es 2 or 3 for new nuclear power plants
as well as to I1&C upgrading or back-fitting of existiny plents.

For existing plants, only a subset of requirements is applicable and this subset has to be
identified at the beginning of any project.

The purpose of the guidance providea 2y wiis document is to reduce, as far as possible, the
potential for latent software fauits i- c7.use system failures, either due to single software
failures or multiple software failures ‘i.e. Common Cause Failures due to software).

This document does not :xriicitly address how to protect software against those threats
arising from malicious «tte ks, i.e. cybersecurity, for computer-based systems. IEC 62645
provides requirements fo: security programmes for computer-based systems.

2 Normative refercnces

The followir.n accuments are referred to in the text in such a way that some or all of their
content: constitiutes requirements of this document. For dated references, only the edition
cited-apy lies. For undated references, the latest edition of the referenced document (including
any ame:.Aments) applies.

+=C 00880:2006, Nuclear power plants — Instrumentation and control systems important to
safety — Software aspects for computer-based systems performing category A functions

IEC 61226, Nuclear power plants — Instrumentation and control important to safety —
Classification of instrumentation and control functions

IEC 61513:2011, Nuclear power plants — Instrumentation and control important to safety —
General requirements for systems
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