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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PRECISION CLOCK SYNCHRONIZATION PROTOCOL
FOR NETWORKED MEASUREMENT AND CONTROL SYSTEMS

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization
comprising all national electrotechnical committees (IEC National Committees). The object of IEC is to
promote international co-operation on all questions concerning standardization in the electrical and
electronic fields. To this end and in addition to other activities, IEC publishes International Standards,
Technical Specifications, Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter
referred to as “IEC Publication(s)”). Their preparation is entrusted to technical committees; any IEC National
Committee interested in the subject dealt with may participate in this preparatory work. International,
governmental and non-governmental organizations liaising with the IEC also participate in this preparation.
IEC collaborates closely with the International Organization for Standardization (ISO) in accordance with
conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has
representation from all interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly
indicated in the latter.

5) IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any
equipment declared to be in conformity with an IEC Publication.

6) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC/IEEE 61588 has been processed through subcommittee 65C:
Industrial networks, of IEC technical committee 65: Industrial-process measurement,
control and automation.

This second edition cancels and replaces the first edition published in 2004. It constitutes a
technical revision.

The text of this standard is based on the following documents:

IEEE Std FDIS Report on voting
1588 (2008) 65C/510/FDIS 65C/517/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

The committee has decided that the contents of this publication will remain unchanged
until 2013.
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This Dual Logo International Standard is the result of an agreement between the IEC and the Institute of
Electrical and Electronics Engineers, Inc. (IEEE). The original IEEE Standard was submitted to the IEC for
consideration under the agreement, and the resulting IEC/IEEE Dual Logo International Standard has been
published in accordance with the ISO/IEC Directives.

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which
brings together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers
are not necessarily members of the Institute and serve without compensation. While the IEEE administers the
process and establishes rules to promote fairness in the consensus development process, the IEEE does not
independently evaluate, test, or verify the accuracy of any of the information contained in its standards.

Use of an IEC/IEEE Dual Logo International Standard is wholly voluntary. The IEC and IEEE disclaim liability for
any personal injury, property or other damage, of any nature whatsoever, whether special, indirect,
consequential, or compensatory, directly or indirectly resulting from the publication, use of, or reliance upon
this, or any other IEC or IEEE Standard document.

The IEC and IEEE do not warrant or represent the accuracy or content of the material contained herein, and
expressly disclaim any express or implied warranty, including any implied warranty of merchantability or fitness
for a specific purpose, or that the use of the material contained herein is free from patent infringement.
IEC/IEEE Dual Logo International Standards documents are supplied “AS IS”.

The existence of an IEC/IEEE Dual Logo International Standard does not imply that there are no other ways to
produce, test, measure, purchase, market, or provide other goods and services related to the scope of the
IEC/IEEE Dual Logo International Standard. Furthermore, the viewpoint expressed at the time a standard is
approved and issued is subject to change brought about through developments in the state of the art and
comments received from users of the standard.

Every IEEE Standard is subjected to review at least every five years for revision or reaffirmation. When a
document is more than five years old and has not been reaffirmed, it is reasonable to conclude that its contents,
although still of some value, do not wholly reflect the present state of the art. Users are cautioned to check to
determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEC and IEEE are not suggesting or rendering
professional or other services for, or on behalf of, any person or entity. Neither the IEC nor IEEE is undertaking
to perform any duty owed by any other person or entity to another. Any person utilizing this, and any other
IEC/IEEE Dual Logo International Standards or IEEE Standards document, should rely upon the advice of a
competent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations — Occasionally questions may arise regarding the meaning of portions of standards as they relate
to specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will
initiate action to prepare appropriate responses. Since |IEEE Standards represent a consensus of concerned
interests, it is important to ensure that any interpretation has also received the concurrence of a balance of
interests. For this reason, IEEE and the members of its societies and Standards Coordinating Committees are
not able to provide an instant response to interpretation requests except in those cases where the matter has
previously received formal consideration.

Comments for revision of IEC/IEEE Dual Logo International Standards are welcome from any interested party,
regardless of membership affiliation with the IEC or IEEE. Suggestions for changes in documents should be in
the form of a proposed change of text, together with appropriate supporting comments. Comments on standards
and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ 08855-1331, USA and/or
General Secretary, IEC, 3, rue de Varembé, PO Box 131, 1211 Geneva 20, Switzerland.

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the
Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy
portions of any individual standard for educational classroom use can also be obtained through the Copyright
Clearance Center.

NOTE - Attention is called to the possibility that implementation of this standard may require use of subject
matter covered by patent rights. By publication of this standard, no position is taken with respect to the
existence or validity of any patent rights in connection therewith. The IEEE shall not be responsible for
identifying patents for which a license may be required by an IEEE standard or for conducting inquiries into the
legal validity or scope of those patents that are brought to its attention.
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Abstract: A protocol is provided in this standard that enables precise synchronization of clocks in
measurement and control systems implemented with technologies such as network
communication, local computing, and distributed objects. The protocol is applicable to systems
communicating via packet networks. Heterogeneous systems are enabled that include clocks of
various inherent precision, resolution, and stability to synchronize. System-wide synchronization
accuracy and precision in the sub-microsecond range are supported with minimal network and
local clock computing resources. Simple systems are installed and operated without requiring the
management attention of users because the default behavior of the protocol allows for it.

Keywords: boundary clock, clock, distributed system, master clock, measurement and control
system, real-time clock, synchronized clock, transparent clock
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IEEE Introduction

This standard defines a protocol enabling precise synchronization of clocks in measurement and control
systems implemented with technologies such as network communication, local computing, and distributed
objects. The clocks communicate with each other over a communication network. The protocol generates a
master—slave relationship among the clocks in the system. All clocks ultimately derive their time from a
clock known as the grandmaster clock. In its basic form, this protocol is intended to be administration free.

History

Measurement and control applications are increasingly using distributed system technologies such as
network communication, local computing, and distributed objects. Without a standardized protocol for
synchronizing the clocks in these devices, it is unlikely that the benefits will be realized in the multivendor
system component market. Existing protocols for clock synchronization are not optimum for these
applications. For example, Network Time Protocol (NTP) targets large distributed computing systems with
millisecond synchronization requirements. The protocol proposed in this standard specifically addresses the
following needs of measurement and control systems:

— Spatially localized
— Microsecond to sub-microsecond accuracy and precision
— Administration free

— Accessible for both high-end devices and low-cost, low-end devices

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.
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Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE Standards Association Web site at
http://ieeexplore.iece.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the IEEE-SA Web site at http://standards.icee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.ieee.org/reading/ieee/updates/errata/. Users are encouraged to check this URL for errata
periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence
or validity of any patent rights in connection therewith. A patent holder or patent applicant has filed a
statement of assurance that it will grant licenses under these rights without compensation or under
reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses. Other Essential Patent Claims may exist for
which a statement of assurance has not been received. The IEEE is not responsible for identifying Essential
Patent Claims for which a license may be required, for conducting inquiries into the legal validity or scope
of Patents Claims, or determining whether any licensing terms or conditions are reasonable or non-
discriminatory. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE: This standard is not intended to assure safety, security, health, or
environmental protection in all circumstances. Implementers of the standard are responsible for
determining appropriate safety, security, environmental, and health practices or regulatory
requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers. These
notices and disclaimers appear in all publications containing this document and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.”
They can also be obtained on request from IEEE or viewed at htip://standards.ieee.org/IPR/disclaimers.html.
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PRECISION CLOCK SYNCHRONIZATION
PROTOCOL FOR NETWORKED MEASUREMENT
AND CONTROL SYSTEMS

1. Overview

1.1 Scope

This standard defines a protocol enabling precise synchronization of clocks in measurement and control
systems implemented with technologies such as network communication, local computing, and distributed
objects. The protocol is applicable to systems communicating by local area networks supporting multicast
messaging including, but not limited to, Ethernet. The protocol enables heterogeneous systems that include
clocks of various inherent precision, resolution, and stability to synchronize to a grandmaster clock. The
protocol supports system-wide synchronization accuracy in the sub-microsecond range with minimal
network and local clock computing resources. The default behavior of the protocol allows simple systems
to be installed and operated without requiring the administrative attention of users. The standard includes
mappings to User Datagram Protocol (UDP)/Internet Protocol (IP), DeviceNet, and a layer-2 Ethernet
implementation. It includes formal mechanisms for message extensions, higher sampling rates, correction
for asymmetry, a clock type to reduce error accumulation in large topologies, and specifications on how to
incorporate the resulting additional data into the synchronization protocol. The standard permits
synchronization accuracies better than 1 ns. The protocol has features to address applications where
redundancy and security are a requirement. The standard defines conformance and management capability.
There is provision to support unicast as well as multicast messaging. The standard includes an annex on
recommended practices. Annexes defining communication-medium-specific implementation details for
additional network implementations are expected to be provided in future versions of this standard.
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1.2 Purpose

Measurement and control applications are increasingly employing distributed system technologies such as
network communication, local computing, and distributed objects. Many of these applications will be
enhanced by having an accurate system-wide sense of time achieved by having local clocks in each sensor,
actuator, or other system device. Without a standardized protocol for synchronizing these clocks, it is
unlikely that the benefits will be realized in the multivendor system component market. Existing protocols
for clock synchronization are not optimum for these applications. For example, the Network Time Protocol
(NTP) targets large distributed computing systems with millisecond synchronization requirements. The
protocol in this standard specifically addresses the needs of measurement and control and operational
systems in the fields of test and measurement, industrial automation, military systems, manufacturing
systems, power utility systems, and certain telecommunications applications. These applications need:

— Spatially localized systems with options for larger systems

— Microsecond to sub-microsecond accuracy

— Administration-free operation

— Applicability for both high-end devices and low-cost, low-end devices

— Provisions for the management of redundant and fault-tolerant systems

Several different application areas such as industrial automation, telecommunication, semiconductor
manufacturing, military systems, and utility power generation have emerged that require the standard to be
revised.

1.3 Layout of the document

This standard, which defines the Precision Time Protocol (PTP), is divided into 19 clauses:

Clause Purpose

1 Provides the scope and benefits of this standard

2 Lists references to other standards

3 Provides definitions that are either not found in other standards or have been modified for

use with this standard

4 Provides conventions for the notation used in this standard

5 Defines the data types used in this standard

6 Provides an overview of PTP

7 Defines characteristics of PTP entities

8 Defines PTP data sets

9 Defines PTP for ordinary and boundary clocks

10 Defines PTP for transparent clocks

11 Specifies PTP time computations and corrections

12 Specifies how to syntonize and synchronize clocks

13 Defines the format of messages passed between participating clocks
14 Specifies type, length, value (TLV) formats

15 Specifies management TLVs

16 Defines general optional features of this standard

17 Defines state configuration options of this standard

18 Defines forward and backward compatibility between versions
19 Defines requirements for conformance
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Annexes are provided as follows:

Annex Purpose

Annex A Using PTP

Annex B Defines timescales and epochs in PTP

Annex C  Examples of timing computations and message fields

Annex D Defines mappings of PTP to User Datagram Protocol (UDP) over Internet Protocol
version 4 (IPv4)

Annex E Defines mappings of PTP to UDP over Internet Protocol version 6 (IPv6)

Annex F Defines mappings of PTP over IEEE 802.3

Annex G Defines mappings of PTP to DeviceNet™'

Annex H  Defines mappings of PTP to ControlNet™?

Annex [ Defines mappings of PTP to PROFINET™?

Annex J Default PTP Profile

Annex K Defines an experimental security option

Annex L Defines an experimental cumulative frequency TLV

Annex M Bibliography

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

IEC 61158-3-2:2007, Industrial communication networks—Fieldbus specifications—Part 3-2: Data-
link layer service definition—Type 2 elements.*

IEC 61158-4-2:2007, Industrial communication networks—Fieldbus specifications—Part 4-2: Data-
link layer protocol specification—Type 2 elements.

IEC 61158-5-2:2007, Industrial communication networks—Fieldbus specifications—Part 5-2: Appli-
cation layer service definition—Type 2 elements.

IEC 61158-5-10:2007, Industrial communication networks—Fieldbus specifications—Part 5-10:
Application layer service definition—Type 10 elements.

IEC 61158-6-2:2007, Industrial communication networks—Fieldbus specifications—Part 6-2: Appli-
cation layer protocol specification—Type 2 elements.

IEC 61158-6-10:2007, Industrial communication networks—Fieldbus specifications—Part 6-10:
Application layer protocol specification—Type 10 elements.

'DeviceNet™ is a trade name of Open DeviceNet Vendor Association, Inc. This information is given for the convenience of users of
this standard and does not constitute an endorsement by the IEEE or IEC of these products. Equivalent products may be used if they
can be shown to lead to the same results.

ControlNet™ is a trade name of ControlNet International, Ltd. This information is given for the convenience of users of this standard
and does not constitute an endorsement by the IEEE or IEC of these products. Equivalent products may be used if they can be shown
to lead to the same results.

*PROFINET™ is the trade name of the non-profit organization PROFIBUS Nutzerorganisation e.V. (PNO). This information is given
for the convenience of users of this standard and does not constitute an endorsement by the IEEE or IEC of these products.
Equivalent products may be used if they can be shown to lead to the same results.

‘IEC publications are available from the Sales Department of the International Electrotechnical Commission, Case Postale 131, 3, rue
de Varembé, CH-1211, Geneve 20, Switzerland/Suisse (http://www.iec.ch/). IEC publications are also available in the United States
from the Sales Department, American National Standards Institute, 25 West 43rd Street, 4th Floor, New York, NY 10036, USA
(http://www.ansi.org/).
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IEC 61784-1:2007, Industrial communication networks—Profiles—Part 1: Fieldbus profiles.

IEC 61784-2:2007, Industrial communications networks—Profiles—Part 2: Additional fieldbus profiles for
real-time networks based on ISO/IEC 8802-3.

IEC 62026-3:2008, Low-voltage switchgear and controlgear—Controller-device interfaces (CDIs)—Part 3:
DeviceNet.

IEEE Std 802%, IEEE Standard for Local and Metropolitan Area Networks: Overview and Architecture.™ ¢

IEEE Std 802.1AB™, IEEE Standard for Local and Metropolitan Area Networks—Part 1AB: Station and
Media Access Control Connectivity Discovery.

IEEE Std 802.1Q™-2005, IEEE Standard for Local and Metropolitan Area Networks—Part 1Q: Virtual
bridged local area networks.

IEEE Std 802.3™-2005, IEEE Standard for Information Technology—Telecommunications and information
exchange between systems—ILocal and metropolitan area networks—Specific requirements—Part 3: Carrier sense
multiple access with collision detection (CSMA/CD) access method and Physical Layer specifications.

ISO/IEC 10646:2003, Information technology—Universal Multiple-Octet Coded Character Set (UCS)’.

SIEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854,
USA (http://standards/ieee.org/).

® The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.
"ISO/IEC publications are available from the ISO Central Secretariat, 1 chemin de la Voie-Creuse, CP 56, CH-1211, Genéve 20,
Switzerland/Suisse (http://www.iso.ch/). ISO/IEC publications are also available in the United States from Global Engineering
Documents, 15 Inverness Way East, Englewood, Colorado 80112, USA (http://global.ihs.com/). Electronic copies are available in the
United States from the American National Standards Institute, 25 West 43rd Street, 4th Floor, New York, NY 10036, USA
(http://www.ansi.org/).
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