e

IEC 61508-4:201

IEC IEC 61508-4

(J
®

Edition 2.0 2010-04

INTERNATIONAL )
STANDARD AQ} :

NORME N\
INTERNATIONALE QO

BASIC SAFETY PUBLICATION &

PUBLICATION FONDAMENTALE DE SECURITE Q

Functional safety of electrical/electronic/progra a*e electronic safety-related
systems — N I'C'l)
Part 4: Definitions and abbreviations \

Sécurité fonctionnelle des systémes électgaes/électroniqueslélectroniques

programmables relatifs a la sécurité N
Partie 4: Définitions et abréviatio

/////



https://www.stdhive.com/standards/iec-61508-4-ed-20-b2010-pdf/

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2010 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by
any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from either IEC or
IEC's member National Committee in the country of the requester.

If you have any questions about IEC copyright or have an enquiry about obtaining additional rights to this publication,
please contact the address below or your local IEC member National Committee for further information.

Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut étre reproduite
ni utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie
et les microfilms, sans I'accord écrit de la CEl ou du Comité national de la CEIl du pays du demandeur.

Si vous avez des questions sur le copyright de la CEl ou si vous désirez obtenir des droits supplémentaires sur cette
publication, utilisez les coordonnées ci-aprés ou contactez le Comité national de la CEI de votre pays de résidence.

IEC Central Office

3, rue de Varembé
CH-1211 Geneva 20
Switzerland

Email: inmail@iec.ch
Web: www.iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization ti.at p-epares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by tke |IE C. Please make sure that you have the
latest edition, a corrigenda or an amendment might have been published.

" Catalogue of IEC publications: www.iec.ch/searchpub

The IEC on-line Catalogue enables you to search by a variety of criteiia (rc ferer e number, text, technical committee,...).
It also gives information on projects, withdrawn and replaced publictior.»

" |EC Just Published: www.iec.ch/online _news/justpub

Stay up to date on all new IEC publications. Just Published deta’:s twice 2 month all new publications released. Available
on-line and also by email.

" Electropedia: www.electropedia.org

The world's leading online dictionary of electronic and el ctrical terms containing more than 20 000 terms and definitions
in English and French, with equivalent terms in addi*onc! languages. Also known as the International Electrotechnical
Vocabulary online.

® Customer Service Centre: www.iec.ch/webstorc, s rv

If you wish to give us your feedback on *his | ukiucction or need further assistance, please visit the Customer Service
Centre FAQ or contact us:

Email: csc@iec.ch

Tel.: +41 22 919 02 11

Fax: +41 22 919 03 00

A propos de la CEI

La Commission Electroternii. ue 'nternationale (CEIl) est la premiére organisation mondiale qui élabore et publie des
normes internationales pc 'r tot t ce qui a trait a I'électricité, a I'électronique et aux technologies apparentées.

A propos des rublicaiw.nns CEI

Le contenu teckrique des publications de la CEl est constamment revu. Veuillez vous assurer que vous possédez
I’édition la plu réc nte, un corrigendum ou amendement peut avoir été publié.

= Catalogue des nublications de la CEl: www.iec.ch/searchpub/cur_fut-f.htm
Le Cataloy ue en-ligne de la CEIl vous permet d’effectuer des recherches en utilisant différents criteres (numéro de référence,
tevte, ~omii® d’études,...). Il donne aussi des informations sur les projets et les publications retirées ou remplacées.

® Juct Pubihed CEIl: www.iec.ch/online _news/justpub
bastez infor né sur les nouvelles publications de la CEIl. Just Published détaille deux fois par mois les nouvelles
oub.'entions parues. Disponible en-ligne et aussi par email.

» TSlectropedia: www.electropedia.org

Le premier dictionnaire en ligne au monde de termes électroniques et électriques. Il contient plus de 20 000 termes et
définitions en anglais et en frangais, ainsi que les termes équivalents dans les langues additionnelles. Egalement appelé
Vocabulaire Electrotechnique International en ligne.

= Service Clients: www.iec.ch/webstore/custserv/custserv_entry-f.htm

Si vous désirez nous donner des commentaires sur cette publication ou si vous avez des questions, visitez le FAQ du
Service clients ou contactez-nous:

Email: csc@iec.ch

Tél.: +41 22 919 02 11

Fax: +41 22 919 03 00



mailto:inmail@iec.ch
http://www.iec.ch/
http://www.iec.ch/searchpub
http://www.iec.ch/online_news/justpub
http://www.electropedia.org/
http://www.iec.ch/webstore/custserv
mailto:csc@iec.ch
http://www.iec.ch/searchpub/cur_fut-f.htm
http://www.iec.ch/online_news/justpub
http://www.electropedia.org/
http://www.iec.ch/webstore/custserv/custserv_entry-f.htm
mailto:csc@iec.ch
https://www.stdhive.com/standards/iec-61508-4-ed-20-b2010-pdf/

IEC 61508-4

Edition 2.0 2010-04

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

BASIC SAFETY PUBLICATION
PUBLICATION FONDAMENTALE DE SECURITE

Functional safety of electrical/electronic/prograrinar'e electronic safety-related
systems —
Part 4: Definitions and abbreviations

Sécurité fonctionnelle des systémes électriques/électroniques/électroniques
programmables relatifs a la sécurité - -
Partie 4: Définitions et abréviations

INTERNATIQNAL
ELECTROTEC.!NICAL

COMMIE SION
“OM. ISS.ON
ELZCTROTECHNIQUE
INTERNATIONALE PRICE CODE V
CODE PRIX
ICS 25.040.40; 29.020 ISBN 978-2-88910-527-4

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale


https://www.stdhive.com/standards/iec-61508-4-ed-20-b2010-pdf/

-2- 61508-4 © IEC:2010

CONTENTS
O L L @ T I PP 3
INTRODUGCTION ..ottt et et et e e e e e e e e e an e e e e eeannns 5
S T o7 0 o = PP 7
P () 4 4 F= Y AN Y =T =T g oY 9
3 Definitions and abbreviations ... 9
3.1 SaAf Y LIS oo 10
3.2 EQUIPMENT @nNd AeVICES . .. 12
3.3  Systems — general @SPeCtS ......c.oiuniiniiii i 15
3.4 Systems — safety-related aspectS........cooviiiiiii i A7
3.5 Safety functions and safety integrity.........oooiiiiii i 19
3.6 Fault, failure and error (see Figure 4)......cccooeiiiiiiii e 22
3.7  Lifecycle aCtivities. ..o e 27
3.8 Confirmation of safety measures............c.ccoeveiiiiiiiiiii N 28
L1 ] [ o o | =1 o1 17228 L B 32
g Vo 1= e U 33
Figure 1 — Overall framework of the IEC 61508 S€ries ........cciiiv. i 8
Figure 2 — Programmable electroniC System ... ... 16
Figure 3 — Electrical/electronic/programmable electrcnic zysi~a (E/E/PE system) —
structure and terminology.......ccooveiiiiiiiiiiii . 16
Figure 4 — Failure Model ..o e e 23

Table 1 — Abbreviations used in this standara ... .o 9


https://www.stdhive.com/standards/iec-61508-4-ed-20-b2010-pdf/

61508-4 © IEC:2010 -3-

9)

INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/
PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS -

Part 4: Definitions and abbreviations

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization coni >risi 1
all national electrotechnical committees (IEC National Committees). The object of IEC is to bro. ote
international co-operation on all questions concerning standardization in the electrical and electroric fie 1s. To
this end and in addition to other activities, IEC publishes International Standards, Technica: spedifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referrea to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committec interested
in the subject dealt with may participate in this preparatory work. International, goverymental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC »a laborates closely
with the International Organization for Standardization (ISO) in accordance with co. dition. determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as 1.>arly s possible, an international
consensus of opinion on the relevant subjects since each technical commiti.e his representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international 's~>.2nd are accepted by IEC National
Committees in that sense. While all reasonable efforts are made *. ens re that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for tt s wgy in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Cu.mm..tees undertake to apply IEC Publications
transparently to the maximum extent possible in their/nationa! and regional publications. Any divergence
between any IEC Publication and the corresponding natio. al o regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of coi formity. Independent certification bodies provide conformity
assessment services and, in some areas, accics ) I[EC marks of conformity. IEC is not responsible for any
services carried out by independent certificatian Loaics.

All users should ensure that they have the lat:st edition of this publication.

No liability shall attach to IEC or its u ~ecic=z, employees, servants or agents including individual experts and
members of its technical committees ancu |[EC National Committees for any personal injury, property damage or
other damage of any nature wk>tso ver, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the uchlicat.on, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the lormatuve references cited in this publication. Use of the referenced publications is
indispensable for the ~_rec. application of this publication.

Attention is drawn tc the )ossibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall . ot be held responsible for identifying any or all such patent rights.

Internatioiial L*anuard IEC 61508-4 has been prepared by subcommittee 65A: System aspects,
of IEC techn.~al committee 65: Industrial-process measurement, control and automation.

Tii's ¢2cond edition cancels and replaces the first edition published in 1998. This edition
constitute: a technical revision.

‘I'his edition has been subject to a thorough review and incorporates many comments received
at the various revision stages.

It has the status of a basic safety publication according to IEC Guide 104.
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The text of this standard is based on the following documents:

FDIS Report on voting
65A/551/FDIS 65A/575/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2

A list of all parts of the IEC 61508 series, published under the general title Functional safcty of
electrical / electronic / programmable electronic safety-related systems, can be found ~n he
IEC website.

The committee has decided that the contents of this publication will remain unchaig=d until the
stability date indicated on the IEC web site under "http://webstore.iec.ch” in th~ data .elated to
the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.
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INTRODUCTION

Systems comprised of electrical and/or electronic elements have been used for many years to
perform safety functions in most application sectors. Computer-based systems (generically
referred to as programmable electronic systems) are being used in all application sectors to
perform non-safety functions and, increasingly, to perform safety functions. If computer system
technology is to be effectively and safely exploited, it is essential that those responsible for
making decisions have sufficient guidance on the safety aspects on which to make these
decisions.

This International Standard sets out a generic approach for all safety lifecycle activities for
systems comprised of electrical and/or electronic and/or programmable electronic (E/E'PE)
elements that are used to perform safety functions. This unified approach has been adoptea ‘n
order that a rational and consistent technical policy be developed for all electricall,-ba-ed
safety-related systems. A major objective is to facilitate the development of prcduc and
application sector international standards based on the IEC 61508 series.

NOTE 1 Examples of product and application sector international standards based on the IEC 61508 series are
given in the Bibliography (see references [1], [2] and [3]).

In most situations, safety is achieved by a number of systems which rely ~n many technologies
(for example mechanical, hydraulic, pneumatic, electrical, electronic, brogrammable electronic).
Any safety strategy must therefore consider not only all the elem>nts within an individual
system (for example sensors, controlling devices and actua*ars) but also all the safety-related
systems making up the total combination of safety-related <,ctzms. Therefore, while this
International Standard is concerned with E/E/PE safety-re'ated systems, it may also provide a
framework within which safety-related systems bacea or. other technologies may be
considered.

It is recognized that there is a great variety of applicatiuns using E/E/PE safety-related systems
in a variety of application sectors and covering a wide range of complexity, hazard and risk
potentials. In any particular application, the rea:iired safety measures will be dependent on
many factors specific to the application. 1"~ International Standard, by being generic, will
enable such measures to be formulated i~ future product and application sector international
standards and in revisions of those tt at'already exist.

This International Standard

— considers all relevant Hverall, E/E/PE system and software safety lifecycle phases (for
example, from initia' coriczpt, though design, implementation, operation and maintenance
to decommissioni=2) when E/E/PE systems are used to perform safety functions;

— has been conce’'vec with a rapidly developing technology in mind; the framework is
sufficiently robust a.xd comprehensive to cater for future developments;

— enables praduct and application sector international standards, dealing with E/E/PE safety-
related .vstems, to be developed; the development of product and application sector
international standards, within the framework of this standard, should lead to a high level of
consistency (for example, of underlying principles, terminology etc.) both within application
cectou: 3 and across application sectors; this will have both safety and economic benefits;

— orovides a method for the development of the safety requirements specification necessary
to achieve the required functional safety for E/E/PE safety-related systems;

- adopts a risk-based approach by which the safety integrity requirements can be
determined;

— introduces safety integrity levels for specifying the target level of safety integrity for the
safety functions to be implemented by the E/E/PE safety-related systems;

NOTE 2 The standard does not specify the safety integrity level requirements for any safety function, nor does it
mandate how the safety integrity level is determined. Instead it provides a risk-based conceptual framework and
example techniques.
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sets target failure measures for safety functions carried out by E/E/PE safety-related
systems, which are linked to the safety integrity levels;

sets a lower limit on the target failure measures for a safety function carried out by a single
E/E/PE safety-related system. For E/E/PE safety-related systems operating in

— a low demand mode of operation, the lower limit is set at an average probability of a
dangerous failure on demand of 10-5;

— a high demand or a continuous mode of operation, the lower limit is set at an average
frequency of a dangerous failure of 109 [h=1];

NOTE 3 A single E/E/PE safety-related system does not necessarily mean a single-channel architecture.

NOTE 4 It may be possible to achieve designs of safety-related systems with lower values for the target ~afety
integrity for non-complex systems, but these limits are considered to represent what can be achieved for . »lati -ely
complex systems (for example programmable electronic safety-related systems) at the present time.

sets requirements for the avoidance and control of systematic faults, which are.bas>d on
experience and judgement from practical experience gained in industry. Eve. thci'yh the
probability of occurrence of systematic failures cannot in general be quantified th. standard
does, however, allow a claim to be made, for a specified safety function, that the target
failure measure associated with the safety function can be considered.to == achieved if all
the requirements in the standard have been met;

introduces systematic capability which applies to an element vtk aspaCt to its confidence
that the systematic safety integrity meets the requirements of tr.» sg 2cified safety integrity
level;

adopts a broad range of principles, techniques and meas.r22.to achieve functional safety
for E/E/PE safety-related systems, but does not exriicitly use the concept of fail safe
However, the concepts of “fail safe” and “inherently.sa.2” rrinciples may be applicable and
adoption of such concepts is acceptable providing the requirements of the relevant clauses
in the standard are met.
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FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/
PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS -

Part 4: Definitions and abbreviations

1 Scope

1.1 This part of IEC 61508 contains the definitions and explanation of terms that are nsed in
parts 1 to 7 of the IEC 61508 series of standards.

1.2 The definitions are grouped under general headings so that related teins cen be
understood within the context of each other. However, it should be noted that thesc headings
are not intended to add meaning to the definitions.

1.3 IEC 61508-1, IEC 61508-2, IEC 61508-3 and IEC 61508-4 are basic cafety publications,
although this status does not apply in the context of low complexitv “/E PE safety-related
systems (see 3.4.3 of IEC 61508-4). As basic safety publications, 123y « e intended for use by
technical committees in the preparation of standards in accordc~ce with the principles
contained in IEC Guide 104 and ISO/IEC Guide 51. IEC 6750:-1, IEC 61508-2, IEC 61508-3
and IEC 61508-4 are also intended for use as stand-alone pul icaiions. The horizontal safety
function of this international standard does not apply to mzdical equipment in compliance with
the IEC 60601 series.

1.4 One of the responsibilities of a technical con mittee is, wherever applicable, to make use
of basic safety publications in the preparation aof its publications. In this context, the
requirements, test methods or test conditions of this basic safety publication will not apply
unless specifically referred to or included ‘n the publications prepared by those technical
committees.

1.5 Figure 1 shows the overall iram:wo k of the IEC 61508 series and indicates the role that
IEC 61508-4 plays in the achieve met of functional safety for E/E/PE safety-related systems.
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