IEC IEC 61158-6-26

o
®

Edition 2.0 2023-03

INTERNATIONAL )
STANDARD Qg\ :

NORME N\
INTERNATIONALE QO

AN

Industrial communication networks — Fieldbus s &tions -
Part 6-26: Application layer protocol specif'ca\'\ — Type 26 elements

ications des bus de terrain —
ouche application — Eléments de

Réseaux de communication industriels — ﬁr
Partie 6-26: Spécification du protocole de

type 26 $ N

|IEC 61 158—6-26:382%—]‘! :
A )


https://www.stdhive.com/standards/iec-61158-6-26-ed-20-b2023-pdf/

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2023 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or
your local IEC member National Committee for further information.

Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut étre reproduite ni
utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie et
les microfilms, sans I'accord écrit de I''lEC ou du Comité national de I'lEC du pays du demandeur. Si vous avez des
questions sur le copyright de I'lEC ou si vous désirez obtenir des droits supplémentaires sur cette publication, utilisez

IEC Secretariat

3, rue de Varembé
CH-1211 Geneva 20
Switzerland

www.iec.ch

les coordonnées ci-aprés ou contactez le Comité national de I'lEC de votre pays de résidence.

Tel.: +41 22 919 02 11
info@iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that nrep.res and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Ple.s " ma'C sure that you have the
latest edition, a corrigendum or an amendment might have been published.

IEC publications search - webstore.iec.ch/advsearchform
The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee, ...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and once
a month by email.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or xe2n
further assistance, please contact the Customer C-nice
Centre: sales@iec.ch.

IEC Products & Se vices Portal - products.iec.ch
Discover our po. ‘el Ul search engine and read freely all the
publications previev s. With a subscription you will always have
access to up to date content tailored to your needs.

Elecu »peu‘a - www.electropedia.org

The _wo.'d's eading online dictionary on electrotechnology,
cc ntaining more than 22 300 terminological entries in English
an ' Fre ach, with equivalent terms in 19 additional languages.
Also known as the International Electrotechnical Vocabulary
(IEV) online.

A propos de I'lEC

La Commission Electrotechnique !iic nativiale (IEC) est la premiére organisation mondiale qui élabore et publie des

Normes internationales pour tout ¢ » 4ui

A propos des publications IEC

trait a I'électricité, a I'électronique et aux technologies apparentées.

Le contenu technique des pu. lica.ions IEC est constamment revu. Veuillez vous assurer que vous possédez I'édition la
plus récente, un corrigenc 'm o | amendement peut avoir été publié.

Recherche de pub''~ations IE ™ -

webstore.iec.ch/a3dvse archform

La recherche 2:7anc ‘e permet de trouver des publications IEC
en utilisant diffe.=nts criteres (numéro de référence, texte,
comité d’é‘udes, ...,. Elle donne aussi des informations sur les
projets et le s publications remplacées ou retirées.

'EC ¢ 'st Pui lished - webstore.iec.ch/justpublished
T\stez ‘nforné sur les nouvelles publications IEC. Just
Pub,~*.ed détaille les nouvelles publications parues.
L =ponible en ligne et une fois par mois par email.

Service Clients - webstore.iec.ch/csc

Si vous désirez nous donner des commentaires sur cette
publication ou si vous avez des questions contactez-nous:
sales@iec.ch.

IEC Products & Services Portal - products.iec.ch
Découvrez notre puissant moteur de recherche et consultez
gratuitement tous les apercus des publications. Avec un
abonnement, vous aurez toujours accés a un contenu a jour
adapté a vos besoins.

Electropedia - www.electropedia.org

Le premier dictionnaire d'électrotechnologie en ligne au monde,
avec plus de 22 300 articles terminologiques en anglais et en
frangais, ainsi que les termes équivalents dans 19 langues
additionnelles. Egalement appelé Vocabulaire
Electrotechnique International (IEV) en ligne.



mailto:info@iec.ch
https://www.iec.ch/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://products.iec.ch/
http://www.electropedia.org/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://products.iec.ch/
http://www.electropedia.org/
https://www.stdhive.com/standards/iec-61158-6-26-ed-20-b2023-pdf/

IEC 61158-6-26

Edition 2.0 2023-03

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

Industrial communication networks — Fieldbus speciiications —
Part 6-26: Application layer protocol specification.— Type 26 elements

Réseaux de communication industriels — Spécifications des bus de terrain —
Partie 6-26: Spécification du protocole de la couche application — Eléments de
type 26

INTERNATIQNA.
ELECTROTEC.!INICAL
COMMIE SION

~OM. 11IS§.ON
EL-ZCTROTECHNIQUE
INTERNATIONALE

ICS 25.040.40, 35.100.70, 35.110 ISBN 978-2-8322-7824-6

Warning! Make sure that you obtained this publication from an authorized distributor.
Attention! Veuillez vous assurer que vous avez obtenu cette publication via un distributeur agréé.

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale


https://www.stdhive.com/standards/iec-61158-6-26-ed-20-b2023-pdf/

-2- IEC 61158-6-26:2023 © |IEC 2023

CONTENTS

O ] T I PP 11
INTRODUGCTION ..ttt et e e e e et e e et et e et e et e et e et e e eanns 13
1 ST e o] o 1T PO PP 14
1.1 GBNEIAl . e e 14
1.2 SPECIICAtIONS L. e 15
1.3 1070101 (o] o 1= o o - 15

2 NOIMAtiVE FEFEIENCES .. oeieiiei e 15
3 Terms, definitions, symbols, abbreviated terms and conventions .............................. 0. 16
3.1 Terms and definitions from other ISO/IEC standards...........cccocoiviiiiiiiiiiniins 4
3.1.1 Terms and definitions from ISO/IEC 7498-1 ... e 17
3.1.2 Terms and definitions from ISO/IEC 8822 .........cciiiiiiiiiiiiiiiie i, 17
3.1.3 Terms and definitions from ISO/IEC 9545 ..., 17
3.1.4 Terms and definitions from ISO/IEC 8824-1 ... ...t e, 17
3.1.5 Terms and definitions from ISO/IEC 8825-1......c.iiiiiiiiiiiiis e, 18

3.2 Type 26 specific terms and definitions ... 18
3.3 Abbreviated terms and symboOlSs ... e 22
3.4 CONVENTIONS ... e e e 24
3.4.1 Conventions used in state machines................ T et r et e e et 24
3.4.2 Convention for abstract syntax description. ............c.cooiiiiiiiiiiiici e 26
3.4.3 Convention for reserved bits and octets .. .. 26
3.4.4 Conventions for bit description in oCtats ... ... 26

4 FAL syntax desCription ... e 27
4.1 LT 1= - T PN 27
4.2 Overview of Type 26 fieldbus ..o 27
4.2.1 Application field and ConmMuN-INEMOIY .......cuiiiiiee e 27
4.2.2 Structure of TYPe .26 [ FCOSO0l ... in e 28
4.2.3 Structure of TP 22U F A e 29
4.2.4 Data lINK @Y O o e 30

4.3 L@ oX=T = 14T o T o1 o 1 [o | = 31
4.3.1 L =T YT PR 31
4.3.2 Logicaiting MaiNteNanCe . ...cuu i 31
4.3.3 NOAE AACTHION oot 34
4.3.4 Mode iN 2 10GICal FING .ceuie e 38
4.3.5 N To LU ST o [ ] o et o 11 | 39
4.3.6 Data tranSmMISSION ... e 39
4.3.7 Data transmission frames . ..o 49

14 FAL PDU abstract SYNtaX ....ocoiuiiiiiiii et e e 52
4.4.1 Basic abstract syntax..... .o 52
4.4.2 Transparent-msg- PDU ... 55
4.4.3 TOKEN-PDU ... e e 55
4.4.4 Participation-req-PDU ... 56
445 Byte-block-read PDUS ..o 56
4.4.6 Byte-bloCK-Write PDUS ... .o 56
4.4.7 Word-block-read PDUS ... 56
4.4.8 Word-bIOCK-Write PDUS..... oo e 57
4.4.9 Network-parameter-read PDUS ... 57

4.4.10 Network-parameter-write PDUS........coiiiiii e 57


https://www.stdhive.com/standards/iec-61158-6-26-ed-20-b2023-pdf/

IEC 61158-6-26:2023 © |IEC 2023 -3-

4.4.11 Stop-command PDUS ... 57
4.412 Operation-command PDUS ... e 58
4413 Profile-read PDUS ... ..o 58
4.4.14 TrIGQEr-P DU Lo 58
4.4.15 Log-data-read PDUS .. ... 58
4.4.16 Log-data-clear PDUS ... 59
4.417 Message-return PDUS ... 59
4.4.18 Vendor-specific-msg PDUS ... 59
4.4.19 Start-TK-hld-time-mrmt PDUS ... 60
4.4.20 Terminate-TK-hld-time-mrmt PDUS ... 60
4.4.21 Start-GP_Comm-sndr-10g PDUS........cccoiiiiiiii e s S0
4.4.22 Terminate-GP_Comm-sndr-10g PDUS .........coiiiiiiiiiiiiicc e .....60
4.4.23 Set-remote-node-config-para PDUS ..o 61
4.4.24 Read-rmt-partici-node-mgt-info-para PDUS ...........cc.ooiiiiiiiiii e, 61
4.4.25 Read-rmt- node-mgt-info-para PDUS..........coooiiiii e e, 61
4.4.26 Read-rmt-node-set-info-para PDUS..........cccooiiiiiiiic e e, 61
4.4.27 Reset-Nnode PDUS ... ..o e B 62
4.4.28 Cyclic-data PDUS .....coviiiiiiiccceee e e e 62
4.4.29 Extended-prticiption-req-PDU ... ... 62
4.4.30 Extended-network-parameter-read PDUS.......0 .. oo 63
4.4.31 Extended-network-parameter-write PDUS ... 63
4.5 Data type assignments.............c.coooiennn, . N 63
B TrANSTOr SYNMEAX et s e 65
5.1 ENCOAING FTUIES ..o e e 65
51.1 BasiC @NCOAING ..uniiiiii e 65
5.1.2 Fixed length Unsigned €NCOAiNG . e 65
5.1.3 Fixed length BitString encotiing oo 65
5.1.4 OctetString ENCOdINgG oo i 65
5.1.5 SEQUENCE €NCOGINg. i 65
5.2 PDU elements @nCOdin d. .. e 65
5.2.1 F AL ARHEAA ST . e 65
5.2.2 Transparent "8 PDU .o 69
5.2.3 B 10T =Y 3 T 5 PP 70
5.2.4 Partiipa ion-req-PDU ... ..o 71
5.2.5 Byte-biock-read PDUS ..o 72
5.2.6 By 2-blOCK-WIite PDUS ... .ot 74
5.2.7 VIOrd-block-read PDUS ... 75
528 Word-block-Write PDUS.......o e 77
0.2 Network-parameter-read PDUS ..o 79
o2.1) Network-parameter-write PDUS. ... ..o 83
5.2.11 Stop-command PDUS ... e 85
5.2.12 Operation-command PDUS ..ot 87
5.2.13 Profile-read PDUS ... ..o 89
5.2.14 TrIGQEr-P DU Lo 92
5.2.15 Log-data-read PDUS .. ... 92
5.2.16 Log-data-clear PDUS ... 98
5.2.17 Message-return PDUS ... 100
5.2.18 Vendor-specific-mSg PDUS ... 102
5.2.19 Start-TK-hld-time-mrmt PDUS ..o 105


https://www.stdhive.com/standards/iec-61158-6-26-ed-20-b2023-pdf/

-4 - IEC 61158-6-26:2023 © |IEC 2023

5.2.20 Terminate-TK-hld-time-mrmt PDUS ... 106
5.2.21 Start-GP_Comm-sndr-10g PDUS ........oiiiii e 110
5.2.22 Terminate-GP_Comm-sndr-10g PDUS ........c.oiiiiiiiiiii e 111
5.2.23 Set-remote-node-config-para PDUS ........cccooiiiiiii e 114
5.2.24 Read-rmt-partici-node-mgt-info-para PDUS ..o 117
5.2.25 Read-rmt- node-mgt-info-para PDUS............ccoiiiiiiiii e 120
5.2.26 Read-rmt-node-set-info-para PDUS.........coiiiiii e 123
5.2.27 ReSEt-NOAE PDUS ...t e 125
5.2.28 CyClic-data PDUS ...ccuiiiiiiiie e 126
5.2.29 Extended-participation-request PDU ....... ..o .129
5.2.30 Extended-network-parameter-read PDUS..........ccooiiiiiiiiiiii e 129
5.2.31 Extended-network-parameter-write PDUS ... ... 132
FAL protocol state machines structure..............coooiiiii i 135
6.1 L@ 1YY VP S PR 135
6.2 Common variables, parameters, timers, counters, lists and queues .. ................. 136

6.2.1 V(3CWT), P(3CWT), T(3CWT): Three-lap-time-period-of-thc-toke 1-

Circulation ... N 136
6.2.2 V(ACK): ACK received......ocuviiiiiiiiiiiiiiieeeeee 0 136
6.2.3 V(ACK_TN): ACK to this node ..........ccooevviiiiiiiiiiinns AT 137
6.2.4 V(AWT), P(AWT), T(AWT): Waiting-time-pericd-ior-receiving-message-

ACKNOWIEAQE .. et 137
6.2.5 V(CBN): Current fragment number for fragr:ent:d cyclic-data

ErANSMISSION .o e e 137
6.2.6 V(CTFG): Cyclic-data fragment tranzfar.. ..o, 137
6.2.7 V(CTRen), P (CTRen): Cyclic-data on (. M1 and CM2 receive enable........... 137
6.2.8 V(CTRQ): Cyclic-data transfer request...........ccooiiiiiiiiiiiiiiiie e 137
6.2.9 V(ExCTRQ): Cyclic-data of C\'3 tiansfer request ... 138
6.2.10 C(ExCT): Cumulative count of extended-cyclic-data transmission................ 138
6.2.11 V(ExCTRen), P(ExCTRen): Cyclic-data on CM3 receive enable................... 138
6.2.12 V(EXTBN), P(ExTBK): 1utal fragment number of Cyclic-data on CM3 .......... 138
6.2.13 V(ExTSZ), P(ExTS7): Total cyclic-data size on CM3...........ccceiiiiiiiiiiiinnn, 138
6.2.14 C(MCNT): Cur.ulative count of message transmission carried over ............. 138
6.2.15 V(MCV): Mes>age transmission carried OVer.......cccoviiiiiiiiiiieiiei e, 138
6.2.16 V(MFT,, PCMFT), T(MFT): Allowable-minimum-frame-interval-time............... 138
6.2.17 V(MntCn.Type): Measurement control type .........oooiviiiiiiiiii e, 139
6.2.18 YIMRVRAQ): Message receive request......oooiiiiiiiiiiiiicceee e 139
6.2.13 V(NMSRQ): Message transfer request ... 139
6.2.20 Q(MSRXQ): Message-RX-QUEUE .......ccuiiiiiiiieiieie e 139
6.2.21 Q(MTXQ): Message-TX-QUEUE ......cc.iiuiiieii e 139
6.2..2 V(NMTP): No message transmission in previous cycle............cccccoeeviiiinnni. 139
6.2.23 V(PAT), P(PAT), T(PAT): Participation-request-frame-acceptance-time ....... 140
6.2.24 V(PnMgtIF): Participation-node-management-information List...................... 140
6.2.25 V(PWT), T(PWT): Participation-request-frame-transmission-waiting-time..... 140
6.2.26 V(RCT): Allowable-refresh-cycle-time ... 140
6.2.27 V(RMT), T(RMT): Refresh-cycle-measurement-time.................cccoeiiiiinnn. 140
6.2.28 C(RTX): Retransmission COUNt.... ..ot 141
6.2.29 V(SEQ): Sequence number value List..........oooiiiiiiiiii 141
6.2.30 V(SN): SUCCESSON NOAE ..oviiiiiiiiei e e e eaas 141
6.2.31 V(SrtMmt): Measurement started ... 141


https://www.stdhive.com/standards/iec-61158-6-26-ed-20-b2023-pdf/

IEC 61158-6-26:2023 © |IEC 2023 -5-

6.2.32 Q(SVRXQ): Server-RX QUEBUE ......oeuiiiiieie e 141
6.2.33 Q(SVTXQ): Server-TX QUEUE .....iiiiieeii e 141
6.2.34 V(TBN), P(TBN): Total fragment number of Cyclic-data on CM1 and
O PPN 141
6.2.35 V(TDT), P(TDT), T(TDT): Joining-token-detection-time .............................l. 141
6.2.36 V(THT), P(THT), T(THT): Token-holding-time ............ccocoiiiiiiiiiiieen 142
6.2.37 V(TK): Token holding ... oo 142
6.2.38 V(TKH): Token holding NOde.........couiiiiiiii e 142
6.2.39 V(TN): Node identifier number ... 142
6.2.40 V(TrWT), T(TrWT): Trigger-frame-transmission-waiting-time........................ 142
6.2.41 V(TSZ), P(TSZ): Total cyclic-data size on CM1 and CM2.......................0 ... 42
6.2.42 V(TW), P(TW ), T(TW)( ): Token-watchdog-time ................cooiiiiiiiinninns 14z
6.2.43 V(VSEQ): Version of sequence number value List ........................(.. N.D 142
6.3 Functions used in state tables.......... 143
7  FAL service protocol machine (FSPM) ... e 146
7.1 OV BIVIBW ..ot e a2 e 146
7.2 Cyclic-data protocol machine ...........cc.ccoiiiiiiiii N 146
7.2.1 OVEIVIBW . L e 146
7.2.2 Cyclic-data primitives between FAL user and FSPM ... ..., 146
7.2.3 State table ..o 147
7.3 Message data protocol machine........................ . T 149
7.3.1 L N Y V= 149
7.3.2 Message-data primitive between FAL uzer and FSPM ..., 149
7.3.3 State table .o 153
7.4 Load measurement protocol machine.......o 163
7.4.1 (O 7= YT P 163
7.4.2 Load measurement primitivzo.Letween FAL user and FSPM........................ 163
7.4.3 State table.................« D PP PPT PP PPRP PP 164
7.5 General purpose communicaticn server protocol machine...................... 168
7.5.1 L 1Y V= 168
7.5.2 GP command.se. v« r primitives between FAL user and FSPM...................... 168
7.5.3 State table . 168
7.6 Network mancyement protocol machine...........coooiiiiii e 170
7.6.1 L N = 170
7.6.2 Netwo.'““management primitives ..o 170
7.6.3 St 1A e 171
8  Applicctior relationship protocol machine (ARPM) ..., 174
8.1 OV BV W . e e 174
8.2 CyCliC-TX/RX CONTIOL ...t e 175
2.1 L =T YT P 175
3.2.2 Cyclic-TX/RX control primitives between FSPM and ARPM.......................... 175
8.2.3 State 1ADIE e 176
8.3 Message-TX/RX CONIOL ... 176
8.3.1 L =T YT P 176
8.3.2 Message-TX/RX control primitives between FSPM and ARPM ..................... 176
8.3.3 State table .o 177
8.4 Command server TX/RX CONTrOl......couuiiiiiiieie e 177
8.4.1 L Y V= 177

8.4.2 Command server TX/RX primitives between FSPM and ARPM .................... 178


https://www.stdhive.com/standards/iec-61158-6-26-ed-20-b2023-pdf/

-6 - IEC 61158-6-26:2023 © |IEC 2023

8.4.3 SHAtE 1Al .o 178

8.5 AR CONTIOL e e 178
8.5.1 L Y V= 178
8.5.2 AR control primitives between FSPM and ARPM............ccoiiiiiiii i 179
8.5.3 State table .o 179

9  DLL mapping protocol machine (DMPM) ..o 202
9.1 L AT T 1 202
9.2 Mapping of DMPM service primitives and DLL service primitives......................... 202
9.3 Mapping DMPM service port to DLSAP ... 204
9.4 Mapping of Network address to each node...........coooiiiiiiiiiiii 204
BB OGraP Y . e 226
Figure 1 — Bit identification in @an oCtet..........ccoiiiiii e, 26
Figure 2 — Bit identification in multiple octets (four-octet case)...........cooooiiiii i, 27
Figure 3 — Data sharing with the CM ... ... . NTTTTT TR 28
Figure 4 — Protocol stack for Type 26 fieldbus ... e, 29
Figure 5 — The structure of ASEs for Type 26 FAL ......c.ooviiiiiiic s e, 30
Figure 6 — A token circulation on a logical FiNg.......c.ooiiiiiiiii e e 32
Figure 7 — Logical ring reCOVEry ........coiiiiiiiiiieeeeeeeee N 34
Figure 8 — An example in case of start simultaneously witt another node ......................ollL 36
Figure 9 — Start @alone CaASE .. ..uiiii i e 37
Figure 10 — Node addition: in-ring start-up state ... 38
Figure 11 — Data sharing with the CM ... e 40
Figure 12 — Configuration of the CommON-MamOry .......c.ciiiiiiiiiii e 41
Figure 13 — Example of train of multiple ex‘en'ed-cyclic-data frames ..............coooiiiiiiinnni. 42
Figure 14 — APDUs of cyclic-data frarne . containing fragmented data................c..coii. 43
Figure 15 — Example of sequentiai diag=am of ACK over UDP channel ....................L 46
Figure 16 — Delivery confirmation shecked by TCP protocol...........cccooviiiiiiiiiiiiiieeee, 47
Figure 17 — Train of data frames and a token frame ...........cooiiiii i, 49
Figure 18 — Frame StrUC I . e e e e e 50
Figure 19 — Structurz 0/ Trans-msgData ..........oooiiiiiii 70
Figure 20 — Structure =i B_Blk_Rd_rspData with M_RLT = 0 ....ccooiiiiiiiiii e, 73
Figure 21.— Struc.ire of B_Blk_Rd_rspDataincase of M_RLT = 1., 73
Figure 22 — Ctructure of B_BIk_ Wt regDat.... ..o 75
Figure 23 — Structure of B_Blk_Wt rspDataincase of M_RLT = 1.......cciiiiiiiiiiiiiiineens 75
Figure z= — Structure of W_BIk_Rd_rspData with M_RLT = 0 ...cooiiiiiiiiiieee e, 77
Figure 25 — Structure of W_BIk_Rd_rspDatain case of M_RLT = 1., 77
Figure 26 — Structure of W_BIk_ W1t _reqDat ... 79
Figure 27 — Structure of W_BIk_W1t _rspDataincase of M_RLT = 1......cciiiiiiiiiiiiiiieeeeans 79
Figure 28 — Structure of Net-para-Rd-rspData with M_RLT =0 ......coooiiiiiiiiiiiien 81
Figure 29 — Structure of Net-para-Rd-rspData with M_RLT =1 ... 82
Figure 30 — Structure of Net-para-Wrt-regData.........cooouiiiiiii e 84
Figure 31 — Structure of Net-para-Wrt-rspData with M_RLT =1 ... 85

Figure 32 — Structure of Stop-cmdData with M_RLT = 1. ..., 87


https://www.stdhive.com/standards/iec-61158-6-26-ed-20-b2023-pdf/

IEC 61158-6-26:2023 © |IEC 2023 -7-

Figure 33 — Structure of Op-cmdData with M_RLT =1 ..., 88
Figure 34 — Structure of Profile-readData with M_RLT = 0 ..o 90
Figure 35 — Structure of Profile-readData with M_RLT =1 ... 92
Figure 36 — Structure of Log-readData with M_RLT = 0....ccoiviiiiiiiii e, 94
Figure 37 — Structure of Log-readData with M_RLT = 1. ..., 98
Figure 38 — Structure of Log-clearData .........cc.oiiiiiiiiii e 99
Figure 39 — Structure of Msg-return-regData...........cc.coiiiiiiiii 101
Figure 40 — Structure of Msg-return-rspData............ccooiiiii i 102
Figure 41 — Structure of V_msg regData .........cccooiiiiiiii e 104
Figure 42 — Structure of V_msg_rspDataincase of M_RLT =0 .......ooiiiiiiiiiiiiii 104
Figure 43 — Structure of V_msg_rspDataincase of M_RLT =1 .............cooiiiaits SR, W 105
Figure 44 — Token-holding-time measurement result...............ooiiiiiiii i, ~...109
Figure 45 — Structure of Sndr-logData...........cccoeiiiiiiiiii e 114
Figure 46 — Structure of Set-remote-node-config-para-ReqData....................iv . 116
Figure 47 — Structure of Set-remote-node-config-para-RspData............0 ... . 117
Figure 48 — Structure of Read-rmt-partici-node-mgt-info-ReqData..................ccccoiiiininn.. 119
Figure 49 — Structure of Read-rmt-partici-node-mgt-info-RspData........ ......c.ccooiiiiiiiinnnn.. 119
Figure 50 — Structure of Rmt-node-mgt-info-paraData............. et rt e rr e reereeree e nnenn s 122
Figure 51 — Structure of Set-info-para-read-data..............l .o 124
Figure 52 — Structure of ACKdata ........coooiiiiiii e 128
Figure 53 — Structure of Ex-Net-para-Rd-rspData vinn M_RLT =0 .....ooooiiiiiiiiiien 131
Figure 54 — Structure of Ex-Net-para-Rd-rspData wiln"M_RLT =1 ..., 132
Figure 55 — Structure of Ex-Net-para-Wrt-recData ... ... 134
Figure 56 — Structure of Ex-Net-para-Wrt-ropliatawith M_RLT =1 ... 135
Figure 57 — Relationship between FAL rrotocol machines .........ccoooiiiiiiiiiiiiii e, 136
Figure 58 — Overall structure of FO M Lo e 146
Figure 59 — State transition dicare m of Cyclic-data protocol machine................coooeiiinnn. 147
Figure 60 — State transitior d’acram of Message-data protocol machine............................. 154
Figure 61 — State transi. on aiagram of Load measurement protocol machine...................... 164
Figure 62 — State tr=nsiion diagram of GP-command-server protocol machine................... 169
Figure 63 — State tran.'tion diagram of Network management protocol machine ................. 172
Figure 64.— C rera'l structure of ARPM ... ..o 175
Figure 65 — Ctate transition diagram of Cyclic-TX/RX control ..........coooiiiiiiiiiiiiiieen, 176
Figure 63 — State transition diagram of Message-TX/RX control............ccooiiiiiiiiiniinineennn. 177
Figure 6/ — State transition diagram of Command server TX/RX protocol machine ............. 178
Figiire 68 — Overall state transition diagram of AR control protocol machine ....................... 180
Figure 69 — State transition diagram for message-data transmission..............cc.occooeivinnenn. 196
Figure 70 — State transition diagram for ACK creation and message-data reception............ 199
Figure 71 — Overall structure of DMPM ... 202
Figure 72 — DL S AP Ma D PiNg et e et e e e e et et e e e e aas 204
Figure 73 — Structure of IP address ... 205

Table 1 — Conventions used for state machines ... 25


https://www.stdhive.com/standards/iec-61158-6-26-ed-20-b2023-pdf/

-8 - IEC 61158-6-26:2023 © |IEC 2023

Table 2 — Conventions used in state machine ... 25
Table 3 — Available functions to message-data transfer on UDP channel .............................. 44
Table 4 — Data transmission frame and the TCD value...........cooiiiii e, 50
Table 5 — Upper layer operating condition matrixX ..........ccoooiiiiiiiiii e 67
Table 6 — Transparent-msg-PDU specific values............ccoiiiiiiiiiiii e 70
Table 7 — Token-PDU specific ValUeS...... ... 71
Table 8 — Participation-req -PDU specific values............ooiiiiii e 71
Table 9 — Byte-block-read-req-PDU specific values...........cccoeiiiiiiiiiiiie e 72
Table 10 — Byte-block-read-rsp-PDU specific values...........ccooiiiiiiiiiiiiiiiiiie e 72
Table 11 — Byte-block-write-req-PDU specific values ..o T4
Table 12 — Byte-block-write-rsp-PDU specific values .............coooiiiiiiiiiiin, SR, . 74
Table 13 — Word-block-read-req-PDU specific values ............ccooiiiiiiiiiiieaie e o..... 76
Table 14 — Word-block-read-rsp-PDU specific values.............coooovveiiiiiiininn. e 76
Table 15 — Word-block-write-req-PDU specific values........................o..... 0y W 78
Table 16 — Word-block-write-rsp-PDU specific values .......................... 0 N 78
Table 17 — Network-parameter-read-req-PDU specific values ..............0 oo, 80
Table 18 — Network-parameter-read-rsp-PDU specific values ..............cooooiiiiiiiinceen, 80
Table 19 — Values of data elements of Net-para-Rd-rspData.... o, 82
Table 20 — Network-parameter-write-req-PDU specificvali es. ..o, 83
Table 21 — Network-parameter-write-rsp-PDU specific Vallles ......cooooviiiiiiiiiiiccee 83
Table 22 — Values of the data elements of Net-para-Wrt-reqData...........coooovviiiiiiiiinnn, 84
Table 23 — Stop-command-req-PDU specific values ... ..., 85
Table 24 — Stop-command-rsp-PDU specific valuas ........coooiiiiiii e, 86
Table 25 — Operation-command-req-PD!J sne-ific values........ccoooiiiiiiiiiiiiii e, 87
Table 26 — Operation-command-rsp-T"D’J specific values...........cccoooviiiiiiiiii e, 88
Table 27 — Profile-read-req-PDU. S 2CIiic ValUES ....oeiii e 89
Table 28 — Profile-read-rsp-PE'l ¢necific values ..., 90
Table 29 — Trigger-PDU SP2Ciie VAlUES .....iuii e e e e 92
Table 30 — Log-data-rea '-req-PDU U specific values..........cccooeiiiiiiiiiiiiceee e 93
Table 31 — Log-data-rec.d-rsp-PDU specific values ... 93
Table 32 — Contents 0. Log-readData .........c..oiiiiiiiiii 94
Table 33 «- Le-deta-clear-req-PDU specific values........ooooveiiiiiiiii e 98
Table 34 — Log-uata-clear-rsp-PDU specific values........cooviiiiiii e 99
Table 3L — Message-return-req-PDU specific values ..o 100
Tabi= 36 -- Message-return-rsp-PDU specific values ..o, 100
Tanle 37 — Vendor-specific-msg-req-PDU specific values ..........c.coooiviiiiiiciiee, 102
Teble 38 — Vendor-specific-msg-rsp-PDU specific values..........coooooiiiiiiiie 103
Table 39 — Start-TK-hld-time-mrmt-req-PDU specific values ... 105
Table 40 — Start-TK-hld-time-mrmt-rsp-PDU specific values.............ccccoeiiiiiiiiiiine, 106
Table 41 — Terminate-TK-hld-time-mrmt-req-PDU specific values .............ccccoeiiiiiiininnni. 107
Table 42 — Terminate-TK-hld-time-mrmt-rsp-PDU specific values ................cccooiiii. 108
Table 43 — Value of the data element of TK-hld-timeData ... 109

Table 44 — Start-GP_Comm-sndr-log-req-PDU specific values..............ccooceeiiiiiiiininenn, 110


https://www.stdhive.com/standards/iec-61158-6-26-ed-20-b2023-pdf/

IEC 61158-6-26:2023 © |IEC 2023 -9-

Table 45 — Start-GP_Comm-sndr-log-rsp-PDU specific values ............coooiiiiiiiiiiiiinie, 111
Table 46 — Terminate-GP_Comm-sndr-log-req-PDU specific values................cocoiiiiin. 112
Table 47 — Terminate-GP_Comm-sndr-log-req-PDU specific values................ccooiiiiin. 113
Table 48 — Value of the data element of Sndr-logData ..............cooiiiiiiii i, 114
Table 49 — Set-remote-node-config-para-req-PDU specific values ............ccccoeiiiiiiiininnnni. 115
Table 50 — Set-remote-node-config-para-rsp-PDU specific values................c.ooiil 115
Table 51 — Value of the data element of Set-remote-node-config-para-ReqData ................. 116
Table 52 — Bit definition of Update flag .......ccoiiniiiiii e, 117
Table 53 — Value of the data element of Set-remote-node-config-para-RspData ................. 117
Table 54 — Read-rmt-partici-node-mgt-info-para-req-PDU specific values ........................... 118
Table 55 — Read-rmt-partici-node-mgt-info-para-rsp-PDU specific values ........................... 118
Table 56 — Value of the data element of Read-rmt-partici-node-mgt-info-RspData .............. 120
Table 57 — Read-rmt- node-mgt-info-para-req-PDU specific values.............ccoccoeiiiiiiiinnnns. 120
Table 58 — Read-rmt- node-mgt-info-para-rsp-PDU specific values ................cccooiiii. 121
Table 59 — Value of the data element of Rmt-node-mgt-info-paraData .................coocoiienn. 122
Table 60 — Bit definition of Node status..........cooouiiiiiiii e 123
Table 61 — Read-rmt-node-set-info-para-req-PDU specific values.............ccccoeeiiiiiiininnn. 123
Table 62 — Read-rmt-node-set-info-para-rsp-PDU specific values ... 124
Table 63 — Value of the data element of Set-info-para-read-data .....................l 125
Table 64 — Rest-node-req-PDU specific values ..........cooviiiiiiiiiiii e, 125
Table 65 — Rest-node-rsp-PDU specific Values ...........oiviiiiiiiiii e, 126
Table 66 — Cyclic-data-w/wo-ACK-PDU specific values ..o 126
Table 67 — Extended-cyclic-data-PDU specific values ..o 127
Table 68 — Value of the element of ACKdata..........ooouiiiiiiii e 128
Table 69 — Value of R_STSX field ..o 128
Table 70 — Extended-participation-req-PDU specific values ... 129
Table 71 — Extended-network-parameter-read-req-PDU specific values ......................o..... 130
Table 72 — Extended-network-parameter-read-rsp-PDU specific values ................cccoeeennnni. 131
Table 73 — Values of data elements of Ex-Net-para-Rd-rspData.............cc.cooviiiiiiininin. 131
Table 74 — Ex-network-parameter-write-req-PDU specific values ... 133
Table 75 — Ex-network-parameter-write-rsp-PDU specific values ... 134
Table 76 — Values of data elements of Ex-Net-para-Wrt-reqData ..............ccccoeiiiiiiinnnnis 135
Table 77 — Value of R_STSX field ..o e 137
Table 78 — Functions used in state tables ... ... 143
Table 79 — Cyclic-data primitives between FAL user and FSPM .............coooiiiiiiiiieeen 147
Table 80 — State table of Cyclic-data protocol machine.............c..cooiiiiiiii i, 148
Table 81 — Message-data primitives between FAL user and FSPM ... 150
Table 82 — State table of Message-data protocol machine ... 154
Table 83 — Load measurement primitives between FAL user and FSPM...................cocll. 163
Table 84 — State table of Load measurement protocol machine..............cccoooiiiiiiininenn, 164
Table 85 — GP command server primitives between FAL user and FSPM............................ 168
Table 86 — State table of General purpose command server protocol machine.................... 169

Table 87 — Primitives used in network management protocol machine ..................cooeiienis 170



-10 - IEC 61158-6-26:2023 © |IEC 2023

Table 88 — State table of Network management protocol machine................cooooeiiiiineenn. 172
Table 89 — Cyclic-TX/RX control primitives between FSPM and ARPM ..............ciiiaiis 175
Table 90 — State table of Cyclic-TX/RX CONrol... ..o 176
Table 91 — Message-TX/RX control primitives between FSPM and ARPM.................c...eul. 177
Table 92 — State table of Message-TX/RX CONtrol.......cco.oiiiiiiiiii e, 177
Table 93 — Command server TX/RX primitives between FSPM and ARPM .......................... 178
Table 94 — State table of Command server TX/RX protocol machine...................coos 178
Table 95 — AR control primitives between FSPM and ARPM .........coooiiiiiiiiiieee, 179
Table 96 — Overall AR control state table ... 181
Table 97 — State table for message-data transmission ............ccooiii i 196
Table 98 — State table for ACK creation and message-data reception ..............cooiiiiin. 200
Table 99 — Mapping of DMPM primitives and DLL service primitives ............ccccooiiiiiinnnni. 203
Table 100 — Supposed Transport Service primitives .......cc.oeeiiiiiiiiiii e, 203

Table 101 — Mapping of output and input ports to DL-SAP ... 204



IEC 61158-6-26:2023 © |IEC 2023 -1 -

INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-26: Application layer protocol specification —
Type 26 elements

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

Attention is drawn to the fact that the use of the associated protocol type is restricted by its
intellectual-property-right holders. In all cases, the commitment to limited release of intellectual-
property-rights made by the holders of those rights permits a layer protocol type to be used with
other layer protocols of the same type, or in other type combinations explicitly
authorized by its intellectual-property-right holders.

NOTE Combinations of protocol types are specified in the IEC 61784-1 series and the IEC 61784-2 series.

IEC 61158-6-26 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

This second edition cancels and replaces the first edition published in 2019. This edition
constitutes a technical revision.
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This edition includes the following significant technical changes with respect to the previous
edition:
a) expand Common-memory-area as a new Common-memory-area-3 (CM3);
b) add new protocol elements with expansion of Common-memory-area:
— Extended-cyclic-data transfer element;
— Extended-participation-request element;
— Extended-network-parameter-read element;

— Extended-network-parameter-write element.

The text of this International Standard is based on the following documents:

Draft Report on voting

65C/1204/FDIS 65C/1245/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

A list of all parts of the IEC 61158 series, published under the general title Industrial
communication networks — Fieldbus specifications, can be found on the IEC web site.

The committee has decided that the contents of this publication will remain unchanged until the
stability date indicated on the IEC web site under webstore.iec.ch in the data related to the
specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.


https://www.iec.ch/members_experts/refdocs
https://www.iec.ch/publications
https://webstore.iec.ch/
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of automation
system components. It is related to other standards in the set as defined by the "three-layer"
fieldbus reference model described in IEC 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this document
is to provide a set of rules for communication expressed in terms of the procedures to be carried
out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a variety
of purposes:

e as a guide for implementers and designers;
o for use in the testing and procurement of equipment;

e as part of an agreement for the admittance of systems into the open systems environment;

e as a refinement to the understanding of time-critical communications within OSI.

This document is concerned, in particular, with the communication and interworking of sensors,
effectors and other automation devices. By using this document together with other standards
positioned within the OSI or fieldbus reference models, otherwise incompatible systems can
work together in any combination.



- 14 - IEC 61158-6-26:2023 © |IEC 2023

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-26: Application layer protocol specification —
Type 26 elements

1 Scope

1.1 General

The fieldbus Application Layer (FAL) provides user programs with a means to access the
fieldbus communication environment. In this respect, the FAL can be viewed as a "window
between corresponding application programs".

This part of IEC 61158 provides common elements for basic time-critical and non-time-critical
messaging communications between application programs in an automation environment and
material specific to Type 26 fieldbus. The term "time-critical" is used to represent the presence
of a time-window, within which one or more specified actions are required to be completed with
some defined level of certainty. Failure to complete specified actions within the time window
risks failure of the applications requesting the actions, with attendant risk to equipment, plant
and possibly human life.

This document defines in an abstract way the externally visible behavior provided by the
Type 26 of the fieldbus Application Layer in terms of:

o the abstract syntax defining the application layer protocol data units conveyed between
communicating application entities;

e the transfer syntax defining the application layer protocol data units conveyed between
communicating application entities;

e the application context state machine defining the application service behavior visible
between communicating application entities; and

o the application relationship state machines defining the communication behavior visible
between communicating application entities.

The purpose of this document is to define the protocol provided to:

o define the wire-representation of the service primitives defined in IEC 61158-5-26, and

o define the externally visible behavior associated with their transfer.

This document specifies the protocol of the Type 26 fieldbus Application Layer, in conformance
to the OSI Basic Reference Model (see ISO/IEC 7498-1) and the OSI Application Layer
Structure (see ISO/IEC 9545).

FAL services and protocols are provided by FAL application-entities (AE) contained within the
application processes. The FAL AE is composed of a set of object-oriented Application Service
Elements (ASEs) and a Layer Management Entity (LME) that manages the AE. The ASEs
provide communication services that operate on a set of related application process object
(APO) classes. One of the FAL ASEs is a management ASE that provides a common set of
services for the management of the instances of FAL classes.





