IEC 61 158—6-2:233@1
a9

IEC 61158-6-2

Edition 5.0 2023-03

INTERNATIONAL |
STANDARD Qé :

NORME N\
INTERNATIONALE QO

Industrial communication networks — Fieldbus ﬁtions -

Part 6-2: Application layer protocol specifici\ pe 2 elements

ications des bus de terrain —
uche application — Eléments de

Réseaux de communication industriels — @
Partie 6-2: Spécification du protocole de la

type 2 $ N



https://www.stdhive.com/standards/iec-61158-6-2-ed-50-b2023-pdf/

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2023 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or
your local IEC member National Committee for further information.

Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut étre reproduite ni
utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie et
les microfilms, sans I'accord écrit de I''lEC ou du Comité national de I'lEC du pays du demandeur. Si vous avez des
questions sur le copyright de I'lEC ou si vous désirez obtenir des droits supplémentaires sur cette publication, utilisez

IEC Secretariat

3, rue de Varembé
CH-1211 Geneva 20
Switzerland

www.iec.ch

les coordonnées ci-aprés ou contactez le Comité national de I'lEC de votre pays de résidence.

Tel.: +41 22 919 02 11
info@iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that nrep.res and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Ple.s " ma'C sure that you have the
latest edition, a corrigendum or an amendment might have been published.

IEC publications search - webstore.iec.ch/advsearchform
The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee, ...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and once
a month by email.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or xe2n
further assistance, please contact the Customer C-nice
Centre: sales@iec.ch.

IEC Products & Se vices Portal - products.iec.ch
Discover our po. ‘el Ul search engine and read freely all the
publications previev s. With a subscription you will always have
access to up to date content tailored to your needs.

Elecu »peu‘a - www.electropedia.org

The _wo.'d's eading online dictionary on electrotechnology,
cc ntaining more than 22 300 terminological entries in English
an ' Fre ach, with equivalent terms in 19 additional languages.
Also known as the International Electrotechnical Vocabulary
(IEV) online.

A propos de I'lEC

La Commission Electrotechnique !iic nativiale (IEC) est la premiére organisation mondiale qui élabore et publie des

Normes internationales pour tout ¢ » 4ui

A propos des publications IEC

trait a I'électricité, a I'électronique et aux technologies apparentées.

Le contenu technique des pu. lica.ions IEC est constamment revu. Veuillez vous assurer que vous possédez I'édition la
plus récente, un corrigenc 'm o | amendement peut avoir été publié.

Recherche de pub''~ations IE ™ -

webstore.iec.ch/a3dvse archform

La recherche 2:7anc ‘e permet de trouver des publications IEC
en utilisant diffe.=nts criteres (numéro de référence, texte,
comité d’é‘udes, ...,. Elle donne aussi des informations sur les
projets et le s publications remplacées ou retirées.

'EC ¢ 'st Pui lished - webstore.iec.ch/justpublished
T\stez ‘nforné sur les nouvelles publications IEC. Just
Pub,~*.ed détaille les nouvelles publications parues.
L =ponible en ligne et une fois par mois par email.

Service Clients - webstore.iec.ch/csc

Si vous désirez nous donner des commentaires sur cette
publication ou si vous avez des questions contactez-nous:
sales@iec.ch.

IEC Products & Services Portal - products.iec.ch
Découvrez notre puissant moteur de recherche et consultez
gratuitement tous les apercus des publications. Avec un
abonnement, vous aurez toujours accés a un contenu a jour
adapté a vos besoins.

Electropedia - www.electropedia.org

Le premier dictionnaire d'électrotechnologie en ligne au monde,
avec plus de 22 300 articles terminologiques en anglais et en
frangais, ainsi que les termes équivalents dans 19 langues
additionnelles. Egalement appelé Vocabulaire
Electrotechnique International (IEV) en ligne.



mailto:info@iec.ch
https://www.iec.ch/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://products.iec.ch/
http://www.electropedia.org/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://products.iec.ch/
http://www.electropedia.org/
https://www.stdhive.com/standards/iec-61158-6-2-ed-50-b2023-pdf/

IEC 61158-6-2

Edition 5.0 2023-03

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

Industrial communication networks — Fieldbus speciiications —
Part 6-2: Application layer protocol specificatian .7 ype 2 elements

Réseaux de communication industriels — Spécifications des bus de terrain —
Partie 6-2: Spécification du protocole de la couche application — Eléments de
type 2

INTERNATIQNA.
ELECTROTEC.!INICAL
COMMIE SION

~OM. 11IS§.ON
EL-ZCTROTECHNIQUE
INTERNATIONALE

ICS 25.040.40, 35.100.70, 35.110 ISBN 978-2-8322-7787-4

Warning! Make sure that you obtained this publication from an authorized distributor.
Attention! Veuillez vous assurer que vous avez obtenu cette publication via un distributeur agréé.

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale


https://www.stdhive.com/standards/iec-61158-6-2-ed-50-b2023-pdf/

-2- IEC 61158-6-2:2023 © |EC 2023

CONTENTS

O ] T I PP 14
INTRODUGCTION ..ttt et e e e e et e e et et e et e et e et e et e e eanns 17
1 ST e o] o 1T PO PP 18
1.1 GBNEIAl . e e 18
1.2 SPECIICAtIONS L. e 18
1.3 1070101 (o] o 1= o o - 19

2 NOIMAtiVE FEFEIENCES .. oeieiiei e 19
3 Terms, definitions, symbols, abbreviated terms and conventions .............................. 0. 21
3.1 Terms and definitions from other ISO/IEC standards...........cccocoiviiiiiiiiiiniins e
3.1.1 Terms and definitions from ISO/IEC 7498 ... e 21
3.1.2 Terms and definitions from ISO/IEC 9545 ... i, 21
3.1.3 Terms and definitions from ISO/IEC 8824 ..., 22
3.1.4 Terms and definitions from ISO/IEC 8825 ... ... e, 22

3.2 Terms and definitions from IEC 61158 ... ..o s e 22
3.3 Additional terms and definitions ..., 22
3.4 Abbreviated terms and symboOlSs ... e 30
3.5 CONVENTIONS ... e e e 30
3.5.1 General concept ... ettt e e 30
3.5.2 Attribute specification ... 31
3.5.3 COMMON SEIVICES ..iviiiiiiii i e T e, 31
3.5.4 State machine conventions .........coo. il 34

4 ADSIrACE SYNTAX .. it 36
4.1 FAL PDU abstract SYNtaX ....ccoieiieiiiii et e e 36
411 GBNETAl e e 36
4.1.2 PDU structure................o. LR 36
4.1.3 UCMM _PDUS .t e et e e e e e e e 39
414 TranspPOrt _Header s .o e 40
4.1.5 M P DU S e s e s 43
4.1.6 CM PDU COMMP UNENTS ..ot 56
4.1.7 MR N B aAT TS L e 65
4.1.8 1011V Y TS Y I 1 U PR 66
4.1.9 Messge and connection paths.........cooiiiii i 130
4.1.10 “lass, atribute and Service COdesS ..o 146
4.1.11 BT Ul COABS oot 154

4.2 Dzta abstract syntax specification...........ooooiiiii i 169
4.2.1 Transport format specification............oo 169
4.2, Abstract syntax notation ... 170
4.2.3 Control network data specification ... 170
4.2.4 Data type specification / dictionaries...........coooioi i 172

4.3 Encapsulation abstract syntaX........ccoooiiiiii 174
4.3.1 Encapsulation protoCol ... ... 174
4.3.2 Encapsulation MeSSages ..o.oviiii i 175
4.3.3 Command desCriptioNs ... 178
4.3.4 Common packet format.... ..o 190

B T AN O SY M A e ittt e 194

5.1 1070741 oF=Tox =Y [eZo Lo 1o Ve [N 194


https://www.stdhive.com/standards/iec-61158-6-2-ed-50-b2023-pdf/

IEC 61158-6-2:2023 © |IEC 2023 -3-

51.1 Y e Te Yo [T a T o U1 == 194
5.1.2 Encoding ConStraints ... 195
5.1.3 EXAMIPIES e 195
5.2 Data type rePOrtiNg ... 202
5.2.1 Object data representation. ... 202
5.2.2 Elementary data type reporting ..o 202
5.2.3 Constructed data type reporting ... ...o.oeii i 203
Structure of FAL protocol state machines .........cooooiiiiiiiiiii e 209
AP-Context state machine ... 210
7.1 L0 1YY YA TN PP RUPUPRPRP: 210
7.2 Connection object state machine ... .20
7.2.1 I/0 Connection instance behavior ... 210
7.2.2 Bridged Connection instance behavior.............cooooiiiiiiies ..215
7.2.3 Explicit Messaging Connection instance behavior.............c..ccoo oo, 217
8 FAL service protocol machine (FSPM) ... e 219
8.1 L= a1 - Y U PP 219
8.2 Primitive definitions... ..o e 219
8.3 Parameters of primitives ........oooii i s 224
8.4 FSPM state machines ..o 225
9  Application relationship protocol machines (ARPMS) ... v, 225
9.1 GBNEIAL. . e 225
9.2 Connection-less ARPM (UCMM) ... e 226
9.2.1 GENETAl e 226
9.2.2 Primitive definitions ... ... 226
9.2.3 Parameters of primitives ......ceiie i 227
9.2.4 UCMM state machines ... e, 228
9.2.5 Examples of UCMM SEAUCNUES ....iuiiiiiiiie et e e e 233
9.2.6 Management UCMM e 235
9.3 Connection-oriented ARFMS (IranSPOItS) ..ovuiuiiiiiiiie e 236
9.3.1 TransSPOrt PDU UL r ... 236
9.3.2 TranSPOrt ClaS S o 237
9.3.3 Commor. orin.#ive definitionS ... 237
9.3.4 Parar.cters.of common primitives . ... 238
9.3.5 Transpor: state machines — class O.......ooeieiiniiiiii e 238
9.3.6 Transpo.t state machines — class 1. 242
9.3.7 Transport state machines — class 2. ... 247
9.3.8 Transport state machines — class 3. 255
10 DLL mapping protocol machine 1 (DMPM 1) ... 265
P B 1= 3 =Y o= | PP 265
O I I [ o] o] e Yo [ VLot = PSSP 265
T0.3  LINK CONMSUMEBT ettt et ettt ea e ens 266
10.4  Primitive definitions. .. ... 266
10.4.1 Primitives exchanged between DMPM and ARPM ..., 266
10.4.2 Parameters of ARPM/DMPM primitives ... ... 266
10.4.3 Primitives exchanged between data-link layer and DMPM.............coocoieennee. 266
10.4.4 Parameters of DMPM/Data-link Layer primitives ............cooviiiiiiiiiiieieen 267
10.4.5 Network connection ID ... 268

10.5 DMPM state MaChing ....c.ouiieii e 268


https://www.stdhive.com/standards/iec-61158-6-2-ed-50-b2023-pdf/

-4 - IEC 61158-6-2:2023 © |EC 2023

10.5.1 DAY Y ] = = P 268
10.5.2 Functions used by DMPM ... 270
10.6 Data-link Layer service selection...........c.iiiiiiiiiii 270

11 DLL mapping protocol machine 2 (DMPM 2) ... 270
R B 1= 4 = - | PP 270
11.2  Mapping of UCMM PDUS ... 270
11.2.1 LY o =T = | 270
11.2.2 Common requirements for Connection Manager PDU's..........ccccooiiiiinnnnnen. 272
11.2.3 Forward_Open PDU for class 2 and class 3 connections .................ccooeoanee. 274
11.2.4 Forward_Open for class 0 and class 1 connections..............cccceevieniinnnn.n: 274
11.2.5 FOrward_ClOSE ... e e .279
11.3 Mapping of transport class 0 and class 1 PDUS........ccooiiiiiiiiiee e 279
11.3.1 Class 0 and class 1 PDUS. ..o 279
11.3.2 No dependency on TCP connections ........coooouiiiiiiiiiiiii e 279
11.3.3 Class 0 and class 1 packet ordering .........cccoooviiiiiiiiiiiiiieiee, e 280
11.3.4 Screening incoming connected data ..o 280
11.4 Mapping of transport class 2 and class 3 PDU'S.........ccooiiiiiiiie diiie, 280
115 IGMP USAQE et e e 281
11.5.1 Background (informative) ..o 281
11.5.2 IGMP Membership Report messages.............. e 282
11.5.3 IGMP Leave Group MESSAGES ....uueuuiiineeines ieeie et et e en e 282
11.6  Quality of Service (QoS) for Type 2 Ethernetmecs2ges....coovviiiiiiiiiciiiiice, 282
11.6.1 L Y V= 282
11.6.2 D 1S O e (o] o2 - S P 283
11.6.3 IEEE Std 802.1Q-2018 format......cc.oiiiiii e 284
11.6.4 Mapping Type 2 traffic to DSUCP and IEEE Std 802.1Q-2018............cceenneanee. 284
11.6.5 Usage of DSCP for Type .2 Suiarnet oo 285
11.6.6 Usage of IEEE Std 807.,Q2-2J18 for Type 2 Ethernet.................................. 285
11.6.7 User considerationc wi h '=EE Std 802.1Q-2018 ......coeviiiiiiiiiiiieeeeeeeeee, 286
11.7  Encapsulation Using TP .o e 286
11.7.1 LY o= = | 286
11.7.2 Managemer,*of 1 TCP encapsulation session............ccocovviiiiiiiiiiiceeeen 286
11.7.3 TCP connxction management ... 287
11.8  Encapsui tion USING UDP ... e 288
12 DLL mapping pro.acol machine 3 (DMPM 3) ..o 288
710 1Yo = T 4 7/ S 289
Figure 1 — Attribute table format and terms ... 31
Figure 2 - Service request/reSpoNSe Parameter.........ccouiuiiiiiiiii e 31
Figiire 3 — EXample Of @n ST D ..o e 34
Figure 4 — Network connection parameters ... ..o 56
Figure 5 — Priority/Tick_time bit definition ........ ..o 59
Figure 6 — Member ID/EX description (WORD)........iiiiiiiie e 74
Figure 7 — Transport Class Trigger attribute............ccoooiiiii i 118
Figure 8 — DN_initial_comm_characteristics attribute format..................... 122
FigUre O — Segment tY P .o e 131

Figure 10 — Port SegmMent. ... e 132


https://www.stdhive.com/standards/iec-61158-6-2-ed-50-b2023-pdf/

IEC 61158-6-2:2023 © |IEC 2023 -5-

Figure 11 — Logical segment €NCOAING ......cuiuiiiiiii e e aea e 134
Figure 12 — Extended network segment ... 141
Figure 13 — Symbolic segment enNCOAING .......couiiiiiiii e 142
Figure 14 — ENCapsulation MeSSage .. .ouuiuiiiiiiiii e e eea e 175
Figure 15 — FixedLengthBitString compact encoding bit placementrules ............................ 199
Figure 16 — Example compact encoding of a SWORD FixedLengthBitString........................ 199
Figure 17 — Example compact encoding of a WORD FixedLengthBitString.......................... 199
Figure 18 — Example compact encoding of a DWORD FixedLengthBitString ....................... 200
Figure 19 — Example compact encoding of a LWORD FixedLengthBitString.....................: 200
Figure 20 — Example 1 of formal encoding of a structure type specification...................... .285
Figure 21 — Example 2 of formal encoding of a structure type specification......................... 205
Figure 22 — Example 3 of formal encoding of a handle structure type specification . ...........206
Figure 23 — Example 4 of formal encoding of a handle structure type specification ............. 206
Figure 24 — Example 5 of abbreviated encoding of a structure type specificaucn ............... 207
Figure 25 — Example 1 of formal encoding of an array type specification. ..... ....c............... 207
Figure 26 — Example 2 of formal encoding of an array type specificxiion .......c.cooeveieniinin. 208
Figure 27 — Example 1 of abbreviated encoding of an array type speci.ication.................... 209
Figure 28 — Example 2 of abbreviated encoding of an array ty, ¢ ~necification................... 209
Figure 29 — I/O Connection object state transition diagranm ..., 210
Figure 30 — Bridged Connection object state transitio> dicgram...........oooiiiiiiiiininnn, 215
Figure 31 — Explicit Messaging Connection object state vansition diagram ......................... 217
Figure 32 — State transition diagram of UCMM clien 2 . ... 229
Figure 33 — State transition diagram of high-end UCMM server............ccooiiiiiiiiiiniiniineennn. 231
Figure 34 — State transition diagram of low -2 d UCMM server ............ccooiiiiiiiiiiiiiiineneen 233
Figure 35 — Sequence diagram for a ' JCMM with one outstanding message........................ 234
Figure 36 — Sequence diagram for > LCWVIM with multiple outstanding messages................ 235
Figure 37 — TPDU DU er ... i s 236
Figure 38 — Data flow diagiar: using a client transport class 0 and server transport

Lo F= F- 1= O PPN 239
Figure 39 — Sequencc ‘iagram of data transfer using transportclass O..............cooeiiiienn. 239
Figure 40 — Class 0 €t STD .iuuiiiiiii e 240
Figure 41 — Clasc 0 SEIVEI ST D ..iuii i e aas 241
Figure 42 — Dauw flow diagram using client transport class 1 and server transport

Lo = F- 1 Tt PPN 242
Firuic 4. — Sequence diagram of data transfer using client transport class 1 and

S T2T VY €= VR 1= o Yo o o = 1= 243
Figira 44 — Class 1 ClIeNt STD ..o e e s 245
FIgure 45 — Class 1 SEIVEI ST D ..o e e 246
Figure 46 — Data flow diagram using client transport class 2 and server transport

o F= T S 248
Figure 47 — Diagram of data transfer using client transport class 2 and server transport

class 2 without returned data ... 249

Figure 48 — Sequence diagram of data transfer using client transport class 2 and
server transport class 2 with returned data ..., 250

Figure 49 — Class 2 ClIeNt STD ... 251


https://www.stdhive.com/standards/iec-61158-6-2-ed-50-b2023-pdf/

-6 - IEC 61158-6-2:2023 © |EC 2023

Figure 50 — Class 2 SEIVEI ST D ..o e e e e e 253
Figure 51 — Data flow diagram using client transport class 3 and server transport

o F= T 2P 256
Figure 52 — Sequence diagram of data transfer using client transport class 3 and

server transport class 3 without returned data............oooi 257
Figure 53 — Sequence diagram of data transfer using client transport class 3 and

server transport class 3 with returned data ..., 258
Figure 54 — Class 3 ClIeNt STD ..ot 260
Figure 55 — Class 3 SeIVEr STD ... 263
Figure 56 — Data flow diagram for a link producer and CONSUMEr ............ccoeviiniiniiiiiinennnn 265
Figure 57 — State transition diagram for a link producer ............c.cooiiiiiiiiiii i 2e 9
Figure 58 — State transition diagram for a link consumer......................o LN .270
Figure 59 — DS field in the IP header ... 284
Figure 60 — IEEE Std 802.1Q-2018 tagged frame..........cccvveiiiiiiiiiiiieieieee e 284
Table 1 — Get_Attributes_All response service rules ...t e, 32
Table 2 — Example class level object/service specific response datc of

Get AHIIbULES Al ..o e e e e 32
Table 3 — Set_Attributes_All request service rules ..........coocciii i 33
Table 4 — Example request data of Set_Attributes_All...... ., 33
Table 5 — State event matrix format ... 35
Table 6 — Example state event matrix ................... ™.\ e 35
Table 7 — UCMM_PDU header format..................... I 39
Table 8 —m UCMM command COAES ... .. i e eaees 39
Table 9 — Transport class 0 header..........o i e 40
Table 10 — Transport Class 1 header < . . e 40
Table 11 — Transport Class 2 heal .. e 40
Table 12 — Transport Class 3 heau er .. e 41
Table 13 — Real-time data herder — exclusive OWNer ... ... 41
Table 14 — Real-time deta hezuer— redundant OWNer ..., 41
Table 15 — Forward (Up=n vequest format ... ..o 46
Table 16 — Forward_C=zen_Good response format ... 47
Table 17 — Farwerd_Open_Bad response format ........ ..o 47
Table 18 — Large_Forward_Open request format .........oooviiiiiiiii e 48
Table 1.) — Large_Forward_Open_Good response format ............coooiiiiiiiiiiii e 49
Taw'e 20 - Large_Forward_Open_Bad response format............oooiiiii, 49
Tehle 21 = Forward_Close request format.... ... 50
Toble 22 — Forward_Close_Good response format.........ccoooeiiiiiiiiiiii e 50
Table 23 — Forward_Close_Bad response format...........cccoeeiiiiiiiiiiiii e 51
Table 24 — Unconnected_Send request format...........ooo e 52
Table 25 — Unconnected_Send_Good response format...........coooiiiiiiiiii i 52
Table 26 — Unconnected_Send_Bad response format............ccooiiiiiiiiiiiii i, 53
Table 27 — Get_Connection_Data request format.............cooiiiiiiiiii e 54

Table 28 — Get_Connection_Data response format ..o, 54


https://www.stdhive.com/standards/iec-61158-6-2-ed-50-b2023-pdf/

IEC 61158-6-2:2023 © |IEC 2023 -7-

Table 29 — Search_Connection_Data request format .............ccocoiiiiiiii i, 55
Table 30 — Get_Connection_Owner request format ..., 55
Table 31 — Get_Connection_Owner response format ..o, 56
Table 32 — Time-0Ut MUIIPIIEr . ... o e e e e 59
Table 33 — TICK tiMe UNIES ... e 60
Table 34 — Encoded application path ordering..........c.oooi i 64
Table 35 — Transport class, trigger and Is_Server format ..., 65
Table 36 — MR_Request_Header format ...........ccooiiiiiiii e 65
Table 37 — MR_Response_Header format...........ccoooiiiiiii i 66
Table 38 — Structure of Get_Attributes_All_ResponsePDU body ..., <

Table 39 — Structure of Set_Attributes_All_RequestPDU body ...............c.cooiiil, SR, W o7
Table 40 — Structure of Get_Attribute_List RequestPDU body..........ccceeiiiiniiniis . A 67
Table 41 — Structure of Get_Attribute_List ResponsePDU body ..........cccoovieiiiiiiinnen, 67
Table 42 — Structure of Set_Attribute_List RequestPDU body ...t i, 67
Table 43 — Structure of Set_Attribute_List ResponsePDU body............00 ..o . 68
Table 44 — Structure of Reset_ RequestPDU body .........ooviiiiiii i e, 68
Table 45 — Structure of Reset_ ResponsePDU body .......ccoovviiiiiiiiii e 68
Table 46 — Structure of Start_RequestPDU body .................... PP PR 68
Table 47 — Structure of Start_ResponsePDU body ..........l oot 68
Table 48 — Structure of Stop_ RequestPDU body.......o.coii e 69
Table 49 — Structure of Stop_ResponsePDU body ... 69
Table 50 — Structure of Create_RequestPDU body ..o 69
Table 51 — Structure of Create_ResponsePLU bady .........ooooiiiiiiiiiii e 69
Table 52 — Structure of Delete_ RequestPL U 2ody ..o 69
Table 53 — Structure of Delete_ RespincePLU body ...ooooiviiiii e, 70
Table 54 — Structure of Get_Attribue_Cingle_ResponsePDU body ..., 70
Table 55 — Structure of Set_Au*rib ite_Single_RequestPDU body ........ccoiiiiiiiiiii. 70
Table 56 — Structure of Sel Au.tribute_Single_ResponsePDU body ..........cooviiiiiiiiiiinn. 70
Table 57 — Structure of v ind_Next_Object_Instance_RequestPDU body ............cccooeeniinnnnin. 71
Table 58 — Structur= of ~ind_Next_Object_Instance_ResponsePDU body ............c..cceeieani. 71
Table 59 — Structure ¢ Apply_Attributes_ RequestPDU body ..., 71
Table 60 «- St:ucture of Apply_Attributes ResponsePDU body..........c.cooiiiiiiiiiiii, 71
Table 61 — Structure of Save_RequestPDU body ..o 71
Table 6. — Structure of Save_ResponsePDU body .........coiiiiiiiiiiiii e 72
Tabi= 63 - Structure of Restore_ RequestPDU body.........ooviiiiiii e, 72
Tanle 64 — Structure of Restore_ ResponsePDU body .......ooviiiiiiiiii e, 72
Teble 65 — Structure of Get_Member_ResponsePDU body ..., 72
Table 66 — Structure of Set_Member_RequestPDU body ..., 72
Table 67 — Structure of Set._ Member_ResponsePDU body.........cccooiiiiiiiiiiiieee, 73
Table 68 — Structure of Insert._ Member_RequestPDU body..........ccoooiiiiiiiiii, 73
Table 69 — Structure of Insert_Member_ResponsePDU body ..........coiiiiiiiiiiii, 73
Table 70 — Structure of Remove_Member_ResponsePDU body ..........cooiiiiiiiiiiiii, 73

Table 71 — Common structure of _Member_RequestPDU body (basic format)....................... 74


https://www.stdhive.com/standards/iec-61158-6-2-ed-50-b2023-pdf/

-8 - IEC 61158-6-2:2023 © |EC 2023

Table 72 — Common structure of _Member_ResponsePDU body (basic format) .................... 75
Table 73 — Common structure of _Member_RequestPDU body (extended format)................. 75
Table 74 — Common structure of _Member_ResponsePDU body (extended format) .............. 75
Table 75 — Extended ProtoCOl ID .. ... e 76
Table 76 — Structure of _Member_RequestPDU body (Multiple Sequential Members) ........... 76
Table 77 — Structure of _Member_ResponsePDU body (Multiple Sequential Members)......... 76
Table 78 — Structure of _Member_RequestPDU body (International String Selection)........... 77
Table 79 — Structure of _Member_ResponsePDU body (International String Selection)......... 77
Table 80 — Structure of Group_Sync_RequestPDU body.........cccooiiiiiiiiiiiiieeee 77
Table 81 — Structure of Group_Sync_ResponsePDU body ..., 78
Table 82 — Structure of Multiple_Service_Packet_RequestPDU body.................... SR, . 78
Table 83 — Structure of Multiple_Service_Packet_ResponsePDU body ................... . A 78
Table 84 — Structure of Get_Connection_Point_Member_List ResponsePDU thdy............... 79
Table 85 — Identity object class attributes ...........ccooiiiiii e\ W 80
Table 86 — Identity object instance attributes ... N 80
Table 87 — Identity object Vendor ID ranges .......coviiiiiiiiiiiicce s s e 83
Table 88 — Identity object bit definitions for status instance attribute.... .....................o. 83
Table 89 — Default values for extended device status field (bivc. '+*2.7) of status

instance attribute .. ... 83
Table 90 — Identity object bit definitions for protecticn niadei=stance attribute ..................... 84
Table 91 — Identity object bit definitions for features-supnorted attribute ............................... 84
Table 92 — Class level object/service specific respuns¢ data of Get_Attributes_All ............... 84
Table 93 — Instance level object/service specific response data of Get_Attributes_All........... 85
Table 94 — Object-specific request parame ar for Reset.......cooooiiiiiiiiiiii e, 86
Table 95 — Reset service parameter Vi s i 86
Table 96 — Communication link attsibu-es that shall be preserved ...l 86
Table 97 — Structure of Flash_LEDs_RequestPDU body ..., 87
Table 98 — Message Router 0. jeci class attributes ..o 87
Table 99 — Message Rotter ~kject instance attributes ... 87
Table 100 — Class leve' oL ect/service specific response data of Get_Attributes_All ............. 88
Table 101 — Instance 'evel object/service specific response data of Get_Attributes_All......... 88
Table 102 — Siructure ot Symbolic_Translation_RequestPDU body...........cocvevviiiiiiiiinennne. 88
Table 103 - Strocture of Symbolic_Translation_ResponsePDU body ...........ccoviiiiiiiiinnnnne. 88
Table 14 — Object specific status for Symbolic_Translation service .................ccocoiiin. 89
Taule 12 — Structure of Send_Receive_Fragment_RequestPDU body — Phase 1 ................ 89
Toble 10€ — Structure of Send_Receive_Fragment_RequestPDU body — Phase 2 ................ 89
13ble 107 — Structure of Send_Receive_Fragment_ResponsePDU body — Phase 2.............. 90
Table 108 — Request/Response Fragmentation Flags .........ccooviiiiiiiiii e 90
Table 109 — Fragmentation FIags USAge ........oieuiiiiiiiii e 90
Table 110 — Object specific status for Send_Receive_Fragment service ...............cccevenennnn. 91
Table 111 — Assembly object class attributes ... 92
Table 112 — Assembly object instance attributes.............ooiii i, 92

Table 113 — Assembly Instance ID ranges ......couiiiiiiiii e 93


https://www.stdhive.com/standards/iec-61158-6-2-ed-50-b2023-pdf/

IEC 61158-6-2:2023 © |IEC 2023 -9-

Table 114 — Standard Network Diagnostic assembly content and ordering................ccceenee. 94
Table 115 — Object-specific request parameter for Create............coooii i, 94
Table 116 — Object-specific response parameter for Create ..o, 95
Table 117 — Acknowledge Handler object class attributes ..., 95
Table 118 — Acknowledge Handler object instance attributes ................cooi . 95
Table 119 — Structure of Add_AckData_Path_RequestPDU body ..., 96
Table 120 — Structure of Remove_AckData_Path_RequestPDU body ..o, 96
Table 121 — Time Sync object class attributes ..., 96
Table 122 — Time Sync object instance attributes ............ccocoiiiiiiiii e 97
Table 123 — Clockldentity encoding for different network implementations .......................... 101
Table 124 — CIOCKCIAaSS VAIUES .....oeeiee e 101
Table 125 — TIMEACCUIACY ValUBS ... ..cuiiiiiiee e e e e 102
Table 126 — TimePropertyFlags bit values ... 102
Table 127 — TIMeSOUrCe VAlUES ... ... 103
Table 128 — Types Of CIOCK ... e e 103
Table 129 — Network protocol to PortPhysicalAddressinfo mapping ..........ccoooeeiiiiiiiiininenns. 103
Table 130 — Time Sync connection point 1, Standard Network Diagnostics ......................... 104
Table 131 — Class level object/service specific response data of Get_Attributes_All ........... 104
Table 132 — Parameter object class attributes..........co.oi 105
Table 133 — Parameter Class Descriptor bit values ..........ccooiiiiiiiiiii e, 105
Table 134 — Parameter object instance attributes..............oi i, 106
Table 135 — Semantics of Descriptor Instance attribute................o 107
Table 136 — Descriptor Scaling bitsS USAge ......ccuuiiiiiiii e 107
Table 137 — Minimum and Maximum Value semantiCs...........ccooiiiiiiiiii e 108
Table 138 — Scaling Formula attributes ..o, 109
Table 139 — SCaliNG lINKS ... e 109
Table 140 — Class level object/service specific response data of Get_Attributes_All ........... 110
Table 141 — Instance level object/service specific response data of Get_Attributes_All

(Parameter 0bjeCt STUD) ..o 110
Table 142 — Instance level object/service specific response data of Get_Attributes_All

(full Parameter 0DJECT) ... 111
Table 143 — Structure of Get_Enum_String_RequestPDU body...........coooiiiiiiiiii 112
Table 144 — Structure of Get_Enum_String_ResponsePDU body ...........coooiiiiiiiiiinininn. 112
Table 145 — Enumerated strings Type versus Parameter datatype........c.ccooviiiiiiiiiiinnns 112
Table 146 — Connection Manager object class attributes..............coo 113
Table 147 — Connection Manager object instance attributes.............c..co 113
Table 148 — Connection Manager connection point 1, Standard Network Diagnostics ......... 114
Table 149 — Class level object/service specific response data of Get_Attributes All ........... 114
Table 150 — Instance level object/service specific response data of Get_Attributes_All....... 115
Table 151 — Instance level object/service specific request data of Set_Attributes_All.......... 115
Table 152 — Connection object class attributes ..., 116
Table 153 — Connection object instance attributes ..............ccccooiiiii i, 116
Table 154 — Values assigned to the state attribute ... 117

Table 155 — Values assigned to the instance_type attribute ... 118



-10 - IEC 61158-6-2:2023 © |EC 2023

Table 156 — Possible values within Direction Bit ..., 119
Table 157 — Possible values within Production Trigger BitS..........coooiiiiiiii 119
Table 158 — Possible values within Transport Class Bits..........ccoooiiiiiii 120
Table 159 — TransportClass_Trigger attribute values summary ..............cooooiiiiiiiinnen, 120
Table 160 — Transport Class 0 client behavior summary ...........ccocooiiiiiiiii i, 121
Table 161 — Transport Class 1, 2 and 3 client behavior summary.........c...ccoooiiiiiiiiien, 121
Table 162 — Values defined for the DN_produced_connection_id attribute .......................... 121
Table 163 — Values defined for the DN_consumed_connection_id attribute......................... 122
Table 164 — Values for the Initial Production Characteristics nibble ........................ 123
Table 165 — Values for the Initial Consumption Characteristics nibble................................. 124
Table 166 — Values for the watchdog_timeout_action...............oo 127
Table 167 — Object-specific response parameters for Apply_Attributes ...............ocooeinill 129
Table 168 — Object-specific response parameter for Set_Attribute_Single........................... 129
Table 169 — Structure of Connection_Bind_RequestPDU body ..o 129
Table 170 — Object specific status for Connection_Bind service............ccoooiiiiiiiiiiinnn. 129
Table 171 — Structure of Producing_Application_Lookup_RequestPDU body ...................... 130
Table 172 — Structure of Producing_Application_Lookup_ResponsePDU body.................... 130
Table 173 — Producing_Application_Lookup Service status codes............ccocooiiiiiiiionn. 130
Table 174 — Possible port segment eXxamples . ... 133
Table 175 — TCP/IP link address eXamples ........oouiiiiiiiiiiee e 134
Table 176 — Extended LOGiCal TYPe .uovnieiiiiie e e 135
Table 177 — Electronic key segment format........ ..o 136
Table 178 — Key Format Table (Key type 4) ... 137
Table 179 — Serial Number Key Format Table (key type 5) ..ccouivniiniiiiiiii e, 137
Table 180 — Logical segments eXamples ..o 138
Table 181 — NetWOork SEgmMENtS .. ... e 139
Table 182 — Extended network segment subtype definitions.............cooooii s 141
Table 183 — Symbolic segment eXampPles .......oouiiiiiiii e 143
Table 184 — Data SegMeENt . ..o 143
Table 185 — ANSI_Extended_Symbol segment ... 144
Table 186 — AdAressing Cate@gories ... e 146
Table 187 — Class COAE ID FaNGES .....uiviiiii et e e e ea e 147
Table 188 — Class Attribute ID ranges ... ... e 147
Table 189 — Instance Attribute ID ranges ..o 147
Table 190 — Connection POINt FANQES .. ..c.uiiiiiiie e 148
Table 191 — SEerviCe COUE FANGES . ..uiiiiiiie e e e e e e e 148
Table 192 — Class COUBS ... e et ens 149
Table 193 — Reserved class attributes for all object class definitions ..............ccocoiii. 150
Table 194 — ComMmMON SErVICES liSt ..oouniii e e 151
Table 195 — Identity object specific services list.........cooiiiiiiiiiii e, 151
Table 196 — Message Router object specific services list..........coooii 152
Table 197 — Acknowledge Handler object specific services list............coooiii i 152

Table 198 — Parameter object specific services list.........ccooiiiiiiiiiiiii e, 152



IEC 61158-6-2:2023 © |IEC 2023 -1 -

Table 199 — Services specific to Connection Manager ...........ccooviiiiiiii i, 152
Table 200 — Services specific to Connection object...........oooiiiii i 153
Table 201 — Device type NUMDBDEIING ... e 153
Table 202 — Implementation profile nUMbering ...........cooiiiiii e, 154
Table 203 — Connection Manager service request €rror CoOdes .........covviiiiiiiiiiiiiiiiieeieenen. 155
Table 204 — General status COAES ... .. e 165
Table 205 — Extended status code for a general status of "Key Failure in path.................... 167
Table 206 — Identity object status COUES ... 168
Table 207 — TCP pOrt NUMDEIS ... e 174
Table 208 — UDP port NUMDEIS ... e 175
Table 209 — Encapsulation header...... ... 175
Table 210 — Encapsulation command COAES ..o 176
Table 211 — Encapsulation status COAeS ..o 177
Table 212 — Nop request encapsulation header ..., 178
Table 213 — RegisterSession request encapsulation header ..., 179
Table 214 — RegisterSession request data portion ...........ccoeeiiiiiiiiii e, 179
Table 215 — RegisterSession reply encapsulation header ...............cooooiiiiiiiicn e, 180
Table 216 — RegisterSession reply data portion (successful) ... 180
Table 217 — UnRegisterSession request encapsulation header ... 181
Table 218 — ListServices request encapsulation header...............ccooiiiiiiii i, 182
Table 219 — ListServices reply encapsulation header.............ccooiiiiiiiiiiici i, 182
Table 220 — ListServices reply data portion (successful) .........cooiiiiiiiiii 182
Table 221 — Communications capability flags.........cooiiiii 183
Table 222 — Listldentity request encapsulation header............cccooiiiiiiiiiii i, 184
Table 223 — Listldentity reply encapsulation header.............cooiiiii i, 185
Table 224 — Listldentity reply data portion (successful) ... 185
Table 225 — Type 2 identity item ... 186
Table 226 — Type 2 Ethernet Capability item ..., 186
Table 227 — Listinterfaces request encapsulation header.............ccooviiiiiii i, 187
Table 228 — Listinterfaces reply encapsulation header.............coooiiiii 187
Table 229 — SendRRData request encapsulation header ... 188
Table 230 — SendRRData request data portion ...........cooiiiiiiiiii e 188
Table 231 — SendRRData reply encapsulation header ... 189
Table 232 — SendUnitData request encapsulation header ... 189
Table 233 — SendUnitData request data portion ..., 190
Table 234 — Common packet format.........c.oooiiiiii e 190
Table 235 — CPF item format ... e 190
Table 236 — Item Type ID NUMDEIS ... e 191
Table 237 — NUll @ddress item... ..o e 191
Table 238 — Connected address M ... ... 192
Table 239 — Sequenced address itemM ... ... 192
Table 240 — Unconnected data item ... ..o e 192

Table 241 — Connected data iteM ... 193



-12 - IEC 61158-6-2:2023 © |EC 2023

Table 242 — Sockaddr iNfo ifEMIS ... i 193
Table 243 — Usage of CPF IEMS ... 194
Table 244 — BOOLEAN €NCOAING ....iiniiiiiiii e et 195
Table 245 — Example compact encoding of a BOOL value ...........ccoooiiiiiiiiiieee 195
Table 246 — Encoding of SignedInteger values ...........ccooiiiiiiiiiiii e, 196
Table 247 — Example compact encoding of a Signedinteger value ..............ccooooiiiiiinin, 196
Table 248 — UnsignedInteger values ... 196
Table 249 — Example compact encoding of an Unsignedinteger.............ccocoooiiiiiiiinineenn. 196
Table 250 — FixedLengthReal values ... 196
Table 251 — Example compact encoding of a REAL value ... 197
Table 252 — Example compact encoding of a LREAL value ... 197
Table 253 — FixedLengthReal values ... 197
Table 254 — STRING VAIUE ..ot e e e et et e e 198
Table 255 — STRING2 VAlUE ...oeieii e 198
Table 256 — STRINGN ValUB .. .c.uiiiiii e e et e et e e e aaa s 198
Table 257 — SHORT_STRING VAIUE ....cuuiiiiiiiiiei et 198
Table 258 — Example compact encoding of a STRING value.............ocooiiiiiiiiiieee, 198
Table 259 — Example compact encoding of STRING2 value ... 199
Table 260 — SHORT _STRING tY P oiuuiiiiiiiiiiieiiie et e et et e et e et aeenaes 199
Table 261 — Example compact encoding of a single dimensional ARRAY .........ccooiiiiiinni. 200
Table 262 — Example compact encoding of a multi-dimensional ARRAY .......ccooiiiiiiiininni. 201
Table 263 — Example compact encoding of a STRUCTURE ... 201
Table 264 — Identification codes and descriptions of elementary data types........................ 203
Table 265 — Identification codes and descriptions of constructed data types....................... 204
Table 266 — Formal structure encoding definition ..o, 204
Table 267 — Formal structure with handles encoding definition................coo 205
Table 268 — Abbreviated structure encoding definition ... 206
Table 269 — Formal array encoding definition.............cooiiiii i, 207
Table 270 — Abbreviated array encoding definition..............coooiiiiiiii i, 208
Table 271 — I/O Connection state event matrixX ... 211
Table 272 — Bridged Connection state event matrix ... 216
Table 273 — Explicit Messaging Connection state event matrix ..............c.ccoooiiiii . 217
Table 274 — Primitives issued by FAL user to FSPM ... 220
Table 275 — Primitives issued by FAL user to FSPM ... 221
Table 276 — Primitives issued by FSPM t0 FAL USEr ......cooiiiiiiii e, 223
Table 277 — Parameters used with primitives exchanged between FAL user and FSPM...... 225
Table 278 — Primitives issued by FSPM to ARPM ... 227
Table 279 — Primitives issued by ARPM t0 FSPM ... 227
Table 280 — Parameters used with primitives exchanged between FSPM and ARPM .......... 228
Table 281 — UCMM cClient States .....oouniiiiiii e 228
Table 282 — State event matrix of UCMM client..... ... 229
Table 283 — High-end UCMM server states ........cooiiiiiiiii e 230

Table 284 — State event matrix of high-end UCMM Server..........c.cooooviiiiiiiiiieieeeeeeeen 231



IEC 61158-6-2:2023 © |IEC 2023 -13 -

Table 285 — Low-end UCMM Server states ..o 232
Table 286 — State event matrix of low—end UCMM server .........c.oooiiiiiiiiiiiiieeeen 233
Table 287 — NOtifiCation ... .o e 236
Table 288 — TransSPOrt ClasSSesS ... e e 237
Table 289 — Primitives issued by FSPM t0 ARPM ..., 237
Table 290 — Primitives issued by ARPM 10 FSPM ... 238
Table 291 — Parameters used with primitives exchanged between FSPM and ARPM .......... 238
Table 292 — Class 0 transport client states ..........ccooiiiiiiii i, 240
Table 293 — Class 0 client SEM ... e 240
Table 294 — Class 0 transport server states . ... 241
Table 295 — Class 0 server SEM ... e 241
Table 296 — Class 1 transport client states .........ccooiiiiiii i, 244
Table 297 — Class 1 client SEM ... e 245
Table 298 — Class 1 transport server states . ... 246
Table 299 — Class 1 server SEM ... e 247
Table 300 — Class 2 transport client states ..........ccooiiiiiii i, 251
Table 301 — Class 2 client SEM ... 252
Table 302 — Class 2 transport server states . ... 253
Table 303 — Class 2 server SEM ... 254
Table 304 — Class 3 transport client states ..........coooiiiiiii i, 259
Table 305 — Class 3 client SEM ... 260
Table 306 — Class 3 transport server states ..........oooiiiiiii i, 262
Table 307 — Class 3 server SEM ... 264
Table 308 — Primitives issued by ARPM 10 DIMPM.......oniiii e 266
Table 309 — Primitives issued by DMPM 10 ARPM. ..., 266
Table 310 — Parameters used with primitives exchanged between ARPM and DMPM ......... 266
Table 311 — Primitives exchanged between data-link layer and DMPM ............c..coiiiiienn. 267
Table 312 — Parameters used with primitives exchanged between DMPM and Data-link ..... 267
Table 313 — Selection of cONNECHION ID .. ... 268
Table 314 — Link producer States ... ..o, 268
Table 315 — State event matrix of link producer ........ ... 269
Table 316 — Link coNsUMEr States ... ..o e 269
Table 317 — State event matrix of link cOnSUMEr ... ... 270
Table 318 — UCMM reqUeST ... e 271
Table 319 — UCMM TEPIY .o ettt e ea s 272
Table 320 — Network Connection ID selection ..o 273
Table 321 — Sockaddr INfO USAQGE ... ... e 275
Table 322 — Example multicast assignments ... ... 278
Table 323 — UDP data format for class 0 and class 1 ......ccooiiiiiiiiiiiii e 279
Table 324 — Transport class 2 and class 3 connected data ............ccooviiiiiiiiiiini e, 281

Table 325 — Default DSCP and IEEE Std 802.1Q-2018 mapping...........cccoeeviiiiiiiiiiiiiiennnnn. 285



- 14 - IEC 61158-6-2:2023 © |EC 2023

INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-2: Application layer protocol specification —
Type 2 elements

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

Attention is drawn to the fact that the use of the associated protocol type is restricted by its
intellectual-property-right holders. In all cases, the commitment to limited release of intellectual-
property-rights made by the holders of those rights permits a layer protocol type to be used with
other layer protocols of the same type, or in other type combinations explicitly
authorized by its intellectual-property-right holders.

NOTE Combinations of protocol types are specified in the IEC 61784-1 series and the IEC 61784-2 series.

IEC 61158-6-2 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

This fifth edition cancels and replaces the fourth edition published in 2019. This edition
constitutes a technical revision.
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This edition includes the following significant technical changes with respect to the previous
edition:

a) update of normative and bibliographic references;

b) review of Get/Set_Attributes_All parameter format in 3.5.3;

c) new services in 4.1.2.1, 4.1.8.1 and 8.2, 8.3;

d) clarifications of services in 4.1.5;

e) definition of specific connection path in 4.1.6.12;

f) clarifications and updates of Get/Set_attribute_list services in 4.1.8.1;

g) clarifications, new attributes for the Identity object in 4.1.8.2;

h) new attributes, service parameters and service for the Message Router object in 4.1.8.3;
i) clarifications, new attribute and other extensions for the Assembly object in 4.1.8.4;

j) clarifications, new attributes, service parameters, services and diagnostics connection
points for the Time Sync object in 4.1.8.6;

k) clarifications, new services and addition of diagnostics connection points for the Connection
Manager object in 4.1.8.9;

I) clarifications and extensions of Path Segments in 4.1.9;

m) updates and extensions of class, attribute and service codes in 4.1.10;

n) clarifications and additions of error codes in 4.1.11;

0) update of STIME, UTIME and NTIME data types in 4.2.3 and 5.1.3.5;

p) updates of encapsulation protocol in 4.3.1;

q) addition of internal services in 7.1;

r) removal of obsoleted transport options and related services in Clause 9 and Clause 11;
s) updates of DMPM2 in Clause 11;

t) removal of all references to CPF and CPs (material moved to profile documents);

u) miscellaneous editorial corrections.

The text of this International Standard is based on the following documents:

Draft Report on voting

65C/1204/FDIS 65C/1245/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

A list of all parts of the IEC 61158 series, published under the general title Industrial
communication networks — Fieldbus specifications, can be found on the IEC web site.


https://www.iec.ch/members_experts/refdocs
https://www.iec.ch/publications
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.


https://webstore.iec.ch/?ref=menu
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of automation
system components. It is related to other standards in the set as defined by the "three-layer"
fieldbus reference model described in IEC 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this document
is to provide a set of rules for communication expressed in terms of the procedures to be carried
out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a variety
of purposes:

e as a guide for implementers and designers;
e for use in the testing and procurement of equipment;

e as part of an agreement for the admittance of systems into the open systems environment;

e as a refinement to the understanding of time-critical communications within OSI.

This document is concerned, in particular, with the communication and interworking of sensors,
effectors and other automation devices. By using this document together with other standards
positioned within the OSI or fieldbus reference models, otherwise incompatible systems can
work together in any combination.
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1 Scope

1.1 General

The Fieldbus Application Layer (FAL) provides user programs with a means to access the
fieldbus communication environment. In this respect, the FAL can be viewed as a "window
between corresponding application programs."”

This part of IEC 61158 provides common elements for basic time-critical and non-time-critical
messaging communications between application programs in an automation environment and
material specific to Type 2 fieldbus. The term "time-critical" is used to represent the presence
of a time-window, within which one or more specified actions are required to be completed with
some defined level of certainty. Failure to complete specified actions within the time window
risks failure of the applications requesting the actions, with attendant risk to equipment, plant
and possibly human life.

This document specifies interactions between remote applications and defines the externally
visible behavior provided by the Type 2 fieldbus application layer in terms of

o the formal abstract syntax defining the application layer protocol data units conveyed
between communicating application entities;

e the transfer syntax defining encoding rules that are applied to the application layer protocol
data units;

e the application context state machine defining the application service behavior visible
between communicating application entities;

o the application relationship state machines defining the communication behavior visible
between communicating application entities.

The purpose of this document is to define the protocol provided to

o define the wire-representation of the service primitives defined in IEC 61158-5-2, and

o define the externally visible behavior associated with their transfer.

This document specifies the protocol of the Type 2 fieldbus application layer, in conformance
with the OSI Basic Reference Model (ISO/IEC 7498-1) and the OSI application layer structure
(ISO/IEC 9545).

1.2 Specifications

The principal objective of this document is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-2.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols.





