INTERNATIONAL IEC
STANDARD 60870-6-503

Second edition
2002-04

Telecontrol equipment and systeme —

Part 6-503:
Telecontrol protocols compatihle with

ISO standards and ITU-T.-recommendations —
TASE.2 Services and pretc oi

Matériels et systemes ue te'éconduite —

Partie 6-503:

Protocoles de taleconiduite compatibles avec les
normes ISO et les recommandations de I'UIT-T —
Services e’ p.otocole TASE.2

0 IEC 2002 O Copyright - all rights reserved

No part of this publication may be reproduced or utilized in any form or by any means, electronic or
mechanical, including photocopying and microfilm, without permission in writing from the publisher.

International Electrotechnical Commission, 3, rue de Varembé, PO Box 131, CH-1211 Geneva 20, Switzerland

Telephone: +41 2291902 11  Telefax: +41 22919 03 00 E-mail: inmail@iec.ch  Web: www.iec.ch

Commission Electrotechnique Internationale PRICE CODE X F
International Electrotechnical Commission

MexayHapoaHas 3nekTpoTexHuyeckas Komuccusa For price, see current catalogue



https://www.stdhive.com/standards/iec-60870-6-503-ed-20-en2002-pdf/

—2- 60870-6-503 O IEC:2002(E)

CONTENTS

O L L @ T PP 5
INTRODUGCTION ..ottt e e e e e e e e e et e e e e e e e e e e e e e e e e e eanneennns 7
S T o7 0 o = PR 8
I B O o o) o] o7 =Y o1 8

1.2 ArCRI e UNE . e 9

1.3 NetWOrk Model. ... o e 10

1.4 Relation between TASE.2 and MMS ... e 10

2 NOrmMative refereNCES. ... e .11
G T I 7= V140 o = 3
Y N o o /=X = 1 T I O 15
LI 17N T =0 | o o [ PP AT A 15
5.1  Informal TASE.2 Model DescCription.. ..o e 15
5.1.1  ASSOCIAtIONS et e 17

5.1.2 Bilateral Agreements, Bilateral Tables and Access Contrc'........ ...l 18

5.1.3 Data Value Objects and ServiCes ..........ccoiveuiiiiiiiiiiiiic i, 20

5.1.4 Data Set Objects and ServiCes........ccoooiviiiiiiiiiiiid e 20

5.1.5 Account Objects and ServiCes........coviuiiiiiiiiiiiiiiis e 20

5.1.6 Information Message Object and Services... .. .......ccooviiiiiiiiiiiiiiiine, 20

5.1.7 Transfer Set Objects and Services ......... . i, 21

5.1.8 Common Data Transfer Mechanisms .« ... 23

5.1.9 Special Transfer Objects and Service ... i, 24

5.1.10 Device Objects and Services.....[ ..... PP 24

5.1.11 Program Objects and ServiCes ...... i 25

5.1.12 Event Enrollment Objects end ServiCes .........ccoviiiiiiiiiiiii e, 26

5.1.13 Event Condition Objects aia Services........coooiiiiiiiii 26

5.2 Formal TASE.2 Model DeStiip iOn o 26
5.2.1 General Access Z01 ro! Requirements ..........oooiiiiiiiiiiiiii e 29

5.2.2 Association Maagument .. ... 29

5.2.3  Bilateral Tohlec o 31

5.2.4 List of Aczss Control Specification ... 32

B5.2.5  Data VolUBS e e 33

B.2.8 DA U oS it 34

B 2.7 A CCU NS e e 36

5.2.3 Information MeSSAgeS ... c.uiiiiii i 36

52,9 Transfer Sets .o e 37

5.2./0 Special Transfer ObjJeCtS.... ..o 45

B 2.1 DBVICES .ottt 46

DI N o oo | = o - T PP PP 48

5.2.13 Event Enrollments. ... 49

5.2.14 Event ConditioNS . .....ouiii e 49

6 Mapping of TASE.2 Object Models onto MMS Object Models............coooiiiiiiiiii, 50
6.1 Object Modelling Notation (Informative) ..., 50

6.2 The Virtual Control Centre (VCC) ... 51
6.2.1 TASE.2 Domain Mapping ..cueueeeeeie e 51

6.2.2 TASE.2 Control Centre Mapping .......ooeeeiiiiii e 52

6.2.3 OSI Application Processes, Application Entities and Presentation
AGArE S S ES ittt 52


https://www.stdhive.com/standards/iec-60870-6-503-ed-20-en2002-pdf/

60870-6-503 © IEC:2002(E) -3-

6.3 Association Object Model Mapping.......c.ooiuiiiiiii e 52
6.4 Bilateral Table Object Model Mapping ......c.ocouuiiiiiiii e 53
6.5 Data Value Object Model Mapping ......cc.oiuuiiiiie e 55
6.6 Data Set Object Model Mapping......cc.uiiiiiiii e 55
6.7 Account Object Model Mapping ... ...coouviiiiiii e 56
6.8 Information Message Object Model Mapping .......cc.ovieiiiiiiiiiiii e 56
6.9 Transfer Set Object Model Mapping ........oouuiiiiiiii e 57
6.9.1 Data Set Transfer Set Object Model Mapping ........cccooeiiiiiiiiii, 57

6.9.2 Time Series Transfer Set Object Model Mapping ........cccoeuvviiiiiiiiiiiiiiiniine, 59

6.9.3 Transfer Account Transfer Set Object Model Mapping ........cccccccvvuvinninn ...60

6.9.4 Information Message Transfer Set Object Model Mapping ....................... 51

6.10 Next Transfer Set Object Model Mapping .........coovviiiiiiiiiiii e 61
6.11 Transfer Set Name Object Model Mapping .......ccoooeviiiiiiiiiiiiii 62
6.12 Conditions Object Model Mapping .......couuiiiuiiiiiiii e e 62
6.13 Event Code Object Model Mapping .....cc.uoiuuiiiiiii et e 62
6.14 Transfer Set Time Stamp Object Model Mapping........ccoooviiiicidiciit 62
6.15 Device Object Model Mapping........ocouviiiiiiiiii e e e 63
6.16 Program Object Model Mapping .......c.ovveuiiiiiiiiiiiiiee e 63
6.17 Event Enrollment Object Model Mapping .........ccovviuiiiii it 64
6.18 Event Condition Object Model Mapping .......cc.oveieihis i 64
7 Mapping of TASE.2 Operations and Actions onto MMS C2rvices.....oooiiiiiiiiiiiiiiii 65
7.1 USE Of MMS SEIVICES ..ouiiiiiii i e 66
7.1.1  Association Management Mapping tc MIV'S ..., 67

7.1.2 Data Value Operations Mapping '0 MM ... 70

7.1.3 Data Set Operations Mapping to NG e 73

7.1.4 Transfer Set Operations ard Actions Mappingto MMS ... 80

7.1.5 Account Operations and ==t.9nS Mapping «.occoeeviiiiii e 92

7.1.6 Device Operations 224 ~=.ions Mappingto MMS ..., 93

7.1.7 Program Operadon. Mapping to MMS ... 99

7.1.8 Event Enrollment Onerations Mappingto MMS ... 104

7.1.9 Event Condiucn Actions Mapping onto MMS.......... 106
7.1.10 Summary 0 TASE.2 Operations.........c.oviuiiiiiiii e 107

8 Standardized Applicction-specific Objects ... ... 109
8.1  Named TVIE DD ECES ..ot 109
8.1.1  VisSine-StrNg-82 Ty @ i 109

8.1.7 . MMS ObJeCtNAME ...t 109

8 1.0 1imMe StamMP T Y PO i 110

8.1.1  TimeStampExtended Type . ..o 110

8.1.5 Time INterval TYPEeS ..o 111

8.1.6  TransferSet TYPES .. 111

8.1.7  CoNAItiONS TYPES .. 113

8.1.8 SupportedFeatures TYpPe . ..o 114

8.1.9 T ASE.2VerSiON TYPe ..ttt 114

8.2 Named Variable ObJeCTS . ..o 115
8.2.1 "Supported _Features" ... ... 115

8.2.2 "Bilateral_Table_ID". ... .. 115

8.2.3  "TASE.2 _Version" ... e 115

8.2.4 Data Value ObJeCtS ... 115

8.2.5 Transfer Set ObJeCtS .. ..o 116


https://www.stdhive.com/standards/iec-60870-6-503-ed-20-en2002-pdf/

—4— 60870-6-503 O IEC:2002(E)

8.2.6 "Next_DSTransfer _Set".......oo 116

8.2.7 "Next_TSTransfer _Set" .. ... 116

8.2.8 "Transfer_Set _Name" .. ... 116

8.2.9 "TA _Transfer _Set" ... 116

8.2.10 "IM _Transfer _Set" ... 116

8.2.11 "DSConditions_Detected" ... ... 117

8.2.12 "TSConditions_Detected" ... ..o 117

8.2.13 "TAConditions_Detected" ... ..o 117

8.2.14 "Event_Code_Detected" ..o 117

8.2.15 "Transfer_Set_Time_Stamp" ... 117

8.2.16 "Transfer_Report ACK" ... 17

8.2.17 "Transfer_Report NACK" ... .o ... 18

8.3 Named Variable List ObjectS.......cciiiiiiiiiiii e 118

8.4 Information Message ODbjJectS... ..o 118

8.5 Event Condition ODJECES .....ceiiiiii i 118

9 CONFOIMANCE ... it D e 119
9.1 Allowable SUDSEts ... 119

9.2 PIC S e e e 120

9.3 MMS Services ReqUIred. ..o e 124
Annex A (normative) TASE.2 Operations and Actions Sum=zary .......cooeevveiiiiiiiniiineennen, 125
Annex B (normative) Quality of Service (QOS), Routing.an! Prority...........cc..cooviiiininnnn. 127
Figure 1 — Protocol relationShips ... e 9
Figure 2 — Router-based WAN . ... . e 10
Figure 3 — Mesh NetWOrK ... ... e 10
Figure 4 — Informal TASE.2 MOdel ... ... i e 17
Figure 5 — Transfer Reporting Mechaniom o e 22
Figure 6 — Relationship between TAS =.2 ©.nd Real Control Centres ............cccoeeevviviiieinnennnnns 27
Figure 7 — TASE.2 SEIrVer COMPOEIIIS Lottt ettt e e et e e e e et e e e enees 66
Figure 8 — TASE.2 Server Assouciaion Control Components........c.oveevviiiiiiiiiiiiiineeeees 67
Figure 9 — Data Value Oper ations .. e 70
Figure 10 — Sequence 07 Get wata Value ... ... 71
Figure 11 — Data Se! 0L RrauiONS ... i et 74
Figure 12 — Sequence ol Create Data Set.......c.ooiiiiii i 76
Figure 13 — Sequance o Delete Data Set......ooiii 77
Figure 14 - Trensfer Set SEIrVICeS ... 81
Figure 15 — Scquence of Transfer Set operations and actions............co.oiii. 90
Fiqura 13 — DeVviCe OPerations ... oo e 94
Figure 1/ - Sequence of Device CONtrol..... ... e 95
Figture 18 — Server Program COMPONENTS .......iuiiiiiiiiie e 100
Fiqure 19 — Sequence of Program Invocation operations ...........ccoooiiiiiiiiiinini e, 104
Table 1 — Scope of the object models in the VCC ... 28

Table 2 — Summary of TASE.2 Operations........ooouiiuiiiii e 107


https://www.stdhive.com/standards/iec-60870-6-503-ed-20-en2002-pdf/

60870-6-503 © IEC:2002(E) -5-

6)

INTERNATIONAL ELECTROTECHNICAL COMMISSION

TELECONTROL EQUIPMENT AND SYSTEMS -

Part 6-503: Telecontrol protocols compatible with
ISO standards and ITU-T recommendations —
TASE.2 Services and protocol

FOREWORD

The IEC (International Electrotechnical Commission) is a worldwide organization for standardize. on ¢ ~.prising
all national electrotechnical committees (IEC National Committees). The object of the IEC is to promote
international co-operation on all questions concerning standardization in the electrical and ( lectronic fields. To
this end and in addition to other activities, the IEC publishes International Standards_Ti eir preparation is
entrusted to technical committees; any IEC National Committee interested in the«subjc> dealt with may
participate in this preparatory work. International, governmental and non-governmenta. orga izations liaising
with the IEC also participate in this preparation. The IEC collaborates closely with the 'nte national Organization
for Standardization (ISO) in accordance with conditions determined i/ ag.=enient between the two
organizations.

The formal decisions or agreements of the IEC on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since eact te thnical committee has representation
from all interested National Committees.

The documents produced have the form of recommendations fur int xrnat onal use and are published in the form
of standards, technical specifications, technical reports ¢ gu.les ..d they are accepted by the National
Committees in that sense.

In order to promote international unification, IEC Natioral Cominittees undertake to apply IEC International
Standards transparently to the maximum extent possi.'e 'n their national and regional standards. Any
divergence between the IEC Standard and the corresponding national or regional standard shall be clearly
indicated in the latter.

The IEC provides no marking procedure to ina cote its approval and cannot be rendered responsible for any
equipment declared to be in conformity with 0..~> c€ its standards.

Attention is drawn to the possibility that s »ne of the elements of this International Standard may be the subject
of patent rights. The IEC shall not be k2Ild . 2sronsible for identifying any or all such patent rights.

International Standard IEC ou870-6-503 has been prepared by IEC technical committee 57:
Power system control and z-soriated communications.

This second editiorn' cai ceis and replaces the first edition published in 1997 and constitutes
a technical revision.

The text of thic standard is based on the following documents:

FDIS Report on voting
57/574/FDIS 57/582/RVD

v ull information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

Annexes A and B form an integral part of this standard.
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The committee has decided that the contents of this publication will remain unchanged until 2004.
At this date, the publication will be

* reconfirmed;

+ withdrawn;

* replaced by a revised edition, or
*+ amended.
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INTRODUCTION

The Telecontrol Application Service Element (TASE.2) protocol (also known as Inter-Control
Centre Communications Protocol, ICCP) allows for data exchange over Wide Area Networks
(WANSs) between a utility control centre and other control centres, other utilities, power pools,
regional control centres, and Non-Utility Generators. Data exchange information consists of
real-time and historical power system monitoring and control data, including measured values,
scheduling data, energy accounting data, and operator messages. This data exchange occurs
between one control centre's Supervisory Control And Data Acquisition/Energy Management
System/Distribution Management System (SCADA/EMS/DMS) host and another centre's host,
often through one or more intervening communications processors.

This part of IEC 60870 defines a mechanism for exchanging time-critical data between conul
centres. In addition, it provides support for device control, general messaging and ccntrc' of
programs at a remote control centre. It defines a standardized method of using the ISC 9506
Manufacturing Message Specification (MMS) services to implement the excha..ne ¢ data.
The definition of TASE.2 consists of three documents. This part of IEC 60870 dcfines the
TASE.2 application modelling and service definitions. I[EC 60870-6-702 dei'nes the appli-
cation profile for use with TASE.2. |IEC 60870-6-802 defines a set of sta..?rdized object
definitions to be supported.

The TASE.2 describes real control centres with respect to their =xternal visible data and
behaviour using an object oriented approach. The objects are abstract in nature and may be
used in a wide variety of applications. The use of TASE.2 goe = fir beyond the application in the
control centre to control centre communications. This standarc must be understood as a tool
box for any application domain with comparable requirame¢nts..i.e. the TASE.2 may be applied
in areas like substation automation, power plants; factory automation, chemical plants, or
others which have comparable requirements. It pro.idec a generic solution for advanced
Information and Communication Technology.

The TASE.2 version number for this standard is 2001-08. See 8.2.3 for more details.
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Part 6-503: Telecontrol protocols compatible with
ISO standards and ITU-T recommendations —
TASE.2 Services and protocol

1 Scope

This part of IEC 60870 specifies a method of exchanging time-critical control centre da.a
through wide-area and local-area networks using a full ISO compliant protocol s.ack. It
contains provisions for supporting both centralized and distributed architectures. ‘“his sta.dard
includes the exchange of real-time data indications, control operations, time-s>ries data,
scheduling and accounting information, remote program control and event notif'cation.

Though the primary objective of TASE.2 is to provide control centre. (tele control) data
exchange, its use is not restricted to control centre data exchange. It 1,ay ve applied in any
other domain having comparable requirements. Examples of suci. con.ains are power plants,
factory automation, process control automation, and others.

This standard does not specify individual implementations or pi-uucts, nor does it constrain the
implementation of entities and interfaces within a compute’ systein. This standard specifies the
externally visible functionality of implementations toaeti>er ~it.1 conformance requirements for
such functionalities.
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