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Preface

The purpose of these guidelines is to interpret AS/NZS 17799:2001—
Information Technology—Code of Practice for Information Security
Management, and apply this standard specifically to the interests and unique
information security requirements of the Australian Health Sector. This
handbook provides a set of detailed controls, which may be considered
best practices in information security.

These guidelines have been developed by Standards Australia/Standards
New Zealand Committee on Health Informatics Privacy & Security (IT-01 *-
04) with assistance from various Australian health sector professionals. This
handbook has been developed to address the special consideratiots tiat a,»
required for the health sector, with particular emphasis on indiviu.als «nd
small to medium sized health practitioners. Overall, the AS/NZS 17799
standard provides an excellent information security managem 'nt strategy,
but as this standard has been designed to encompass < brool range of
industries and organisations, and of all sizes, the stan{ard . lone cannot be
targeted effectively or appropriately to the Health. Secinr.

The protection and security of information is of p.‘wie importance to all
individuals, government agencies and firni>. For the Health Sector, there is
added emphasis on the requirements for co. 1ucitiality, privacy, integrity
and availability. Naturally, all organisa’ions. recgardless of size, must have
stringent controls in place for the pritecion of information. It is therefore
critical for an organisation to imylemnt a suitable set of controls and
procedures to address informedon sccurity, and once implemented, the
organisation must retain a pre-re ‘uis.te level of security.

With increasing electron’c exchange of patient information between Health
Providers, there is a cl-or venetit in adopting a common reference handbook
for information secui:*v management.

Not all of the co wro's described in this Standard will be relevant to every
situation. This ouide cannot take account of local, environmental and
technological constraints, nor can it be presented in a form that is
compliiwe’y applicable to every Health Provider. Health Providers must
app'y ' r.commendations to each of their unique circumstances.

1o dicfting this guide, we have assumed that a health service professional or
a 11ember of the supporting administration staff (and not necessarily an
1>tormation security professional) will most likely undertake the execution
of recommendations. For this reason, we have designed this guide such that
it appeals to health professionals and non-computing professionals and we
have ensured that the guide is clear, concise and easy to understand and
interpret. The content is therefore not of a highly technical nature.
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Our guidelines shall serve two fundamental objectives, specifically:

1. Guidance to ensure that patient privacy is maintained by securing
paper and electronic based health records and ensuring the long term
integrity and quality of this stored information.

2. Assistance in establishing an appropriate level of health information
security for your organisation as a whole.

By following these guidelines, in addition to undertaking an information
security management best practice initiative, we aim to greatly assist your
health organisation in compliance with the Privacy Amendment (Private
Sector) Act 2000*, or your relevant state privacy legislation.

Application

This handbook has been written for health professionals seeking to conform
to the information security management specifications of the A 3/NZS 17799
standard. Whilst these guidelines are specifically focussea =n individuals
and small to medium sized health organisations, largei busi esses and
government departments, who may have specialised infc mstion security or
privacy personnel, will also find these guidelin>" o1 significant use and
benefit.

Our intended audience may include, but is nct “=mited to:
* Health Consumers
*  Health Service Providers
* Medical Centres
e Public and Private Hc spitals
* Pharmacies
e Information 1 >nssitories
e Clininal  egistries
* _H ith Funders
1'ealth Agencies

“~glossary covering Computing, Security and Privacy terms and definitions
has been included. We recommend that all readers of the handbook make
themselves familiar with our definitions.

* More information about the Act can be obtained from the Federal Privacy Commission website.
www.privacy.gov.au. You will find specific information about how the Privacy Act may affect your

health business.
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For the purposes of this guide and in the context of the health sector, the
Australian Bureau of Statistics has provided the following definitions
covering small and medium businesses:

* A Small business—This may range from small groups of people through
to businesses that operate with up to 20 staff members. Examples
include pharmacies and general medical practices.

* A Medium business—Those businesses with staff members of
approximately 20-199 people. Examples include small private hospitals,
medical facilities, and pathology practices.
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Introduction

What is Health Information Security?

Health Information is an important asset for Health Providers, and this asset
needs to be adequately protected. The primary focus of Health Information
Security relates to the protection and safeguarding of patient information
and the requirement to protect the privacy of patients. In addition, Heal.
Providers must ensure that information is accurate and available whene rer
required.

Information may exist in many forms. From the perspective »f the iiealth
Sector, information is not necessarily only words and numbers, Yut this may
also extend to photographs, drawings, video footage, s'ides, 'nd x-rays.
Information can be printed or written, stored electronically, transmitted by
post or using electronic means, shown on film or szc¢en =4 part of normal
conversation. Whatever form the information takes or 1 eans by which it is
shared or stored, the information should always be apropriately protected.

In essence, the protection of information in yives the preservation of the
following:

e Confidentiality—information s. oui' only be accessible and available to
those authorised to have accss.

»  Integrity—information shoulu ve stored, used, transferred and retrieved
in manners such tha* there is confidence that the information has not
been tampered wit'v.or mod:fied other than as authorised.

*  Availability—-e1 surcs that information is accessible to authorised
individuals w'en und where required.

It is imponi'nt ‘o note that there are differences between privacy and
confidentiu**v. Privacy is concerned with information handling processes of
persoral and sensitive information. Privacy deals with ensuring that this
infc rmeior. is not disclosed for any purpose other than for which it was collected,

_witl ~ut appropriate consent.

ticw dou | secure my health information?

Information security is achieved by implementing a suitable set of controls.
A control may constitute a policy, a practice, a set of procedures, or perhaps
a software function. These controls need to be established in order to ensure
that the specific security objectives of the organisation are met. Although at
first this may appear daunting, this handbook will help you to understand
what controls are available and how they may be implemented. By reading
this handbook you will be in a position to better wunderstand the
information that you are protecting and then you will be able to select
those controls appropriate for providing protection in your unique health
environment.
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