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Preface
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The authors would like to acknowledge the contributions of all the
people involved in the specialis. pz2er review of the Handbook
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The objective of this Hardbcok oty outline a broad framework and
core processes that shcild be included in a security risk
management process, Hroject or program of work.

It is intended that this Handbook can be used by any size or type of
organisation—fron !arge multinationals to small businesses,
government. eqernsies and the not-for-profit sector—that has
identified “u.2 1< quirement for, and merit of, developing effective
security ris < management  processes. However, some
recc nn.~ndations may be more appropriate to some organisation
ty.=s -ather than others.

Many of the apparently technical terms used in security risk
management can have subtly different meanings in different
organisations. A glossary (Appendix B) has been included to provide
consistent definitions as they are used in this Handbook.

The field of security risk management is rapidly evolving and as such
this Handbook cannot cover all aspects and variant approaches to
security risk management. The authors have endeavoured to provide
an overview of both commonly accepted good practices and some
promising emerging thinking to inform the understanding (rather than
direct) the actions of readers. As such no warranty is provided or
implied as to the accuracy or practical applicability of the contents of
this Handbook to any organisation or individual.

The extent of the Handbook is based on the broad nature of the
security landscape. A range of other security-related Standards
Australia publications cover certain aspects at a level of detall
beyond the ability of this Handbook to cover, such as IT Security. As
such these areas are not considered in detail within this Handbook.
A list of other relevant security-related Standards and Handbooks is
provided in Appendix C.
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This Handbook is consistent with the framework for risk management
outlined in AS/NZS 4360:2004, Risk Management. Security Risk
Management (SRM) plays a critical role as part of an organisation’s
risk management process in providing a fundamental assessment,
control and treatment process for certain types of risk.

Security risk management is a key and fundamental part of an
individual’'s, organisation’s or community’s wider risk management
activities. In a fully integrated risk management system, security risk
management should be interlinked at each of its stages with all other
risk management activities being undertaken (e.g. financial, safety,
marketing, reputation, regulatory, etc). The only real differences are
the application of discipline specific knowledge that will occur in.each
risk management activity — the overall process remains the sa.me.
Although many of these activities may be conducted by identi’abic
risk management functions, many may also be conducte " as na.t of
the way that other business functions routinely conauct their
operations (e.g. employment risk management co.ducted as a
fundamental part of the human resources function).

Risk management provides a key support ‘or ‘uecision making
providing the means of ensuring that sc-ateg ' and operations are
more appropriately applied. It can, and sho 'y, provide an interface
between such decision making ani the implementation of key
functions, processes and infreotructure, which are required to
achieve the key personal,‘org. nisetional or community objectives.
Other risk management fur.ctions such as business continuity
management ensure that u e required capability, resources and
knowledge are availabl > an 1 accessible to support the achievement
of these key objectives.

Security risk :raragernent requires fundamentally that the person
undertaking :*.1'as a thorough understanding of the principles and
practice (of risk management first and foremost. This must be
accon.nar.>% by a thorough understanding of security. However, in
today’s eavironment, security within an organisation or community
2ani2. stand alone and isolated from all of the other processes and
systems.

In contemporary life, security should and must consider and
encompass issues such as strategy, governance, ethical conduct,
safety and organisational performance. For security risk
management to be successfully integrated into the fabric of
organisations and society it must become a fundamental aspect of
how we all routinely operate. It needs to become a fundamental part
of the manager's and community leader's ‘toolbag’, as much as
budget management, communication or decision making skills.
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1.1

Introduction

Security Risk Management—A new paradigm

'Everything is different’, - but it's just the same.

There is a prevailing perception that there have be=n (ramatic and far
reaching changes in the nature of the business enviionment and in
society at large over recent years. In particular 1. has, been said, almost
ad nauseum, that 'the world has changed .itice 3/11'. However, many of
these ‘new changes’ are merely highlighting .~cues that have presented
challenges to organisations and con.muities for many decades.

What is different is that this has resuiad in a powerful imperative for
issues to be now considered thai ha' e not previously been part of the
collective consciousness. As 2 scriety we have been made aware of the
need for, and existence of ‘sccurity’ measures. However, in certain
quarters, security has loi.2 Leen viewed as something that people in
uniform did whilst quarding something. Security belonged in the world of
the police, the milivary “ar James Bond! When security interfaced with
ordinary workia 1ves, we often saw it as hindering our daily routine.

Attitudcs h e changed significantly in recent times, with a major focus
on, ani «~ceptance of the need for, an increased attention to security.
Hovraver, this changed attitude is often driven by misinformed perception,
fuer2d by an overly dramatic media. The result is that security investment
r.av.be misdirected to where the ‘noise’ is, not where it is really required.

‘n recent years concepts of organisational risk management have also
evolved.

The move has been from the rather simplistic ‘risk is insurance mentality’
to a more comprehensive enterprise-wide concept that encompasses a
better reasoned understanding of the nature of uncertainty that we face.
An improved understanding of the nature of risk facilitates more informed
decision making, increases our abilities to exploit opportunities and
minimise harm.

Similarly, security risk management provides a means of better
understanding the nature of security threats and their interaction at an
individual, organisational, or community level. Traditionally, the security
industry and profession’s focus on risk has concentrated on risk
minimisation, with activities aimed at loss prevention without necessarily
thoroughly considering the nature and level of organisational risk.

Some of the key characteristics of this paradigm shift are presented as
major themes within this Handbook and are summarised in Table 1.1.
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