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Preface

This is the first edition of CSA/ANSI T200, Evaluation of software development and cybersecurity
programs.

This Standard was prepared by the Subcommittee on Cybersecurity Verification, under the jurisdiction
of the Technical Committee on Operational Security and the Strategic Steering Committee on
Information and Communication Technology, and has been formally approved by the Technical
Committee.

This Standard has been developed in compliance with Standards Council of Canada requirements for
National Standards of Canada. It has been published as a National Standard of Canada by CSA Group.

This Standard has been approved by the American National Standards Institute (ANSI) as an American
National Standard.

Notes:

1) Use of the singular does not exclude the plural (and vice versa) when the sense allows.

2) Although the intended primary application of this Standard is stated in its Scope, it is important to note that it
remains the responsibility of the users of the Standard to judge its suitability for their particular purpose.

3)  This Standard was developed by consensus, which is defined by CSA Policy governing standardization — Code
of good practice for standardization as “substantial agreement. Consensus implies much more than a simple
majority, but not necessarily unanimity”. It is consistent with this definition that a member may be included in
the Technical Committee list and yet not be in full agreement with all clauses of this Standard.

4)  To submit a request for interpretation of this Standard, please send the following information to
inquiries@csagroup.org and include “Request for interpretation” in the subject line:

a) define the problem, making reference to the specific clause, and, where appropriate, include an
illustrative sketch;

b)  provide an explanation of circumstances surrounding the actual field condition; and

c)  where possible, phrase the request in such a way that a specific “yes” or “no” answer will address the
issue.

Committee interpretations are processed in accordance with the CSA Directives and guidelines governing

standardization and are available on the Current Standards Activities page at standardsactivities.csa.ca.

5)  This Standard is subject to review within five years from the date of publication. Suggestions for its
improvement will be referred to the appropriate committee. To submit a proposal for change, please send the
following information to inquiries@csagroup.org and include “Proposal for change” in the subject line:

a) Standard designation (number);

b) relevant clause, table, and/or figure number;
c)  wording of the proposed change; and

d) rationale for the change.
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CSA/ANSI T200:22
Evaluation of software development and
cybersecurity programs

0 Introduction

The purpose of this Standard is to provide requirements and guidance on the development of a method
to evaluate the software development and the related cybersecurity practices of an organization that is
producing software or product connected to a network, including

a) Internet of Things (loT);

b) operational technology (OT);

c) connected devices; and

d) embedded devices.

Governments, businesses, and consumers are looking to the rapid adoption of connected products and
services to automate tasks and provide efficiencies in many market areas. While these technologies can
dramatically advance the capabilities of those users and businesses, they pose a potential cyber and
privacy risk to the end user. The end user is typically under the assumption that these products have
undergone some level of security testing and evaluation, including the assumption that products pose
no direct risk to them or their businesses. However, given the significant increase in purpose-built
malware for loT and related products, including the sizable increase of botnet activity of affected
devices, the assumption that products have been designed and tested for security can hold untrue or be
applied inconsistently across similar products. Therefore, a method to evaluate organizations on their
cybersecurity practices can assist in identifying products designed with security considerations to reduce
the overall risk of deploying these technologies. Organizations that implement this approach will
typically start at the baseline and then proceed to include additional controls to increase their control
maturity over a period for each of the domains defined.

1 Scope

11

This Standard describes a methodology for assessing the product software and cybersecurity control
maturity of an organization.

This Standard provides the evaluators and vendors a method to determine the control maturity of the
organization and products/solutions being developed regardless of solution vertical. It covers the entire
product system life cycle from conception to full commissioning and until the end of life. It supports
effective executive business decisions that establish a comprehensive maturity model approach to
cybersecurity.

1.2
This Standard is applicable to all 1oT and related products/solutions.
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