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PLEASE NOTE:

The information contained in this document was obtained from sources believed to be reliable and is based on
technical information and experience currently available from members of the Compressed Gas Association,
Inc. and others. However, the Association or its members, jointly or severally, make no guarantee of the results
and assume no liability or responsibility in connection with the information or suggestions herein contained.
Moreover, it should not be assumed that every acceptable commaodity grade, test or safety procedure or meth-
od, precaution, equipment or device is contained within, or that abnormal or unusual circumstances may not
warrant or suggest further requirements or additional procedure.

This document is subject to periodic review, and users are cautioned to obtain the latest edition. The Associ=-
tion invites comments and suggestions for consideration. In connection with such review, any such ccmments
or suggestions will be fully reviewed by the Association after giving the party, upon request, a reascnab.» op-
portunity to be heard. Proposed changes may be submitted via the Internet at our web site, www.cganei.~on..

This document should not be confused with federal, state, provincial, or municipal specificatio, < or -egniations;
insurance requirements; or national safety codes. While the Association recommends referenc> to or use of
this document by government agencies and others, this document is purely voluntary anc' not biniding unless
adopted by reference in regulations.

A listing of all publications, audiovisual programs, safety and technical bulletins, and' satuty prsters is available
via the Internet at our website at www.cganet.com. For more information contact25A ~* Phone: 703-788-2700,
ext. 799. E-mail: customerservice@cganet.com.

Work Item 11-047
Security Committee

NOTE—Technical changes from the previous edition are underlined

SECOND EDITION: 2014
FIRST EDITION: 2007
© 2014 The Compressed Gas Association, Inc. All rights reserved.
+ ! materials contained in this work are protected by United States and international copyright laws. No part of this work may be
reproduced or transmitted in any form or by any means, electronic or mechanical including photocopying, recording, or any infor-
mation storage and retrieval system without permission in writing from The Compressed Gas Association, Inc. All requests for
permission to reproduce material from this work should be directed to The Compressed Gas Association, Inc., 8484 Westpark Drive,
Suite 220, McLean, VA 22102. You may not alter or remove any trademark, copyright or other notice from this work.
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1 Introduction

Security is an integral part of the compressed gas industry. Like safety measures, security measures protect
facilities, employees, and the community by reducing the risk of a wide range of threats and mitigating the ef-
fects of incidents like vandalism, sabotage, workplace violence, and terrorism.

The information contained in this publication provides guidance to protect people, property, products, process-
es, information, information systems, and the environment by enhancing security measures to prevent potential
terrorist attacks throughout the compressed gas supply chain.

2 Scope

This publication provides a process and tools for managing the security vulnerability of businesses ai 1 tr.eir
facilities that manufacture, process, store, distribute, and transport products associated with the coi.nressed
gas industry.

3 Definitions
For the purpose of this publication, the following definitions apply.
3.1 Publication terminology

3.11 Shall
Indicates that the procedure is mandatory. Shall is used wherever the critcrion for conformance to specific rec-
ommendations allows no deviation.

3.1.2 Should
Indicates that a procedure is recommended.

3.13 May
Indicate that the procedure is optional.

3.14 Will
Is used only to indicate the future, not a degree =f | 2quirement.

3.15 Can
Indicates a possibility or ability.

3.2 Technical definitions

3.2.1 Alternative sec: rity ziogram (ASP)—U.S. applicable

Chemical Facility Anti-Terzorisi.> Standards (CEFATS) presents all covered facilities with the option to submit an
ASP in place of a site sc-uriv ¢ plan. The Assistant Secretary may approve an ASP, in whole, in part, or subject
to revisions or supplemen. Jpon a determination that it meets the requirements of CFATS and provides for an
equivalent level of socurity to that established by CFATS.

NOTE—A guide ~n h.'w to make use of the ASP can be seen here http://www.americanchemistry.com/Alternative-Security-
Program-Guidance. df [1]. *

3.2.20 Security vulnerability assessment (SVA)
Ev=alua.2s wi ether an adversary can successfully exploit a company’s vulnerability, including the degree of
dan.>ge or impact that can result.

3.2.3 Site security plan (SSP)—U.S. applicable
Detailed description of the physical and procedural security systems at U.S. Department of Homeland Security
requlated high-risk facilities.

! References are shown by bracketed numbers and are listed in order of appearance in the reference section.
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