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PLEASE NOTE:

The information contained in this document was obtained from sources believed to be reliable and is based on
technical information and experience currently available from members of the Compressed Gas Association, Inc.
and others. However, the Association or its members, jointly or severally, make no guarantee of the results and
assume no liability or responsibility in connection with the information or suggestions herein contained. Moreover,
it should not be assumed that every acceptable commodity grade, test or safety procedure or method, precaution,
equipment or device is contained within, or that abnormal or unusual circumstances may not warrant or suggest
further requirements or additional procedure.

This document is subject to periodic review, and users are cautioned to obtain the latest edition. The Associaticn
invites comments and suggestions for consideration. In connection with such review, any such comn ents or
suggestions will be fully reviewed by the Association after giving the party, upon request, a reasonai 'e ¢ oor-
tunity to be heard. Proposed changes may be submitted via the Internet at our web site, www.cganet co. ».

This document should not be confused with federal, state, provincial, or municipal specificatio, < or -egriations;
insurance requirements; or national safety codes. While the Association recommends reference 1. or use of this
document by government agencies and others, this document is purely voluntary and not bir:1ing uniess adopted
by reference in regulations.

A listing of all publications, audiovisual programs, safety and technical bulletins, and' satt 'y pr.sters is available
via the Internet at our website at www.cganet.com. For more information contact-C5A ~* Phone: 703-788-2700,
ext. 799. E-mail: customerservice@cganet.com.

Work Item 19-042
Security Committee

NOTE—Technical changes from the previous edition are underlined

FOURTH EDITION: 2021
THIRD EDITION: 2014
SECOND EDITION: 2007
FIRST EDITION: 2005
© 2021 The Compressed Gas Association, Inc. All rights reserved.
MM materials contained in this work are protected by United States and international copyright laws. No part of this work may be
reproduced or transmitted in any form or by any means, electronic or mechanical including photocopying, recording, or any information
storage and retrieval system without permission in writing from The Compressed Gas Association, Inc. All requests for
permission to reproduce material from this work should be directed to The Compressed Gas Association, Inc., 8484 Westpark Drive,
Suite 220, McLean, VA 22102. You may not alter or remove any trademark, copyright or other notice from this work.


https://www.stdhive.com/standards/cga-p-50-pdf/

CGA P-50—2021 COMPRESSED GAS ASSOCIATION, INC. PAGE iii

Contents Page
S 101 (oo [N o3 o] PO OO PO OO PPROPPPPP 1
S T o o 1 USSR 1
3 DEFINILIONS. ... bbbt e e et e e e e e e b e e e ee s 1
S (o Uo7 1 (o] o =1 (1) o SRS 4
5  Facility SECUNitY tIer FANKING .......eeiiiii i e e e s s e e e e e e s s s b e e e e e e e e e s snnraeeeeaeeeaan 5
6 Security vulnerability @SSESSMENT ..........ooii i e e e neeeean 5
6.1 [ o] [=Ter o] =T T a1 oo [PPSR &
6.2 Facility charaCterization .............oo oot e 7
6.3 THhreat @SSESSIMENT .. ... . ettt b e st e e e s ebe e e e s enneeeeenneee s eeead .10
6.4 Vulnerability @nalysiS ..........cocoiiiiiiiiiii e ...10
6.5  Countermeasure identification.............ccooiiiii i e e e 11
6.6  Third-party validation ..o eerees e 12
A 1) o= =T o 0 1 S EER S PRER 12
7.1 General INfOrMAtION .......ooieie ettt e e e st e e e st e e e e s iteee s aeeeeeaneeeeaneeaeeanns 12
A T o | 4 - T - PP W 13
7.3 Perimeter DArTIEr..........ueeiiii e e es it e e e e 13
7.4  Perimeter Clearance ...........ccccooiiiiiiiiiiiiee e NG eee e 15
A T = o 1= (o < T e P TSP 15
7.8 ACCESS CONION ...ttt et e e sbee e e s enbs e e e snmtees eteeasaabeeeesanbeeeaneeeesanneeeeanns 15
A% A N o | 3 (13T TSRS R 17
7.8  High risk security chemicals Storage ............uueviiiiiiiiiiiiiiee e i e 17
7.9  Loss prevention and material control/accountability......... ..ot 17
7.10 Control room and systems SECUrtY .........cccceeriieeeraceccden e PP 18
7.11 Policies and procedures ...........ccceeeeeeeeieiiiiie . 18
7.12  Information (CYDEI) SECUNLY ........ueiiieee e i e e s e e e e e s e s e eeeaeeeaas 19
4% 1 T 11 C=1 1T 1= o o USRS PPPPRRT 19
A el To (=T o - T OO P OO PPPPPPPPN 20
4% K T (=Y o To 4 113 T SRR 20
TG INVESHGALION ... et ettt e e e e e e e e e e s s e e e e e e e e e e e e e e e s 20
A A AN A=Y T RSP OTPPRRT 20
8 Management of change.................. eeeell e ———————— 20
9 National Terrorism AdVISOrY SYSIEIT ..o e e e e e s s s bbb e e e e e e s snarreeeeaeeenas 20
10 Crisis management plans and €1.:2r¢ 2NCY reSPONSE PlANS.....coeiueiiiiiiiieeeiiiie e eie e e eie e e e eee e e eeeeeeeane 21
11 Employee and CONtraCtor S& Ity ISSUEBS ......uuiiiiiieeiiiiiiiiiee ettt et e e e e e s e e e e e e s s snbbaeeeeeeesnnnnnes 21
12 Periodic assessment ana Uit ..o 21
T3 REFEIEINCES ... i ettt oot o e a et e e o b et e e s bt e e s e e e e n e e e an e e e e et eeeeaae 22
14 Additional INfOrmMatioN ..o .o 22
Tables
LI Lo L= e N 1= o = 1 o T O OO PO PRSP 5
Table 2—N'inimum physical security layers of ProteCtion .............coocuiiiiiiiie e 14
Fi~ureo
Figu.» 1—Security vulnerability assessment management ProCESS.........ccuiiiiiiiiiiiiiii e 6
Fig ire 2—Layers Of Prot@CHON ... .. .oi ettt e e ettt e e e et e e e e eae e e e e ente e e e amseeeeannneaeeannneaenn 10
Appendix

Appendix A—Site security training and awareness frequency (Informative) .........ccccoeeciiiiiei e 23


https://www.stdhive.com/standards/cga-p-50-pdf/

CGA P-50—2021 COMPRESSED GAS ASSOCIATION, INC. PAGE 1

1 Introduction

Implementation of security measures are a part of the industrial gas industry culture that protect facilities, em-
ployees, and the community by reducing the risk of a wide range of threats and mitigating the effects of incidents
such as vandalism, sabotage, workplace violence, and terrorism. Security measures enhance process safety
management (PSM), risk management programs (RMP), worker safety, and environmental protection.

A security program should include the following elements:

site screening for risk prioritization;

e security vulnerability assessment (SVA);

e incident reporting and investigation;

e emergency response and crisis management;
e employee and contractor security issues;

e periodic reassessment; and

e employee security awareness training.

The Compressed Gas Association (CGA) thanks the Center for Chemical Proce.s Safety (CCPS) of the Ameri-
can Institute of Chemical Engineers for granting permission to reproduce ‘and adapt large sections of its book
Guidelines for Analyzing and Managing the Security Vulnerabilities of Fi.-s * Chemical Sites [1]."

2 Scope

This publication provides instruction to the industrial gas industry ‘or ussessing security risks and identifying and
implementing preventive security measures at fixed sites. | is inrtended as a resource to help managers at indi-
vidual facilities make security decisions based on risk.

The publication does not attempt to provide an all-inc'usiv> list of security considerations for industrial gas com-
panies nor does it address transportation security 1.7 security at customer sites. Additional security information
is contained in CGA P-51, Standard for Transnoriation Security in the Compressed Gas Industry and CGA P-52,
Security Guidelines for Qualifying Custemei s Furchasing Compressed Gases [2, 3].

3 Definitions
For the purpose of this publicaticn, *.1e following definitions apply.
31 Publication terminc'ogy

3141 Shall
Indicates that the procedure is mandatory. It is used wherever the criterion for conformance to specific recom-
mendations allovs nc deviation.

3.1.2 Should
Indicates ti:at a procedure is recommended.

343 nlay
Indivates that the procedure is optional.

3.1.4 Will
Is used only to indicate the future, not a degree of requirement.

" References are shown by bracketed numbers and are listed in order of appearance in the reference section.
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