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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters <t
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenanc~ 1re
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria necded for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document niicv be che subject of
patent rights. ISO shall not be held responsible for identifying any or all such natent .ights. Details of
any patent rights identified during the development of the document will be in ti:e Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for th~ cc.veii<nce of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, *h meaning of ISO specific terms and
expressions related to conformity assessment, as well as_infc 'mation about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.
org/iso/foreword.html.

This document was prepared by Technical Commit’ee ISG/TC 68, Financial services, Subcommittee SC 9,
Information exchange for financial services.

Any feedback or questions on this document thou’d be directed to the user’s national standards body. A
complete listing of these bodies can be foul a2 www.iso.org/members.html.
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Introduction

0.1 Opening comments

The purpose of this document is to help implementers in the financial services industry define the
framework, function and protocols for an application programming interface (API) ecosystem,
enabling online synchronised interactions. It documents an international view of an API ecosystem in
response to an urgent and significant world-wide demand for guidance and standardisation of APIs in
financial services.

This has been driven by a number of emerging requirements - market-, corporate- and regulatory-
driven - from different communities and jurisdictions for financial institutions to share data and
enable functionality, such as between third parties acting on behalf of the customer, client or end uscr;
between business to business processes; and within internal processes. It has been widely agi~ed
that standardised APIs provide the most secure, developer-friendly, efficient, technicall 7 viavei. way
of meeting many of these requirements. Moreover, it is understood that a standardised approach
would unlock benefits conducive to promoting interoperability, enhancing security:and supporting
innovation. The sharing of data, and the subsequent use of APIs, is not limited to exchai ges referenced
in this document.

Despite these emerging requirements, there is currently no standardised.apy.nac>“at an international
level. Moreover, there is no informative documentation covering the variois considerations for
developing APIs in financial services, especially given the maturity of some of its components (e.g.
some are in draft). This document has been developed in response tc.n eet these current and foreseen
requirements that exist in the market. This document does not sgccii;» implementations of APIs, but
instead takes an international view and references, as appropriat>, sy ecific implementation scenarios
for illustrative purposes for guidance.

0.2 How to approach this document

This document should be approached as a best-practice framework for developing APIs in financial
services. In this sense, some aspects of the documei't ai@ more mature than others. The document is
prescriptive where there is room to be. Where areas cre less mature, commentary on best practice has
been provided and the considerations set out:

Broadly speaking, this document adopts-th foriowing logic and order:

— Clause 3: terms and definitions »<ed i the document;

— Clause 4: the initial considetatic»s for the design of the APJ;

— Clause 5: overview and con mentary on the different technology options;
— Clause 8: specific suidance on APIs under WAPI technical specification.

In Annex A, we set.oucvan example of how to approach the document depending on a specific business
area/desired API functionality.
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Web-service-based application programming interface
(WAPI) in financial services

1 Scope

This document defines the framework, function and protocols for an API ecosystem that will eriable
online synchronised interaction. Specifically, the document:

— defines a logical and technical layered approach for developing APIs, including trar.-for mational
rules. Specificlogical models (such as ISO 20022 models) are not included, but they wii' be :eferenced
in the context of specific scenarios for guidance purposes;

— will primarily be thought about from a RESTful design point of view, but will consider alternative
architectural styles (such as WebSocket and Webhook) where other biieprints or scenarios
are offered;

— defines for the APl ecosystem design principles of an API, rules of 2~*VevL scrvice-based API, the data
payload and version control;

— sets out considerations relevant to security, identity and -egistration of an API ecosystem. Specific
technical solutions will not be defined, but they will be referc 1ced in the context of specific scenarios
for guidance purposes;

— defines architectural usage beyond query/ispunse asynchronous messaging towards
publish/subscribe to support advanced and ex’sting vusiness models.

This document does not include:
— aspecific technical specification of an 3Pl imp.ementation in financial services;

— the development of JSON APIs buased ou the ISO 20022 specific message formats, such as PAIN,
CAMT and PACS;

— atechnical specification tliat 1 defined or determined by specific legal frameworks.

2 Normative refer '‘nces

There are no norma.’ve ) eferences in this document.

3 Terms and definitions
For the hurposes of this document, the following terms and definitions apply.
ISO ~nd 11 C maintain terminological databases for use in standardization at the following addresses:

— 150 Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1

application programming interface

API

set of well-defined methods, functions, protocols, routines or commands which application software
uses with facilities of programming languages to invoke services

Note 1 to entry: An API is available for different types of software, including Web-based system/ecosystem.

© IS0 2020 - All rights reserved 1


https://www.iso.org/obp
http://www.electropedia.org/
https://www.stdhive.com/standards/bs-pd-isots-230292020-pdf/

	National foreword
	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Design principles
	4.1 General
	4.2 Standards compatibility
	4.3 Extensibility
	4.4 Non-repudiation
	4.5 Web resource unique identifiers (ID fields)
	4.6 Idempotency
	4.7 States

	5 Related technology
	5.1 General
	5.2 Representational state transfer (REST) and simple object access protocol (SOAP)
	5.2.1 General
	5.2.2 REST
	5.2.3 SOAP

	5.3 WebSocket and Webhook
	5.3.1 General
	5.3.2 WebSocket
	5.3.3 Webhook

	5.4 HTTPS
	5.5 JSON and XML
	5.5.1 General
	5.5.2 JSON
	5.5.3 XML

	5.6 Content negotiation
	5.7 RESTful API description languages

	6 Naming conventions
	7 Resource path
	7.1 General
	7.2 Resource hops
	7.3 Single resource versus collections of resources

	8 WAPI styles
	8.1 General
	8.2 REST
	8.2.1 General
	8.2.2 Uniform interface
	8.2.3 Apply the standard HTTP methods
	8.2.4 Stateless sessions
	8.2.5 Idempotency
	8.2.6 Composition of the URI
	8.2.7 Handling associations between resources
	8.2.8 Request parameter usage
	8.2.9 Post usage
	8.2.10 The response

	8.3 Asynchronous messaging and server push
	8.3.1 Bidirectional communication model
	8.3.2 Message subscription
	8.3.3 Message publish


	9 Data payload syntax
	9.1 JSON
	9.1.1 General
	9.1.2 Syntax and structure
	9.1.3 Data types

	9.2 XML
	9.2.1 General
	9.2.2 Syntax and structure
	9.2.3 Data types


	10 Security and authentication
	10.1 General
	10.2 TLS
	10.2.1 Certificate issuance and verification

	10.3 Application and access layer security
	10.3.1 Introduction
	10.3.2 Overview of the OAuth 2.0 protocol

	10.4 Read-only security profile
	10.5 Read and write security profile
	10.6 Message level integrity, source authentication and non-repudiation
	10.6.1 General
	10.6.2 Signing HTTP requests and responses
	10.6.3 Signing JSON Payload
	10.6.4 HTTP signature

	10.7 Message level encryption
	10.8 Version control

	11 Use cases
	11.1 ISO 20022 Web services
	11.1.1 Introduction
	11.1.2 Modelling guidelines

	11.2 Mapping rules
	11.2.1 RepositoryConcept
	11.2.2 MessageDefinition
	11.2.3 MessageBuildingBlock
	11.2.4 MessageComponent
	11.2.5 ChoiceComponent
	11.2.6 MessageElement
	11.2.7 ISO 20022 DataType transformation to JSON Schema


	Annex A (informative) Approach to FX trading
	Bibliography

