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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed. fo. the
different types of ISO documents should be noted. This document was drafted in accordance with ti.2
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be 1.2 suuject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Intrcduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniri.ze c“users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and e.:vressions related to conformity
assessment, as well as information about ISO’s adherence to the WTC or. 'ciples in the Technical Barriers
to Trade (TBT) see the following URL: Foreword - Supplementary infc mation

The committeeresponsible forthisdocumentisISO/TC46, Infor.nat.on and documentation, Subcommittee
SC 11, Archives/records management.
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Introduction

All organizations identify and manage the risks to their functioning successfully. Identifying and
managing the risks to records processes and systems is the responsibility of the organization’s records
professional.

This Technical Report is intended to help records professionals and people who have responsibility for
records in their organization to assess the risks related to records processes and systems.

NOTE System means any business application which creates and stores records.

This is distinct from the task of identifying and assessing the organization’s business ricks to wuich
creating and keeping adequate records is one strategic response. The decisions to creatc.or ~ot create
records in response to general business risk are business decisions which should be info1 med by the
analysis of the organization’s records requirements undertaken by records professiorals vagether with
business managers. The premise of this Technical Report is that the organization . as c=<ated records
of its business activities to meet operational and other purposes and has establisheu at least minimal
mechanisms for the systematic management and control of the records.

The consequence of risk events to records processes and systems is the los. of, 0~ damage to, records
which are therefore no longer useable, reliable, authentic, complete, or1na'teed, and therefore can fail
to meet the organization’s purposes.

The Technical Report provides guidance and examples basec or the general risk management process
established in ISO 31000 (see Figure 1) to apply to risks relatc«i to records processes and systems. It
covers

a) riskidentification,
b) risk analysis, and
c) risk evaluation.

The results of the analysis of risk to rezords rocesses and systems should be incorporated into the
organization’s general risk manager.er:t fiumework. As a result, the organization will have better
control of its records and their quality «or ousiness purposes.

Clause 5 provides a comprehersive list of areas of uncertainty related to records processes and systems
as a guide for risk identificaticn.

Clause 6 provides guidat:ce tv uetermining the consequences and probabilities of identified risk events,
taking into account t’ic nresence (or not) and the effectiveness of any existing controls.

Clause 7 provides guiw ince to determining the significance of the level and type of risks identified.

The reporc docs not deal with risk treatment. Once the assessment of risks related to records processes
and system. has been completed, the assessed risks are documented and communicated to the
organiztion’s risk management section. Response to the assessed risks is undertaken as part of the
orraiizaion’s overall risk management program. The priority assigned by the records professional to
“ke cssess2d risks is provided to inform the organization’s decisions about managing those risks.
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Figure 1 — Risk Managemc.t process

Figure 1 from ISO 31000:2009. Numbering 1 =1c: 5 to text of ISO 31000.
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Information and documentation — Risk assessment for
records processes and systems

1 Scope

This Technical Reportintends to assist organizations in assessing risks to records processes and sysi 2ms
so they can ensure records continue to meet identified business needs as long as required.

The report
a) establishes a method of analysis for identifying risks related to records processes ana systems,

b) provides a method of analysing the potential effects of adverse events on recoi s processes and
systems,

c) provides guidelines for conducting an assessment of risks related to reco. ds pt ocesses and systems,
and

d) provides guidelines for documenting identified and assessed risks in/preparation for mitigation.

This Technical Report does not address the general risks to ai. ¢ mzanization’s operations which can be
mitigated by creating records.

This Technical Report can be used by all organizations ~egardless of size, nature of their activities,
or complexity of their functions and structure. Thez2 tactors, and the regulatory regime in which the
organization operates which prescribes the creatiin ai'd control of its records, are taken into account
when identifying and assessing risk related to recoras and records systems.

Defining an organization or identifying its‘hou ndaries should take into account the complex structures
and partnerships and contractual arrang=m2ncs for outsourcing services and supply chains which are a
common feature of contemporary gover’.ment and corporate entities. Identifying the boundaries of the
organization is the initial step in defir. ng'che scope of the project of risk assessment related to records.

This Technical Report does ne¢*.aadress directly the mitigation of risks as methods for these will vary
from organization to organiza ion.

The Technical Report cai. be used by records professionals or people who have responsibility for records
in their organizatioris and by auditors or managers who have responsibility for risk management
programs in their or_anizations.

2 Normatice references

The foll 'wing documents, in whole or in part, are normatively referenced in this document and are
inlispenable for its application. For dated references, only the edition cited applies. For undated
y~fer~nces, the latest edition of the referenced document (including any amendments) applies.

170 30300:2011, Information and documentation — Management systems for records — Fundamentals
and vocabulary

[SO Guide 73:2009, Risk management — Vocabulary
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