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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed. fo. the
different types of ISO documents should be noted. This document was drafted in accordance wich ti.2
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be 1.2 suuject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Intrc duction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniri.ze ¢“users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and e.:vressions related to conformity
assessment, as well as information about ISO’s adherence to the. W "0 principles in the Technical
Barriers to Trade (TBT) see the following URL: Foreword - Supple meritary information

The committee responsible for this document is I[SO/TC 204, 1..teli.jent transport systems.

ISO 17427 consists of the following parts, under the guneral title Intelligent transport systems —
Cooperative ITS:

— Part 2: Framework Overview [Technical Repor
— Part 3: Concept of operations (ConOps) for ‘ccre’ systems [Technical Report]
— Part 4: Minimum system requirement.: ar.7 behaviour for core systems [Technical Report]
— Part 6: ‘Core system’ risk assesszic»t mcthodology [ Technical Report]
— Part 7: Privacy aspects [ Tec:nicai Report]
— Part 8: Liability aspects "Technical Report]
— Part 9: Complianc: cnd enfo..cement aspects [Technical Report]
— Part 10: Driver Jist. action and information display [Technical Report]
The following parts are under preparation:
— Par 1: noles . ':nd responsibilities in the context of co-operative ITS architecture(s)
— «Parc5: Common approaches to security [Technical Report]
— Part 11: Compliance and enforcement aspects [Technical Report]
— Part 12: Release processes [ Technical Report]
— Part 13: Use case test cases [ Technical Report]

— Part 14: Maintenance requirements and processes [Technical Report]
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Further technical reports in this series are expected to follow. Please also note that these TRs are
expected to be updated from time to time as the C-ITS evolves.
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Introduction

Intelligent transport systems (ITS) are transport systems in which advanced information,
communication, sensor and control technologies, including the Internet, are applied to increase safety,
sustainability, efficiency, and comfort.

A distinguishing feature of ‘ITS’ are its communication with outside entities.

Some ITS systems operate autonomously, for example ‘adaptive cruise control’ uses radar/lidar/and/or
video to characterize the behaviour of the vehicle in front and adjust its vehicle speed accordingly.
Some ITS systems are informative, for example ‘Variable Message Signs’ at the roadside, or transmittea
into the vehicle, provide information and advice to the driver. Some ITS systems are semi-autonot. ous,
in that they are largely autonomous, but rely on ‘static’ or ‘broadcast’ data, for example, GNSS hasad
‘SatNav’ systems operate autonomously within a vehicle but are dependent on receiving data bi~aacast
from satellites in order to calculate the location of the vehicle.

Cooperative Intelligent Transport Systems (C-ITS) are agroup of ITS technologies where service provision
is enabled by, or enhanced by, the use of ‘live’, present situation related, dynamic data/ir.formation from
other entities of similar functionality (for example from one vehicle to other vehicle(s)), o \d/or between
different elements of the transport network, including vehicles and infrastructur= (fo.»exa nple from the
vehicle to an infrastructure managed system or from an infrastructure man=g>d .y stem to vehicle(s)).
Effectively, these systems allow vehicles to ‘talk’ to each other and to the int. astr acture. These systems
have significant potential to improve the transport network.

A distinguishing feature of ‘C-ITS’ is that data are used across applicatic 1/service boundaries.

It will be immediately clear to the reader that such systen.= poosent the possibility to seriously
compromise privacy, and must, and will, be strictly controllel! by regulation and managed to prevent
abuse of privacy by any party. The purpose of this Tecknical eport is to identify potential critical
privacy issues that C-ITS service provision may introduce, .~ ~onsider how to control, limit or mitigate
such privacy issues, and to limit the risk of exposure to the financial consequences of privacy issues.

This Technical Reportis a ‘living document’ and as 2ur =xperience with C-ITS develops, it is intended that
it will be updated from time to time, as and when we see opportunities to improve this Technical Report.

vi © ISO 2015 - All rights reserved


https://www.stdhive.com/standards/bs-pd-isotr-17427-72015-pdf/

PD ISO/TR 17427-7:2015

TECHNICAL REPORT ISO/TR 17427-7:2015(E)

Intelligent transport systems — Cooperative ITS —

Part 7:
Privacy aspects

1 Scope

The scope of this Technical Report is as an informative document to identify potential ct *tica' privacy
issues that C-ITS service provision may introduce; to consider strategies for how to cuntrol, limit or
mitigate such privacy issues; and to give pointers, where appropriate, to stindasds deliverables
existing that provide specifications for all or some of these aspect and to limit the .isk of exposure to
the financial consequences of privacy issues.

The objective of this Technical Report is to raise awareness of and consic-ratica of such issues. This
Technical Report does not provide specifications for solutions of these istues.

2 Terms and definitions

2.1
application

app
software application

2.2

application service

service provided by a service provider accessinglata from the IVS (2.6) within the vehicle in the case
of C-ITS, via a wireless communication n=tv ork, or provided on-board the vehicle as the result of
software (and potentially also hardwui . and firmware) installed by a service provider or to a service
providers instruction

2.3

cooperative ITS

C-ITS

group of ITS technologie * where service provision is enabled, or enhanced by, the use of ‘live’, present
situation related, data,"nfcrmation from other entities of similar functionality [for example, from one
vehicle to other vehicle's)], and/or between different elements of the transport network, including
vehicles and infrastruc.ure

[SOURCE: for e.:ample from the vehicle to an infrastructure managed system or from an infrastructure
managed sysi.>m to vehicle(s)]

2%

core systim

co.nbination of enabling technologies and services that will provide the foundation for the support of
a distributed, diverse set of applications (2.1), and application transactions which work in conjunction
with ‘External Support Systems’ such as ‘Certificate Authorities’

Note 1 to entry: the system boundary for the core system is not defined in terms of devices or agencies or
vendors, but by the open, standardized interface specifications that govern the behaviour of all interactions
between core system users
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