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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed. fo. the
different types of ISO documents should be noted. This document was drafted in accordance wich ti.2
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be 1.2 suuject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Intrcduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniri.ze c“users and does not
constitute an endorsement.

For an explanation on the voluntary nature of standards, the muaring of ISO specific terms and
expressions related to conformity assessment, as well as inform~tio. about ISO’s adherence to the
World Trade Organization (WTO) principles in the Technical Farr ers o Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO'TC 1,1, Document management applications,
Subcommittee SC 1, Quality, preservation and integrity of iny>rration.

This third edition cancels and replaces the seconi edition (ISO/TR 15801:2009), which has been
technically revised.
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Introduction

This document defines recommended practices for electronic storage of business or other information
in an electronic form. As such, complying with its recommendations is of value to organizations even
when the trustworthiness of the stored information is not being challenged, especially in jurisdictions
with e-discovery legislation.

Information originates from many sources. This document covers information in any form, from th~
traditional scanned images, word processed documents and spreadsheets to the more “modern” for v-
which include e-mail, web content, instant messages, CAD drawing files, blogs, wikis, etc. Also included
is information stored in databases and other data storage systems. Recommendations in this docum2nt
can be useful in systems that use local and/or cloud storage.

Users of this document should be aware that the implementation of these recommundations does
not automatically ensure acceptability of the evidence contained within the (infurmesion. Where
electronically stored information (ESI) might be required in court or other au.ersarial situation,
implementers of this document are advised to seek legal advice to ascertain the nrecise situation within
their relevant legal environment.

This document describes means by which it can be demonstrated, at any 1. me, cthat the information
created or existing within an information management system has »ict ciimaged since it was created
within the system or imported into it.

Regardless of the original format, it will be possible to demcnstrate that information stored in a
trustworthy information management system can be reliab!y 1 ‘oroduced in a consistent manner and
accurately reflects what was originally stored without«any mat-rial modification.

Alternative versions of the information in a documei.* niight legitimately develop, e.g. revision of a
contract. In these cases, the new versions are tre/ited.as new documents. The same principle can be
applied when a significant change is made to a docu.ne:it in a workflow environment.

Information technology based systems can s‘ore: in an electronic form, both documents and records.
This document describes means for storiri2 2! types of ESI in a trustworthy and reliable manner, as
part of an information governance stiateg . Where records (as defined in ISO 15489-1) are stored,
the requirements of this documeat c.x b used in conjunction with those specified in ISO 15489-1 to
ensure that the policies and precedures described in this document work in conjunction with those
specified in ISO 15489-1.

When information preserve tionis considered, the requirements of ISO 14641 can be used in conjunction
with this document. Rezlers aie advised to use this document in conjunction with other local sources,
particularly with relevanco to governmental and legal requirements in their respective jurisdictions.

© 1S0 2017 - All rights reserved vii
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Document management — Electronically stored
information — Recommendations for trustworthiness and
reliability

1 Scope

This document describes the implementation and operation of information management s’stems tnat
store and make available for use electronically stored information (ESI) in a trustworth - an reliable
manner. Such ESI can be of any type, including “page based” information, information iri dat:bases and
audio/video information.

This document is for use by any organization that uses systems to store trustwort.y ESI over time.
Such systems incorporate policies, procedures, technology and audit requireryents that ensure that
trustworthiness of the ESI is maintained.

This document does not cover processes used to evaluate whether EJ1 :an be considered to be
trustworthy prior to it being stored or imported into the system. Hov.»ver, it can be used to demonstrate
that, once the electronic information is stored, output from the sysu:in will be a true and accurate
reproduction of the ESI created and/or imported.

2 Normative references

The following documents are referred to in the toxc in such a way that some or all of their content
constitutes requirements of this document. For d.tec references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 12651 (all parts), Electronic document i1enagement — Vocabulary

3 Terms and definitions

For the purposes of this docu.rert, the terms and definitions given in ISO 12651 (all parts) and the
following apply.

ISO and IEC maintain ter.ninological databases for use in standardization at the following addresses:

— IEC Electropedi.: av.ilable at http://www.electropedia.org/

— SO Onlin¢ by awsing platform: available at http://www.iso.or

31

electronically stored information

ECY

data or in ‘ormation of any kind and from any source, whose temporal existence is evidenced by being
stured in or on any electronic medium

Note 1 to entry: ESI includes traditional e-mail, memos, letters, spreadsheets, databases, office documents,
presentations and other electronic formats commonly found on a computer. ESI also includes system, application
and file-associated metadata such as timestamps, revision history, file type, etc.

Note 2 to entry: Electronic medium can take the form of, but is not limited to, storage devices and storage
elements.

[SOURCE: ISO/IEC 27040:2015, 3.16]
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